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EXECUTIVE SUMMARY

Scope 02 Czech Republic a.s.

(service in the scope see below)

Period of Examination June 1, 2023, to November 30, 2023

Applicable Trust Principle(s) Security, Availability, Confidentiality, Processing
Integrity and Privacy

Location (s) Prague, Czech Republic
Subservice Providers 02 IT services s.r.o.
Opinion Result Unqualified

02 Czech Republic a.s. services in the scope of the report:
e Virtual Data Centre (VDC)
e Private Cloud

Virtual Data Centre - SQLaaS

MBR backup

VDC backup

Veeam Cloud connect

NGFW Advanced

NGFW Premium

02 AntiDDoS Standard

02 Antispam

Security expert Center - SIEM (SIEM service)

Security expert Center - LM (Log management)

Security expert Center
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. INDEPENDENT SERVICE AUDITOR'S REPORT

To: Board of Directors of 02 Czech Republic a.s.
Scope

We have examined 02 Czech Republic a.s. (“O2 Czech Republic,” or the “service
organization”) accompanying description of its system entitled “Description of 02 Czech
Republic a.s. Service Organization’s System” throughout the period June 1, 2023 to
November 30, 2023 , (description) based on the criteria set forth in paragraph 1.26 of the
AICPA Guide Reporting on Controls at a Service Organization Relevant to Security,
Availability, Processing Integrity, Confidentiality, or Privacy (SOC 3®) (description criteria)
and the suitability of the design and operating effectiveness of controls included in the
description throughout the period June 1, 2023 to November 30, 2023 to meet the criteria
for security, availability, processing integrity, and confidentiality set forth in TSP section
100, Trust Services Principles, Criteria, and Illustrations for Security, Availability, Processing
Integrity, Confidentiality, and Privacy (applicable trust services criteria).

Service Organization’s Responsibilities

02 Czech Republic has provided the accompanying assertion titled, “Management of 02
Czech Republic’s Assertion,” (assertion) about the fairness of the presentation of the
description based on the description criteria and suitability of the design and operating
effectiveness of the controls described therein to meet the applicable trust services criteria.
02 Czech Republic is responsible for preparing the description and assertion; including the
completeness, accuracy, and method of presentation of the description and assertion;
providing the services covered by the description; identifying the risks that would prevent
the applicable trust services criteria from being met; designing, implementing, and
documenting controls that are suitably designed; and operating effectively to meet the
applicable trust services criteria stated in the description.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion, based on our examination, on management's
assertion that controls within the system were effective throughout the period June 1, 2023
to November 30, 2023, to provide reasonable assurance that the service organization's
service commitments and system requirements were achieved based on the applicable trust
services criteria.

Our examination was conducted in accordance with attestation standards established by the
AICPA. Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether management's assertion is fairly stated, in all material
respects. We believe that the evidence we obtained is sufficient and appropriate to provide
a reasonable basis for our opinion.

02 Czech Republic uses 02 IT services, a subservice organization, to provide infrastructure.
The description indicates that complementary subservice organization controls that are
suitably designed and operating effectively are necessary, along with controls at O2 Czech
Republic, to achieve 02 CZ’s service commitments and system requirements based on the
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applicable trust services criteria. The description presents 02 CZ"s controls, the applicable
trust services criteria, and the types of complementary subservice organization controls
assumed in the design of 02 CZ"s controls. Our examination included the services provided
by the subservice organizations, and we have evaluated the suitability of the design or
operating effectiveness of such complementary subservice organization controls.

We are required to be independent and to meet our other ethical responsibilities in
accordance with relevant ethical requirements relating to the engagement. Our
examination included:

e Obtaining an understanding of the system and the service organization’s service
commitments and system requirements

e Assessing the risks that controls were not effective to achieve 02 CZ’s service
commitments and system requirements based on the applicable trust services
criteria

e Performing procedures to obtain evidence about whether controls within the system
were effective to achieve 02 CZ’s service commitments and system requirements
based on the applicable trust services criteria

Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control,
including the possibility of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable
assurance that the service organization's service commitments and system requirements
were achieved based on the applicable trust services criteria. Also, the projection to the
future of any conclusions about the effectiveness of controls is subject to the risk that
controls may become inadequate because of changes in conditions or that the degree of
compliance with the policies or procedures may deteriorate.

Opinion

In our opinion, management's assertion that the controls within 02 CZ’s in-scope services
were effective throughout the period June 1, 2023 to November 30, 2023, to provide
reasonable assurance that 02 CZ’s service commitments and system requirements were

achieved based on the applicable trust services criteria is fairly stated, in all material
respects.

D //fM/é G

BDO Audit s.r.o.

31.01.2024
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MANAGEMENT OF 02 CZECH REPUBLIC A.S. SERVICE
ORGANIZATION’S ASSERTION

We are responsible for designing, implementing, operating, and maintaining effective
controls within 02 Czech Republic Service Organization's (02 CZ’s) in-scope services
throughout all of the period: June 1, 2023 to November 30, 2023, to provide reasonable
assurance that 02 CZ’s service commitments and system requirements were achieved
based on the trust services criteria relevant to security, availability, confidentiality,
Processing integrity and privacy (applicable trust services criteria) set forth in TSP section
100, 2017 (update 2022) Trust Services Criteria for Security, Availability, Processing
Integrity, Confidentiality, and Privacy, in AICPA Trust Services Criteria. Our description
of the boundaries of the system is presented in attachment A and identifies the aspects
of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system
throughout tall of the period: June 1, 2023, to November 30, 2023, to provide reasonable
assurance that 02 CZ’s service commitments and system requirements were achieved
based on the applicable trust services criteria. 02 CZ’s objectives for the system in
applying the applicable trust services criteria are embodied in its service commitments
and system requirements relevant to the applicable trust services criteria. The principal
service commitments and system requirements related to the applicable trust services
criteria are presented in attachment B.

There are inherent limitations in any system of internal control, including the possibility
of human error and the circumvention of controls. Because of these inherent limitations,
a service organization may achieve reasonable, but not absolute, assurance that its
service commitments and system requirements are achieved.

We assert that the controls stated in the description operated effectively throughout all
of the period: June 1, 2023, to November 30, 2023, to provide reasonable assurance that
02 CZ’s service commitments and system requirements were achieved based on the
applicable trust services criteria.
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Il. Attachment A
Description of the boundaries of the 02 CZ
system
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DESCRIPTION OF THE BOUNDARIES OF THE O2 CZECH REPUBLIC A.S.
SYSTEM

Section Il

02 Cloud brings new possibilities to build a modern global IT infrastructure. 02 Cloud
enables improved customer service, increased process speed, reduced operational
complexity (installation and operating costs, asset management and control) and
enhanced security.

02 Security services include Next Generation Firewall, AntiDDoS and Antispam to protect
customers communicating over the internet, by e-mail and corporate IT.

02 Security Expert Centre offers complete protection of the customer's ICT environment
based on log management tools, SIEM and an expert security team.

This report has been prepared to provide information on internal controls of O2 that may
be relevant to customers seeking security, availability, processing integrity,
confidentiality, and privacy.

The scope covered in the report includes the following services:

Cloud services (02 Cloud)

e Virtual data center (VDC)
Private cloud
Virtual data center - SQLaa$S
MBR Backup
VDC Backup
Veeam Cloud Connect

Security services (02 Security)
e NGFW Advanced
e NGFW Premium
e 02 AntiDDoS Standard
e 02 Antispam

Security Expert Centre services (02 SEC)
e Security expert Centre - SIEM (SIEM service)
e Security expert Centre - LM (Log management)
e Security expert Centre

The scope of locations covered in this report includes facilities located in the Czech
Republic:

e Praha, Za Brumlovkou 266/2, 140 00 (Headquarters)

e Praha, V lomech 2339/1, 149 00 (Data Centre Chodov)

e Praha, K Zahradkam 2065/2, 155 00 (Data Centre Stodulky)
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COMPANY PROFILE

02, the leading telecommunications operator on the Czech market, continues its mission
to deploy technologies that improve people’s everyday lives. 02 provides voice, internet
and data services to customers ranging from households and small and medium-sized
businesses to large corporations and governmental organizations. Right now, 02 is building
a fifth-generation mobile network (5G), launched as the first one into commercial
operation. The 02 mobile network also includes virtual operators offering their services
such as BLESKmobil, Tesco Mobile and MOBIL OD CEZ. At the same time, 02 is the largest
provider of internet for households and businesses, offered to 99% of addresses.

With its 02 TV service, 02 is the country’s largest operator of TV over the internet. Having
purchased a number of sports licenses, O2 is able to offer its customers the most appealing
sports content on the Czech market. O2 is one of the key players in the field of hosting
and cloud services, as well as managed services and ICT. As trends in the
telecommunications industry change significantly, 02 also focuses on the development
and offering of non-traditional telecommunications services. These include, in particular,
financial services such as hardware insurance or mobile travel insurance.

PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

The goal of 02 Czech Republic is to deliver top-quality telecommunications services. 02
defines its strategy and goals in compliance with its mission to deliver benefits to
customers and generate relevant business profit.

Service commitments:

02 Czech Republic effectively communicates its service obligations to its users through
contracts, service level agreements and published policies. The service commitments
involve a wide range of aspects related to the services provided by the organization.
Examples of service commitments:

As an example of a service commitment, we can mention the high level of service
availability. This means that customers can rely on being able to access their
telecommunications services at any time with minimum failures.

System requirements:

System requirements play a key role in the O2 business. The system requirements have
been defined to provide efficient services, to comply with all legal requirements and to
meet company’s targets. The system requirements follow the Cyber Security Act (ZoKB)
implemented through system policies, procedures, contracts and regulations.

Examples of system requirements:

02 Czech Republic must ensure adequate system availability and ability to withstand

overloading so that customers can enjoy the full potential of all services This includes
implementing redundant infrastructure and non-stop monitoring.

10
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Communication of commitments and requirements:

Transparency is a key responsibility of the management of O2 Czech Republic. By
publishing the key service commitments and system requirements O2 allows its users to
get a full picture of the 02 goals to evaluate the efficiency of the implemented controls.

Service credibility:

Specific service commitments and requirements for the O2 Czech Republic system have
an impact on how customers see the reliability and quality of the services. A high level of
service availability plays a key role in seeing 02 Czech Republic as a trustworthy service
provider.

02 Czech Republic pays great attention to providing a top service availability. To achieve
this goal, the company implements a robust infrastructure and focuses on preventing
system failures. For example, in addition to redundant systems, 02 Czech Republic
performs periodical inspections and maintenance of the equipment and infrastructure to
minimize the risk of failure.

02 focuses on rapid detection and resolution of any problems that could affect the
availability of services. 02 Czech Republic is equipped with sophisticated monitoring tools
and systems that enable rapid reaction to any potential incidents to minimize long
downtime or restricted access to some services.

At the same time, 02 Czech Republic keeps innovating and upgrading its systems and
technologies to improve the features and performance for its customers. O2 regularly
communicates with users and informs them of all planned maintenance windows or other
activities potentially affecting the availability of the services.

02 Czech Republic takes care to deliver its customers excellent service availability. By
implementing a robust infrastructure, service monitoring, rapid reaction to all potential
problems and continuing system innovation, O2 provides the customers a non-stop reliable
access to all services.

ORGANISATIONAL STRUCTURE

The company is headed by the Board of Directors. The Chief Executive Officer (CEO)
reports to the Board. The executive line of the organizational structure reporting directly
to the Chief Executive Officer includes the following divisions and units: Commercial
Division, Technology Division, Finance Division, Legal and Regulatory Affairs Division,
Human Resources Division, Security unit, Public Administration Unit, Wholesale Services
Division, Corporate Communications Unit and General Secretariat Department. The
Company's top management consists of the Company's Board of Directors, the Chief
Technology Officer (CTO) and the Chief Commercial Officer (CCO). The Company also has
an Executive Committee as an advisory body to the Chief Executive Officer. The members
of the Executive Committee are Directors of the Commercial Division, the Technology
Division, the Finance Division, the Legal and Regulatory Affairs Division, the Human
Resources Division and the Corporate Communication Department.

11
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POLICIES AND PROCEDURES

The Company's activities are governed by general legal regulations, the Articles of
Association and 02 internal management documents regulating all internal management
systems and organization.

The management documents set out in detail the principles, rules and procedures for
internal managing activities, taking into account their specific importance, location,
technology, goals and other relevant parameters. Based on the company’s strategy, policy
and objectives, the management documents incorporate in detail all mandatory elements
of external legislation into the company's conditions.

The rules for the administration and management of the corporate management
document system are defined in a separate document.

CONTROL ENVIRONMENT

The Company has set up an internal control system described in management documents,
approved by the Company's Board of Directors. An important role in this system is played
by a unit called 02 Internal Audit, functionally reporting to the Supervisory Board. Internal
Audit provides the Company's bodies with an independent and professional assessment of
the internal control and management system, the condition and development of the
examined area against current best practice. In addition, Internal Audit fulfils internal
audit functions for 02 daughter organizations. Depending on the findings of the audits,
adequate corrective measures are taken by relevant managers. The 02 Internal Audit
monitors how the findings are dealt with and reports the results to the Company's bodies.
The principles of internal auditing, including principles of independence and objectivity,
are described in the IA 02 Statute.

The basic principles applied in the Company's accounting procedures include control based
on the "four eyes control” and the separation of the process of creating and administering
business partner data from the process of payment and settlement of booked liabilities.
At the same time, the list of people authorized to create, edit or approve accounting
records in the SAP system is limited and periodically monitored. For individual accounting
documents, one can always identify a concrete user who created or cancelled the
document. The correctness of accounting and financial statements is continuously
reviewed within the Finance Division. Selected areas of accounting and compliance of
internal processes with the applicable legislation and internal guidelines and procedures
are verified by internal audit. In the event of inconsistency, corrective measures are
immediately proposed and promptly implemented. The efficiency of the internal control
system, the process of developing individual and consolidated financial statements, and
the process of external audit are monitored by the Supervisory Board.

The Finance division includes a department called “Revenue Assurance” whose goal is to
reveal potential revenue losses due to data leakage This end-to-end process covers all
billing activities from the initiation of CDR to the issuing of customer invoice (bill).

The control environment also includes the application, compliance and checks of
compliance with the requirements of ISO standards for management systems,

12



O,

Section Il

implemented within the integrated management system. With regard to the scope of this
report, the following standards are particularly relevant:

e SO 20000-1 Information technology - Service management,

e SO 27001 Information technology - Security techniques - Information security
management systems supplemented by requirements of ISO 27017 Information
technology - Security techniques - Code of practice for information security
controls based on ISO/IEC 27002 for cloud services and ISO 27018 Information
technology - Security techniques - Code of practice for protection of personally
identifiable information (PII) in public clouds acting as Pl processors,

e SO 22301 Security and resilience - Business continuity management systems.

The compliance with the above standards is reviewed through internal audits and
periodical certification and inspection audits conducted by a renowned certification body.

INFORMATION AND COMMUNICATION

Effective communication increases people's engagement and improves understanding of
the needs and expectations of external and internal customers, contributing to the
effective functioning of the company.

There are five rules of communication with customers at 02 (1. | say everything that is
important, 2. | tell the truth, 3. | follow up on the customer's request, 4. | represent 02,
5. 1 am polite), and these communication rules should be used company-wide, including
in internal communication.

In 02, the basic information channel for all employees is the intranet, as well as email
communication or SMS. In addition to the electronic channels, information is also provided
in person during meetings, meetings with the top management or off-site meetings.

The internal communications include, but are not limited to, communication of 02
policies and procedures, corporate events, new initiatives, and awareness on information
and cyber security. Also, an annual process exists to set objectives among all executives
and is rolled down to employees. These objectives are filtered down to team members
through the annual and midyear review process.

External communication is carried out by relevant functions and roles within the company,
e.g.:
e customer communication: sales consultants, call center operators, account
managers, service managers, service desk etc.,
e public and media communication: Corporate Communication unit,
e communication with suppliers: Purchasing, Logistics, Vendor Management, CTO
Strategy Office,
e crisis management communication: Crisis Team.
A range of channels are used for external communication, from face-to-face meetings,
phone calls to electronic tools such as email, chat, social networks and the company
website, www.02.cz.

MONITORING

Operational and safety monitoring

13
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02 maintains reasonable and appropriate technical and organizational measures, internal
controls and information security procedures to protect its information assets as well as
all customer data from accidental loss, destruction or alteration, unauthorized disclosure
or access, or unlawful destruction.

02 uses a number of automated monitoring systems for operational and security
monitoring to ensure top-class performance and service availability. Monitoring is used at
the level of user applications, user stations, servers and technological stations, security
devices and network elements. Selected points of connection of the 02 network with
public data networks and interfaces between selected security zones are monitored by
IDS. Traffic between public or third-party networks and the 02 network is controlled by
firewalls. The configuration of the firewalls is based on the principle of “everything which
is not allowed is forbidden”.

Operational and security monitoring is followed by relevant incident management
processes, including security incident management.

The requirements for operational monitoring of information system elements respect all
legislative requirements (especially GDPR) and separate management documentation.

As a provider of cloud services, 02 provides customers with logging options depending on
the type of service and offers the possibility of monitoring the operation (traffic) of these
cloud services.

Internal audit

In the Our Business Principles document (see below), 02 defined the commitment to apply
appropriate control mechanisms to assess and manage risks for 02, its employees and its
image. Therefore, the Company has established an internal audit function to assure the
Company's bodies and management of the efficiency of all internal governance and risk
management processes, as well as to comply with the recommendations of good corporate
governance practices. Internal audit is an independent and objective activity based on
the philosophy of adding value by improving internal company operations. Internal audit
helps 02 achieve its objectives by using a systematic methodological approach to evaluate
and improve the efficiency of the risk management system, management and control
processes, and corporate governance. Internal audit activities follow the rules of the
International Professional Practices Framework (IPPF): a) Key principles b) Code of Ethics
¢) Standards d) Definition of internal audit. Furthermore, audit activities are carried out
in accordance with the relevant legal regulations and internal management documents
governing the performance of internal audit. Internal Audit provides independent and
objective assurance as to whether the company ensures: compliance with the
requirements of legal regulations and other mandatory requirements, reliability of
information, efficiency of risk management processes and prudent management and
protection of company assets.

02 internal audit plays the role of the third line of defense in the IPPF's three-line model.
In this model, the first line of defense includes operational management, the second line
various functions of risk and compliance control incorporated by 02 management, while
the third line includes independent assurance.

CODE OF CONDUCT AND ETHICS
The Company adheres to the recommendations of the Czech Corporate Governance Code

2018, the general rules of which are based on the applicable legislation of the Czech
Republic. The recommendations are also inspired by comparable national codes of

14
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corporate governance (in particular, the German and Austrian codes) and international
standards of corporate governance (in particular, the G20 / OECD Principles of Corporate
Governance of 2015). Support for the performance of corporate governance and
management, including the fulfilment of the requirements of the Czech Corporate
Governance Code 2018, is the responsibility of Company Secretary, organizationally a
member of the Legal and Regulatory Affairs Division.

The Compliance Code is part of the internal culture of 02 Czech Republic a.s. representing
its approach to the compliance with legal regulations raising the ethical and responsible
business standards. Measures derived from the aforementioned rules called the
,compliance program” and the focus on abiding by the rules fall among the priorities of
the 02 management. The prime goal of the measures is to set up an internal mechanism
for O2 to prevent any illegal activities and, if any such activity occurs, to be identified
and responded to accordingly.

02 has a comprehensive and interconnected system of internal regulations and procedures
in place, to ensure company compliance with laws and regulations. The starting point and
central point are "Our Business Principles” (hereinafter referred to as the "Business
Principles”) representing the source of values and principles to define our internal
regulations. Numerous internal regulations explicitly refer to our business principles,
boosts the awareness and the importance of the principles. All areas described in Our
Business Principles form a traditional part of the country’s legal order. Furthermore, 02
describes in its internal regulations how its employees and members of bodies are
supposed to act in specific situations in line with O2 internal processes.

This system is seen as measures within the meaning of §8 Art. 2 of Act no. 418/2011 Coll.

Our Business Principles are both an internal regulation approved by the Board of Directors
and a document published on the 02 website (section "Responsible Approach”). The
original version of the Business Principles is in Czech. The English version of the 02 website
and Our Business Principles are available, too.

The Compliance Officer is responsible for the content and updating of the training. The
objective of the training is to explain to all employees the content and meaning of Our
Business Principles and the basic principles and rules arising from the key internal
regulations to be followed by all employees in order to eliminate the risk of unlawful
conduct. The elementary version of the training is mandatory for all 02 employees.

The Employment Rules govern the basic obligations of all 02 employees arising from their
employment relationship. The Employment Rules are derived from Our Business
Principles. The Policy of Accepting and Providing Gifts and Hospitality and the Conflict-
of-Interest Policy constitute an integral part hereof.

The Signature Rules are another key internal regulation dealing with internal procedures
of 02 employees when acting on behalf of O2 externally.

In order to achieve the objectives, set out in the Compliance Code and to ensure
prevention, 02 has implemented an internal whistleblowing system as an essential
element to report a complaint about potentially unlawful conduct directly affecting O2.
A whistleblower who meets the conditions for filing a report under the Whistleblower
Protection Act is guaranteed adequate protection.

15
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RISK ASSESSMENT PROCESS

Risk management is one of the basic managerial tools of the Company's effective
management system, whose aim is to support the fulfilment of the Company's vision and
strategy. The risk management system is developed as an integral tool of the Company's
internal control. Risks are identified on the basis of regular assessments by competent
managers, suggestions from Risk Management and other Company units. Risks are
evaluated from the perspective of potential financial impact and likelihood of occurrence.
Members of the Board of Directors are kept up to date about all major risks to the
Company and the way they are managed.

The management of operational risks in the area of information security and business
continuity is governed by an appropriate methodology. The methodology runs on-premises
on 02 servers. In accordance with the legislative requirements for cyber security, relevant
threats and vulnerabilities are taken into account in the assessment of operational risks.
People responsible for the implementation of business plans and sustainable development
of the company must consider the following three areas:

e potential damage to the business, caused by security failures;

e real likelihood of relevant vulnerabilities due to prevailing threats vs. security

measures in place;

e importance of asset vulnerabilities to possible threats.

02 carries out risk assessments for all company systems and situations arising from the

context of the organization.

HR MANAGEMENT

02's business success and prosperity depend, but not only, on long-term relationships with
customers, seeing 02 as a stable, strong and reliable partner keeping all customer data
confidential. In order not to undermine the trust of our customers, to meet their
expectations, not to compromise our image and risk of being excluded from public
projects, we carefully select our employees for specific positions both in terms of
qualification and integrity.

The selection of employees is based on clear criteria in terms of security suitability,
trustworthiness, reliability and clean criminal record, The criteria are reviewed for each
employee both before and during his or her employment, in accordance with the
procedure laid down in our Security Regulations. The criteria for selecting employees are
set by the Human Resources Division and all security aspects consulted with the Security
unit.

Depending on the type of sensitive information, all employees supposed to get in touch
with sensitive information during the performance of their jobs must sign all relevant non-
disclosure statements.

02 employees must attend an obligatory training course covering various topics incl. Our
Business Principles, Information protection and GDPR. The training must be periodically
repeated. Security training is obligatory for all 02 employees and all external (third-party)
individuals and organizations working on the 02 premises.

16
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Each employee is subject to a periodical Performance & Talent Review. The review
includes meeting of individual targets, conduct and approach, which also includes
adherence to corporate culture, communication, and team cooperation as well as an
active, logical and effective approach to solving problems The outcome of the review also
includes the identification of needs for further education and individual development.

KEY RESPONSIBILITIES

In 02, responsibilities are set out primarily in the Organizational Rules, which summarize
the essential information about the company, determine the system of internal
management and organization, define the responsibilities and accountabilities of all
company bodies, units and individual employees, determine the reporting lines of the
units and responsibilities towards the company bodies including the system of internal
management documentation.

As to the services described in this SOC3 report, the following 02 units are of crucial
importance:

Product management teams provide and coordinate the development of products and
services including launch; manage the lifecycle of products and services.

The network teams take care of the operation of 02 security services, including the
operation of the inevitable infrastructure, other teams are dedicated to providing 02 SEC
services to 02 customers, including the operation of the inevitable infrastructure.

The Security unit defines and enforces the company's strategy and security policy,
manages and defines security measures, promotes the implementation of the measures
and controls how these are followed in all areas of physical, information and cyber
security.

Suppliers used by 02, namely CETIN (a sister organization) and O2 IT Services (a daughter
organization), have significant responsibilities, too.

CETIN owns the data centers used by O2 to operate its cloud services. CETIN thus provides
02 with services for the operation of non-IT infrastructure, is responsible for the
availability as well as the physical protection of the data centers and access to the data
centers. The data centers are certified for TIER/RATE III.

02 IT Services operates the hardware and the virtualization platform used for the 02
Cloud services and ensures the performance of the Service Desk.

SYSTEM COMPONENTS USED TO PROVIDE THE SERVICE
Infrastructure

Cloud and backup services

The provision of cloud and backup services is the role of O2 ITS, an organization
responsible for the operational part of services such as 02 VDC, 02 Private Cloud, 02
Backup VDC and O2 Backup. The services are operated at CETIN data centers in two
locations, Praha Chodov (DC CH) and Praha Stodulky (DC JZM) with the 24x7x365
monitoring.

The server infrastructure is built on a farm of servers from the world's leading vendors
combined with the state-of-the-art virtualization technologies at the High Availability
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level. All the servers including the infrastructure are connected redundantly to minimize
the downtime due to technology failures. Guaranteed service availability is 99.9%.

02 Next Generation Firewall

NGFW is designed with the concept of concentrating top-class HW security elements and
centralized security in one place. It’s because this solution is better in terms of costs,
performance and durability than the concept of spread security. Using centralized
security, one can achieve the same or higher level of security at lower acquisition and
operating costs.

Centralized services over the communication infrastructure dramatically reduce the
likelihood of intrusion from the external environment into customer's internal IT
environment and create conditions for the customer and the provider to better coordinate
their steps in the effort to fight against potential hackers.

NGFW is a geographically redundant security infrastructure developed by backing up
production elements in two identical branches located in two different locations, thus
achieving great service reliability and availability. NGFW is located at hosting centers
meeting strict security requirements with strict parameters, designed and operated at
the Tier Il level (under the Uptime Institute classification).

The environment meets the following requirements of computing and communications
security:

¢ redundant data connectivity is connected to two independent directions
terminated on separate technology in different buildings/facilities,

e communication infrastructure used for the provision of services is technically and
geographically redundant,

e communication infrastructure is located in a safe environment of a hosting center
or equivalent environment,

e access to the management system of elements and services (local and remote) is
controlled in an environment separated from customer environment and,

e infrastructure is controlled by skilled professionals with adequate certifications.

Safety requirements are guaranteed and adhered to throughout the entire term of
contract. The 02 CZ ISP network consists of two independent locations providing peering
connectivity.

02 AntiDDoS

The 02 CZ ISP network consists of two independent locations providing peering
connectivity with local peering (NIX) and transit internet connectivity provided by several
different upstream providers (Tier1 ISPs).

As to AntiDDoS, 02 uses platform implemented in the network with regard to various
parameters such as size, geolocation, etc.

The implementation consists of 3 sections:
e CP, which includes the analytical part of the system,
e TMS containing mitigation part,
Pl - portal interface for customers.
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All configuration changes of TMS are performed in a CP device. The CP device creates BGP
peering with the affected routers (ISP border routers) such as BGP host (RRC route
reflector client) and receives all BGP notifications received or forwarded by ISP routers.
The CP device is connected to border routers to receive NetFlow data, used as the main
source for analyzing the behavior and traffic. Once the CP device flags some traffic as
suspicious, request will be sent to TMS for BGP rerouting the suspicious traffic for further
investigation. If the traffic is classified as a DoS/DDoS attack, TMS will discard the
unwanted traffic, or send it back via the original route to be later delivered to the
destination.

02 Antispam

02 Antispam is a service using the system to detect spam. Principally, the service is a
public e-mail gateway in the 02 infrastructure, in which a unique account is created for
the user to administer the security policy of a protected domain or multiple domains Next,
in the domain provider location, using the MX record, change of delivery to the email
gateway, serving as protection, will be made. The email gateway will then offer the user
a total security solution as a service bearing in mind the plethora of various internet
threats.

Malware (i.e. viruses, Trojan horses, spyware, etc.), spam, vulnerabilities, networks of
infected computers (botnets), fraudulent emails, files and websites (phishing and
pharming) and many more represent potential security threats to enterprises and their
business. In addition to its own antispam functionality, 02 Antispam offers quarantine for
the captured messages (to eliminate what is called “false positive”). The service can be
implemented separately not requiring other services such as NGFW.

02 Security Expert Centre
The aim of deploying 02 SEC is to boost the security of the IT environment and get a
picture of what is happening on the network and endpoints in order to better identify and
eliminate ongoing threats in a timely manner.
The service provides the following functionalities:

e collection, storage and analysis of logs of the defined systems,

e security monitoring (no need for customer to do monitoring internally).

e A central model of security monitoring/control for all organizations within a

group.
The Service uses tools provided as part of the Service operated by 02. HW/SW probes are
placed in the customer location to monitor traffic in the network (network probe). The
tools include, in particular:
e Log management
o SIEM

The service includes a combination of complementary services aimed at protecting
customers against all sorts of cyber threats that can bypass standard perimeter
protection, antivirus systems to pose long-term or permanent threats to customer security
and business, while creating an environment compliant with all legislative requirements.
02 SEC includes the 24x7x365 monitoring with proactive security control and periodical
reviewing of cyber security events. The proposed solution provides a multitenant
environment allowing the customer to select the setting of the form of visibility for
individual supervised entities i.e. selective approach in terms of policies and reporting.
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Logs are collected from devices defined by the customer and sent to what is called
collectors. Collector is a collection point in the customer network installed as a virtual
appliance in an HA setup in customer's DMZ network.

The collectors are connected to the firewall in the 02 Security Expert Centre via a secure
connection (VPN, TLS, etc.). Stream processors process logs using log management
functionalities, real-time or non-real-time SIEM. The solution is built as an HA active -
active cluster.

02 SEC includes systems for detecting anomalies in network traffic. The systems monitor
the 02 SEC environment as a whole and provide audit trails. Another part of O2 SEC is the
ticketing system, used as one of the communication channels between 02 SEC and the
customer. Customers can use a web interface.

The offered solution is designed as highly available (HA) with implicit load balancing.

Software

Cloud and backup services

Cloud and backup services are structured into several PODs representing clusters of
interconnected servers with hypervisor. Located in data centers, the clusters provide
computing power to run customer environments. The role of hypervisor is played by
market leading virtualization platform, run on a multi-tenant layer, a portal allowing
customers to manage their environments. All servers in the clusters are equipped with
SSDs and use VSAN to deliver great data speed and availability.

In both data centers there are separate PODs for SQLaaS. The PODs are optimized to run
SQL and contain a high-frequency CPU. The servers in the PODs are fully licensed to run
SQL databases. Along with the infrastructure, SPLA licenses are offered for the services:
0OS Windows server Standard license, RDS license, Application license for MS SQL Standard
and Enterprise, RHEL license.

The VDC Backup service uses specialized software from Veeam, which provides advanced
features for data backup and recovery in a virtualized environment.

02 Next Generation Firewall

The company uses a firewall that connects all security and network components to ensure
seamless integration. This enables the convergence of network and security features to
deliver consistent user experience and resilient security position across all types of
environments, including on-premises, cloud, hybrid, and convergent IT/OT/loT
infrastructure.

02 AntiDDoS

The company uses a solution used to detect DDoS attacks. The system allows you to
monitor network traffic and use data for smart traffic analysis, usage optimization,
intelligent network expansion planning, threat elimination and reporting for customers
and users.

The system is able to remove malicious parts from a communication session without
disrupting other key network services.

02 Antispam

The company uses an operating system that ranks among the largest cybersecurity
platforms on the market, organically built on a common governance and security
framework. It connects all necessary security and networking components to ensure
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seamless integration. This enables the convergence of network and security functions to
ensure a consistent user experience and resilient security posture across all types of
environments, including on-premise, cloud, hybrid and converged IT/OT/loT
infrastructures.

The system is an organically evolving system augmented with new features to increase
the potential to provide unprecedented visibility and enforcement in hybrid
environments. Additionally, the system accelerates security operations through Al-driven
prevention, automation and real-time response. Furthermore, the system offers secure
network management, increased prevention, early detection and real-time response, and
reduced risk of various cyber threats.

02 Security Expert Centre

02 SEC takes cyber security as no.1 priority using professional tools from renowned
manufacturers. The workplace has a sophisticated software ecosystem designed to
monitor and immediately identify all potential cyber threats. The software used for log
management and SIEM services enables compliance with relevant cybersecurity
legislation, GDPR and ISO 27001.

People

The actual operation and development of Cloud services requires the involvement of
several different roles ranging from technical to commercial ones. The operation of these
services is the responsibility of O2 IT Services, taking care of the technical operation of
the service, including the Service Desk. The operation of security services is provided by
02 Czech Republic. Key technical roles for cloud services include Solution Architect,
Service Manager and Operations Specialist. Commercial, security and network
infrastructure fall among the roles of 02 Czech Republic. The roles include Product
Manager, Segment Manager, Sales and Presales Manager, Security Specialist and Network
Infrastructure Specialist. All roles of security services are delivered by 02 Czech Republic.
To confirm the level of competency of our core service providers, VMware, Veeam
Software and Fortinet, we maintain a certain level of partnership, evidence of which is
the required number of specialized certifications. You can check our partnership level on
our vendors' websites - VMware, Veeam Software and Fortinet. Our goal is to continuously
increase the level of partnership and competence, confirmed by the certifications
obtained by our specialists.

The services of the 02 Security Expert Centre are provided by competent security staff.
The key security roles include L1 Security Operator (a team of L1 operators working 24/7
in charge of security supervision, evaluation of alerts and events from monitoring
systems), L2 Security Analyst (L2 Analysts operating in 8/5 mode with standby outside
standard business hours whose tasks include more profound analysis based on L1 level
findings, reporting and communication with customers) and L3 Security Architect (a team
of L3 architects working in 8/5 mode with the possibility of standby outside standard
business hours, and responsibilities including communication with suppliers, onboarding,
and technical support to other teams).

Competent system administrator is responsible for setting up and deleting access accounts
to the Services. Administrator activities are carried out in accordance with internal
regulations. Periodical checking of access takes place once a year to make sure that all
accesses are properly controlled and comply with the defined security requirements. This
ensures that data and systems are protected from unauthorized access and misuse. System
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administrators play a key role in managing access accounts and maintaining security
standards.

Procedures

02 Czech Republic is committed to maintaining top-level safety for its systems and
infrastructure. This includes to ensure relevant confidentiality, integrity, and availability
of data and systems through its internal policies and procedures.

02 Czech Republic has implemented - as part of the integrated management system - a
unified management system for policies and regulations. The policies and procedures
relate to service processes, including the management and designing of product and
service lifecycles, customer process management (customer onboarding and offboarding),
change management processes, operational monitoring, incident management, and more.
The goal of the policies and procedures is to ensure the security and protection of data
and systems. 02 Czech Republic regularly reviews and updates the policies and procedures
to ensure their compliance with the latest security standards and technologies.

Creating and maintaining strong safety awareness among employees is another important
part of 02’s focus. 02 Czech Republic provides training and educates its employees to be
able to recognize and respond to potential security threats.

With its approach, O2 Czech Republic demonstrates its commitment to maintain a safe
environment for its customers and protect sensitive information. Safety and security
represent no.1 priority for 02 Czech Republic, forming an integral part of our business.
02 Czech Republic is aware of the continuing evolution of security threats and
vulnerabilities. Having this in mind, we regularly monitor and review our systems and
infrastructure to identify any potential security risks and to adopt efficient measures to
minimize the occurrence.

In addition, O2 Czech Republic cooperates with information security experts and monitors
the latest trends and technologies to be able to respond to the new threats and implement
best practices and measures to ensure adequate security.

The protection of customer privacy is another important aspect of security. 02 Czech
Republic complies with all relevant laws and regulations pertaining to the protection of
personal data and is committed to the correct and secure processing of such data. 02
customers can be sure that their data is protected and processed with the utmost care
and security.

02 Czech Republic pays enormous attention to security as such as well as the protection
of personal data and systems. The commitment to safety can be demonstrated in several
key areas such as:

e Security infrastructure: 02 Czech Republic invests in modern security technologies
and infrastructure is able to detect and respond to potential threats. For example,
the company uses advanced firewall systems and systems for detecting and
preventing attacks.

e Monitoring and detection: O2 Czech Republic regularly monitors its systems and
networks to identify suspicious activities or anomalies. If a potential security
incident is detected, the company responds immediately and takes steps to
minimize the damage.

o Employee training: 02 Czech Republic recognizes that security measures can only
be effective if employees are adequately informed and trained. Having this in
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mind, O2 delivers regular training to employees to inform them of the latest
security threats and best practices for protecting data and hardware.

e Protection against DDoS attacks: O2 Czech Republic also provides protection
against DDoS (Distributed Denial of Service) attacks and AntiSpam measures. DDoS
attacks are attacking that target network or web server congestion to deny user
access. 02 Czech Republic uses advanced technologies and infrastructure to detect
and avert DDoS attacks to keep its services available to users.

e Security policies and procedures: 02 Czech Republic has strict security policies
and procedures in place to serve as a framework for protecting data and systems.
The policies include rules for accessing sensitive information, password security,
data encryption, and other security precautions.

e Regular updates and backups: 02 Czech Republic regularly updates its hardware
and software to ensure the latest security patches and protection against known
vulnerabilities. In addition, 02 performs regular data backups to minimize the risk
of losing data in the event of a disaster or attack.

02 Czech Republic is actively engaged in collaboration with security organizations and
offices to share information about new threats and cooperate in solving them. This is our
contribution to the overall improvement of digital security.

02 Czech Republic makes considerable efforts to ensure that our customers are secured
and their personal data thoroughly protected. Our investing in modern technologies,
periodical monitoring and employee training demonstrate our commitment to security
and data protection.

All internal policies and regulations (a list of which is summarized at the end of this
section) are periodically reviewed and audited.

Data

Data protection represents a key element for 02 Czech Republic to the provision of its
services. 02 is committed to compliance with all relevant legal regulations, including
GDPR (General Data Protection Regulation) and ZoEK (Electronic Communications Act).
This chapter deals with the types of data used to provide services and the measures
adopted by 02 Czech Republic to ensure the confidentiality, integrity and availability of
the data. The types of data used for our services are as follows:

¢ Content of communication: 02 Czech Republic conveys communication between
customers and other entities. The content of the communication is conveyed
without O2 having access to the content. This means that all transmitted data is
protected from unauthorized access.

e Customer contact information: O2 Czech Republic stores customer contact
information such as name, address, phone number, and email. This information is
necessary for the communication with customers as well as for the provision of
services.

e Contracts and communication with customers: 02 Czech Republic stores all
contracts and communications with customers containing crucial information
about the services including the terms and conditions. These documents are
protected and stored in compliance with relevant legal requirements.
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e Usage (traffic) data needed for the billing of services provided to customers and
proving the legitimacy of billing: O2 Czech Republic collects traffic data necessary
for the correct billing of customer services and for proving their legitimacy. This
data is protected and processed in compliance with the internal policies and
regulations.

e Other traffic data needed for analyzing errors and security of communication in
the networks: 02 Czech Republic collects traffic data necessary for the correct
billing of customer services and for proving their legitimacy. This data is protected
and processed to minimize risks and provide network security.

e Data stored by the customer in the provided (cloud) services: 02 Czech Republic
provides cloud services in which customers can store their data. This data is
protected and secured against unauthorized access and loss. As 02 Czech Republic
does not have access to the content of the data the confidentiality and privacy of
customers is preserved.

Data and personal data protection measures: 02 Czech Republic has established internal
policies and regulations to ensure the confidentiality, integrity and availability of data
and personal data. The policies and regulations are in line with legislative requirements
such as GDPR and the Electronic Communications Act, as well as the standards making up
the integrated management system, including I1SO 27001.

The defined policies and regulations set out responsibilities, powers, and procedures for
the area of data and information protection including data access control, use of
appropriate data protection tools such as firewall, intrusion prevention system (IPS),
intrusion detection system (IDS), and security information and event management (SIEM).
These measures are used to identify and detect threats and vulnerabilities to ensure
safety of data and communication.

Data protection and personal data protection requirements are also incorporated in
agreements between 02 Czech Republic and its customers. The agreements set out for
both parties their obligations in compliance with applicable legislation.

02 Czech Republic is responsible for the protection of customer data incl. personal data
and takes this obligation very seriously. As indicated above, O2 strives to continuously
improve its procedures and technologies to deliver maximum protection for all data
including personal data.

PHYSICAL SECURITY

02 Data Centers are designed to guarantee maximum security and privacy for customer
devices and data. The data centers are owned by CETIN a.s., a sister organization of 02,
operating non-IT data center technology and security services, including access control
and security.

In order to protect the assets, the 02 Security unit installs technical and mechanical
protection tools following relevant regulations, sets regime measures to create a uniform
standard for access control and the scope of security of O2 facilities, and carries out all
necessary periodical inspections.

Access control

Based on the security zoning of the Data Centre, the level of access control security is
defined. The entry to the Data Centre is allowed to authorized/registered personnel using

24



O,

Section Il

multiple authentications of contactless cards and PIN on the access control readers. Highly
protected DC areas require the combination of the above with biometric systems. Every
person moving in the DC premises is visibly marked. All visitors to the data center must
be accompanies by a DC employee.

02 Security is responsible for checking compliance with the access rules as well as for the
conducting of audits to verify compliance with the incident response procedures by the
DC access control staff.

24x7x365 security monitoring

The perimeter, interior, areas containing supporting technology and the technological
rooms are monitored by security and camera systems, supervised by authorized security
staff.

All elements, functional and IT, of the data center are monitored by IT monitoring center
staff.

Fire protection

All areas of the DC are secured with elements of the electric fire alarm system, the
technology rooms include VESDA laser early detection systems and a system of automatic
stable fire extinguishing system with inert gases.

Power supply and redundance

Power supply to the data center is protected by powerful uninterruptible power supply
(UPS) units feeding dually customer’s power distribution units (PDU). All data centers are
protected against long-term power failure by diesel generators backing up the UPS
system.

A backup of minimum N+1 ensures business continuity even in the event of a failure of
one of the UPS.

Diesel generators contain fuel for at least 24 hours of operation without the need for
refilling. If necessary, the supplier is able to deliver some more fuel. Cooling is provided
by powerful, fully replaceable air conditioning units.

All our data centers are built and operated under the TIER Ill standard.

ENDPOINT PROTECTION

The protection of company endpoint includes monitoring and protecting endpoints from
cyber threats. The protected endpoints include desktops, laptops, smartphones, tablets,
and other devices. There are various cybersecurity solutions you can install and monitor
to protect the aforementioned devices from cyber threats, irrespective of whether these
are in or out of the corporate network.

02 has installed Endpoint Security (ENS) using proactive reporting of threats, able to
deliver adequate protection throughout the entire lifecycle of an attack.

Endpoint Security Suite contains Endpoint Security and Endpoint Detection and Response.
ACCESS CONTROL

Access control policy
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Access control is implemented mainly for controlling user access to protected (classified)
information, preventing unauthorized access, altering, disclosure or theft of information
and media, all at the level of physical and logical access control.

During access control, our competent staff cooperate mainly with the Security unit, the
Personal Data Protection unit and the administrators who are in charge of the
administration of information resources.

Access to networks and network services
Users are allowed to access networks and network services for which they are explicitly
authorized.

User administration and access control

Physical access control is governed by the Company Entrance Control directive. The
logical access control of users follows the Corporate Access and Rights Management
directive and the Administrator Security Manual.

Users are required to proceed in accordance with the approved access rules. Managers
may only approve requests that are necessary for the performance of an employee’s job.
Access control for external workers is ruled by third-party access control to internal
information systems and the “External workers register”.

Users are prohibited from seeking authentication data needed for accessing information
resources, using an account other than the one assigned, and from connecting unapproved
IT elements to the network. All users are obliged to report any suspicious behavior or
security incident in accordance with the Definition and reporting of security incidents and
events directive.

As a cloud service provider, 02 provides procedures and tools for the registration and de-
registration of cloud service users. Moreover, 02 provides the customers with tools to
manage user access rights and privileges.

As a cloud service provider, O2 provides the administrators with efficient tools to securely
log in for the administration of the service, including monitoring and configuration of
security elements.

CHANGE MANAGEMENT

The main goal of ICT Change Management is to make sure that standardized methods and
procedures are used to deal with all changes effectively and quickly. It is also important
that all service changes and configurations are recorded in the Configuration Management
System. Another goal is to optimize overall business risk.

The goal of the ICT Change Management procedures is to respond to changing customer
business requirements while minimizing incidents, failures, and duplications. It is equally
important to respond to changing business and IT requirements so that services are aligned
with the current business needs. In addition, it is necessary to ensure that all changes are
recorded, evaluated, enabled, prioritized, planned, tested, implemented, documented
and reviewed in a controlled fashion.

The procedure is binding in its entirety for all employees of 02 Czech Republic a.s., people

working for O2 on a contractual basis (non-FTE, third-party) as well as for all other parties
bound to comply with the Directive.

26



O,

Section Il

Change management is governed by several directive documents or other defined
documents.

DISASTER RECOVERY

02 defines the Business Continuity Management System (hereinafter referred to as the
"BCMS" and the "Company”), creates the basic methodology and organizational
prerequisites for the implementation of the Company's BCMS system. In connection with
the Company's Business Continuity Management Policy (BCM Policy) and the company's
governing documents (Organizational Rules, Security Rules), it defines the basic
competencies of 02 management in the field of BCMS, sets out the principles of creation,
the structure of BCMS and defines all elements and functions of the BCM system. The
system enables 02 executives and the unit/s under their management to focus on meeting
the BCMS tasks and obligations arising from the relevant legal regulations and contracts.
Implemented in the company’s environment, BCMS uses the best-known practice and
experience acquired in the field of BCMS.

The concept of 02 BCMS is multilayer, in terms of territory and sector:

Layer 1 - In order to deal with the impact of internal (plus some external) emergencies
on the company's business solved by the relevant units within standard processes without
requiring major modification, the BCM system is designed as a system for managing
emergency situations (operational accidents, failures, closures, incidents, problems,
service outages, events, etc.) without activating corporate crisis teams. The planning,
creation, method of activation (escalation of activities), activity, support and
development fall within the competence of the relevant management.

Layer 2 - In order to deal with the impact of external emergencies (crisis situations) as
well as internal emergencies (large-scale emergency situations) on the company's
environment, exceeding the scope, capacity and competencies of individual company
units requiring the application of non-standard (modified) processes and forms of
management, the BCM system is designed as a crisis management system with the
activation of the company's crisis team. The planning, creation, way of activation and
development of BCM are the responsibility of the CNOC unit while the activation falls
within the competence of the particular crisis team leader. The transition from the system
of ad-hoc dealing with emergencies by a particular unit to the system of crisis
management (at the regional or national level) is usually decided by the leader of the
crisis team in cooperation with the unit’s line management of the unit/s depending on
the assessment and evolution of a particular emergency.

Processes and procedures (BCP, DRP) to address emergencies are periodically reviewed,
tested and, if required, updated. All exercises and tests are recorded in Ramses.

BCP/DRP defines several documents and policies in the company.
VULNERABILITY MANAGEMENT

In the area of vulnerability management, the company has established basic rules,
procedures, powers and responsibilities to efficiently manage the vulnerability of
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information systems and technologies to minimize the risk of security incidents, potential
losses and to reduce business risks.

Efficient vulnerability management program includes:

Responsibility for the continuous maintenance of the information system.

Continuous monitoring of the condition of updates and implemented information system
patches.

Compliance with software vendor recommendations.

Continuous and ad-hoc countermeasures to minimize security risks and incidents.

The aim of vulnerability management is to ensure compliance with the recommendations
of the manufacturer and the Security unit while timely eliminating all vulnerabilities.

As various vulnerabilities differ in how critical they are, each responsible person
(administrator) must judge which software patch should be applied in order to minimize
the business impact and to plan enough time for testing and implementation in line with
the change management process.

It is the responsibility of the administrators to obtain all software patches from renowned,
trusted support channels, such as the actual vendors or third-party vendors. Each software
patch must be downloaded and applied to licensed software and where there is a support
agreement in place.

In the event that objective reasons prevent the above activity the responsible person
(admin) must apply for an exemption from the rule/s under the applicable Security
Exception Management directive.

In places where there is open-source software without a trustworthy support channel, the
responsible person must address the situation by applying the aforementioned exemption.
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ATTACHMENT B

DESCRIPTION OF A 02 CZECH REPUBLIC SERVICE ORGANIZATION'S
PRINCIPAL SERVICE COMMITMENTS AND SYSTEM REQUIREMENTS

Service Commitments

Commitments are declarations made by management to customers regarding the
performance of 02 CZ System. Commitments to customers are communicated via Service
Level Agreements, and/or Data Processing Agreements. Data Processing Agreements define
the security and privacy obligations which the processors must meet to satisfy the
organization's obligations regarding the processing and security of customer data.

System Requirements

System requirements are specified in the Company’s policies and procedures, which are
available to all employees.

02 CZ makes service commitments to its customers and has established system requirements
as part 02 ITS service. Some of these commitments are principal to the performance of the
service and relate to applicable trust services criteria. 02 CZ is responsible for its service
commitments and system requirements and for designing, implementing, and operating
effective controls within the system to provide reasonable assurance that 02 CZ service
commitments and system requirements are achieved.

02 CZ is subject to relevant regulations, as well as state privacy security laws and
regulations in the jurisdictions in which 02 CZ operates.

Security, Availability, Confidentiality, Privacy and Processing Integrity commitments to
customers are documented and communicated in Service Level Agreements (SLAs) and other
customer agreements, as well as in the description of the service offering provided on the
02 CZ website. Security, Availability, Confidentiality, Privacy and Processing Integrity
commitments are standardized and included, but are not limited to, the following:

e Security and confidentiality principles inherent to the fundamental design of the 02
CZ System are designed to appropriately restrict unauthorized internal and external
access to data and customer data is appropriately segregated from other customers.

e Security and confidentiality principles inherent to the fundamental design of the 02
CZ System are designed to safeguard data from within and outside of the boundaries
of environments which store a customer’s content to meet the service commitments.

e Availability principles inherent to the fundamental design of the O2 CZ System are
designed to replicate critical system components across multiple Availability Zones
and authoritative backups are maintained and monitored to ensure successful
replication to meet the service commitments.

e Privacy principles inherent to the fundamental design of the 02 CZ System are
designed to protect the security and confidentiality of 02 CZ customer content to
meet the service commitments.
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e Processing integrity principles inherent to the fundamental design of the 02 CZ
System are designed to protect the security and confidentiality of 02 CZ customer
data in transit to meet the service commitments.

02 Czech Republic establishes operational requirements that support the achievement of
security, availability, confidentiality, privacy and processing integrity commitments,
relevant laws and regulations, and other system requirements. Such requirements are
communicated in 02 CZ system policies and procedures, system design documentation, and
contracts with customers. Information security policies define an organization-wide
approach to how systems and data are protected. These include policies around how the
service is designed and developed, how the system is operated, how the internal business
systems and networks are managed, and how employees are hired and trained. In addition
to these policies, standard operating procedures have been documented on how to carry
out specific manual and automated processes required in the operation and development of
various 02 CZ services and offerings. 02 CZ’ service commitments and system requirements
were achieved based on the trust services criteria relevant to security, availability, and
confidentiality, privacy and processing integrity.

AVAILABILITY

There is a documented procedure for capacity management. Capacity plans are prepared
with warning and action thresholds set for monitored resources (compute, storage,
memory). Appropriate monitoring tools are used for actual usage and capacity
measurement. The current usage of resources and forecast of capacity demand is regularly
reported to management.

Environmental threats are part of the list of threats in the risk assessment process. External
environmental threats were considered, and data centers are located out of flood,
earthquake areas.

CETIN as a vendor is responsible for implementation and operation of environmental
protections. Detection measures are implemented, such as fire, smoke detectors, air quality
detectors, and liquid leak detectors. Environment and operations monitoring, and alerts are
part of each DC surveillance system with 24/7 onsite personnel presence. Maintenance and
test plans are prepared for both data centers.

Data centers are designed and operated in compliance with TIER Il requirements.

Data back-up processes are implemented according to the specifications of individual
services in the scope of this report (configuration backups, replication at the storage level,
synchronous data replication, etc.).

02 has implemented business continuity management system according to ISO 22301 which
covers both data centers. Business continuity plans with disaster recovery procedures are
prepared for the services in the scope of this report. BCP/DRP include testing requirements
(scope, frequency).

CONFIDENTIALITY

02 sets out the rules and principles of information protection, including the powers and
responsibilities for the identification, classification, processing and protection of
confidential information.

In addition, a single system for document management, including rules for archiving and
shredding, has been implemented in accordance with Act no. 499/2004 Coll., on Archiving
and Records Management.

The rules for the protection of classified information pursuant to Act no. 412/2005 Coll., on
the Protection of Classified Information and Safety Clearance, are set out in a separate
internal regulation.
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Procedures for the disposal of information depending on qualification level and mediumi.e.
printed document, electronic file on various media are in place.

PROCESSING INTEGRITY

As 02 Cloud services are primarily designed as Infrastructure as a Service, O2 does not
process data belonging to customers. 02 security services are mostly analytical, monitoring
and reporting services. In these cases, it is stipulated in a contract what data the customer
must provide and for what purpose of processing. The contract also determines the format
of the input and output data (including reporting), the method of data transmission, the
rules for the protection and storage of data. Process integrity control also includes
operational and safety monitoring of the services.

PRIVACY

As 02 Cloud services are primarily designed as Infrastructure as a Service, O2 does not
process data belonging to customers. 02 security services are mostly analytical, monitoring
and reporting services.

If the customer informs O2 that the scope of 02 Cloud services also involves the processing
of personal data the terms and conditions will also obtain a clause specifying the relationship
between the controller and the processor of personal data pursuant to GDPR.

02 has set up processes to ensure compliance with all legislative requirements regarding
protection of personal and other data. An internal regulation sets out the rules for the
protection of personal data (GDPR), the protection of identification, traffic and location
data and the confidentiality of communications (see the Electronic Communications Act)
and the protection of trade secret.

Each contract resp. the terms and conditions include a clause on the protection of personal
data. In addition, customers are informed about the protection of personal data on the 02
website (https://www.02.cz/soukromi). The O2 website shows how 02 uses cookies and
handles personal data of the customers both in the role of data controller (Personal Data
Processing Policy) and data processor (List of Personal Data Processors). It also includes
information on how complaints are dealt with including contact details of the Data
Protection Officer and the right of each customer to escalate a complaint to the Office for
Personal Data Protection.
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SHRNUTI

Rozsah 02 Czech Republic a.s.

(rozsah zahrnutych sluzeb viz nize)

Hodnocené obdobi 1. ¢ervna 2023 az 30. listopadu 2023

Uplatnitelné principy divéry Zabezpeceni, dostupnost, divérnost, integrita

zpracovani a ochrana soukromi
Mista Praha, Ceska republika
Poskytovatelé dilc¢ich sluzeb 02 IT services s.r.o.

Vysledek hodnoceni bez vyhrad

Sluzby spolecnosti 02 Czech Republic a.s. zahrnuté do predmétu zpravy:
e Virtualni datové centrum (VDC)
¢ Soukromy cloud

Virtualni datové centrum - SQLaa$

Zalohovani MBR

Zalohovani VDC

Veeam Cloud Connect

NGFW Advanced

NGFW Premium

02 AntiDDoS Standard

02 Antispam

Security Expert Centre - SIEM (sluzby SIEM)

Security Expert Centre - LM (sprava protokolu)

Security Expert Centre
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I. ZPRAVA NEZAVISLEHO AUDITORA SLUZEB

Adresat: Predstavenstvo spolecnosti 02 Czech Republic a.s.
Ucel

U spolecnosti 02 Czech Republic a.s. (,,02 Czech Republic“ nebo ,servisni organizace*)
jsme posuzovali pruvodni popis jejiho systému pod nazvem ,Popis systému servisni
organizace spolecnosti 02 Czech Republic a.s.“ za obdobi od 1. cervna 2023 do 30.
listopadu 2023 (popis), a to na zakladé kritérii stanovenych v odstavci 1.26 Navodu AICPA
pro vypracovani zprav ohledné kontrol u servisnich organizaci relevantnich pro
zabezpeceni, dostupnost, integritu zpracovani, divérnost a ochranu soukromi (SOC 3°)
(popisna kritéria), jakoz i trvalou udrzitelnost navrhu a provozni efektivitu kontrol
zahrnutych do popisu za obdobi od 1. ¢ervna 2023 do 30. listopadu 2023 pro splnéni kritérii
zabezpeceni, dostupnosti, integrity zpracovani a divérnosti dle ustanoveni ¢asti 100 TSP,
Principy, kritéria a ukdzky sluzeb divery pro zabezpeceni, dostupnost, integritu
zpracovdni, ddvérnost a ochranu soukromi (pfislusna kritéria sluZzeb duveéry).

Odpovédnosti servisni organizace

02 Czech Republic poskytla privodni prohlaseni oznacené ,,Prohlaseni vedeni spolecnosti
02 Czech Republic“ (dale jenom ,,prohlaseni“) o pravdivosti prezentace popisu na zakladé
popisnych kritérii a udrzitelnosti navrhu a provozni Ucinnosti kontrol v ném popsanych za
Ucelem splnéni platnych kritérii sluzeb duavéry. Spolecnost 02 Czech Republic je
odpovédna za vypracovani popisu a prohlaseni, véetné uUplnosti, presnosti a zplsobu
prezentace popisu a prohlaseni; uvedeni sluzeb zahrnutych do popisu; identifikaci rizik,
které by =zabranily splnéni platnych kritérii sluzeb duavéry; vypracovani navrhu,
implementaci a zdokumentovani kontrol s trvale udrzitelnym navrhem a G¢inny provoz pro
splnéni prislusnych kritérii sluzeb divéry uvedenych v popisu.

Odpovédnosti auditora sluzeb

Nasi povinnosti je na zakladé sSetreni vyjadrit nas nazor na prohlaseni vedeni, Ze kontroly
v systému byly v obdobi od 1. ¢ervna 2023 do 30. listopadu 2023 ucinné, aby bylo dosazeno
rozumné jistoty, ze servisni zavazky a systémové pozadavky servisni organizace byly na
zakladé prislusnych kritérii sluzeb davéry naplnény.

Nase posouzeni probihalo v souladu se standardy atestace stanovenymi AICPA. Tyto
standardy vyzaduji, abychom nase hodnoceni naplanovali a provedli s cilem dosahnout
rozumné jistoty ohledné pravdivosti prohlaseni vedeni ve vsech zasadnich ohledech.
Vérime, ze ziskané dlkazy jsou dostatecné a vhodné pro poskytnuti rozumného
odivodnéni naseho nazoru.

02 Czech Republic vyuziva k poskytovani infrastruktury spolec¢nost O2 IT services, dilci
servisni organizaci. Popis uvadi, ze udrzitelné navrzené a efektivné provozované kontroly
dopliujici diléi servisni organizace jsou spolecné s kontrolami ve spolecnosti 02 Czech
Republic nezbytné ke splnéni servisnich zavazku a systémovych pozadavkd 02 CZ v souladu
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s prislusnymi kritérii sluzeb dlvéry. Popis predstavuje kontroly spolecnosti 02 CZ,
prislusna kritéria sluzeb davéry a typy kontrol doplniujici diléi servisni organizace
predpokladané v navrhu kontrol spolecnosti 02 CZ. Nase hodnoceni zahrnovalo sluzby
poskytované diléi servisni organizaci a zhodnotili jsme také vhodnost navrhu ¢i provozni
ucinnost téchto doplnujicich kontrol diléi servisni organizace.

Jednim z pozadavki je naSe nezavislost a splnéni nasSich etickych povinnosti v souladu
s prislusnymi etickymi pozadavky vztahujicimi se k zadanému Ukolu. Nase posouzeni
zahrnovalo:

e porozuméni systému, servisnim zavazkim a systémovym pozadavkim servisni
organizace;

¢ hodnoceni rizik, Ze kontroly nebudou na zakladé prislusnych kritérii sluzeb divéry
ucinné pro dosazeni servisnich zavazku a systémovych pozadavku spolecnosti 02
CzZ;

e provadéni postupu s cilem zajistit dikazy ohledné toho, zda jsou kontroly v ramci
systému efektivni pro dosazeni servisnich zavazki a systémovych pozadavku
spolecnosti 02 CZ na zakladé prislusnych kritérii sluzeb dlvéry.

Nevyhnutelna omezeni

U¢innost jakéhokoliv systému interni kontroly nevyhnutelné zahrnuje uréitd omezeni,
véetné moznosti lidské chyby a obejiti kontrol.

V dlsledku své povahy nemusi kontroly vzdy fungovat efektivné pri poskytnuti rozumné
jistoty, Ze servisni zavazky a systémové pozadavky servisni organizace budou dle
prislusnych kritérii sluzeb ddvéry splnény. Stejné tak jsou projekce do budoucnosti
u jakychkoliv zavér( ohledné ucinnosti kontrol spojeny s rizikem, Ze takové kontroly se
stanou neprimérenymi v disledku zmény podminek, nebo v disledku zhorseni miry
dodrZovani zasad ¢i postupu.

Nazor

Dle naseho nazoru je prohlaseni vedeni ohledné toho, ze kontroly v ramci zahrnutého
rozsahu sluzeb spolecnosti 02 CZ byly v obdobi od 1. ¢ervna 2023 do 30. listopadu 2023
aéinné a dokazaly poskytnout rozumnou jistotu, ze servisni zavazky a systémové pozadavky

spolecnosti 02 CZ byly na zakladé prislusnych kritérii sluzeb duvéry pravdivé ve vsech
podstatnych ohledech.

%ﬁc { fadbiry

BDO Audit s.r.o.

31.01.2024



Prohlaseni vedeni servisni organizace
spolecnosti 02 Czech Republic a.s.
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PROHLASENI VEDENI SERVISNI ORGANIZACE
SPOLECNOSTI 02 CZECH REPUBLIC A.S.

Neseme odpovédnost za vypracovani navrhi, implementaci, provoz a zajisténi udrzby
ucinnych kontrol zahrnutych sluzeb v ramci servisni organizace spolecnosti 02 Czech
Republic (dale jenom ,,02 CZ“), a to po celou dobu: od 1. ¢ervna 2023 do 30. listopadu
2023 s cilem poskytnout rozumnou jistotu, ze servisni zavazky a systémové pozadavky
spoleCnosti 02 CZ byly splnény na zakladé prislusnych kritérii sluzeb davéry
relevantnich pro zabezpeceni, dostupnost, dlvérnost, integritu zpracovani a ochranu
soukromi (prislusna kritéria sluzeb duvéry) stanovenych v TSP, casti 100, 2017 (aktualni
verze 2022), Kritéria sluzeb diivéry pro zabezpeceni, dostupnost, integritu zpracovani,
divérnost a ochranu soukromi v Kritériich sluzeb divéry AICPA. Nas popis omezeni
systému je uveden v priloze A a uvadi aspekty systému, na néz se nase prohlaseni
vztahuje.

Hodnoceni ucinnosti kontrol v ramci systému po celé obdobi: od 1. ¢ervna 2023 do 30.
listopadu 2023 jsme provedli s cilem poskytnout rozumnou jistotu, ze servisni zavazky
a systémové pozadavky spolecnosti 02 CZ byly na zakladé prislusnych kritérii sluzeb
divéry splnény. Cile spolecnosti 02 CZ pro systém v ramci uplatnovani prislusnych
kritérii sluzeb ddvéry jsou soucasti jejich servisnich zavazkl a systémovych pozadavku
relevantnich pro prislusna kritéria sluzeb ddvéry. Hlavni servisni zavazky a systémové
pozadavky tykajici se prislusnych kritérii sluzeb davéry jsou uvedeny v priloze B.

Jakykoliv systém interni kontroly nevyhnutelné zahrnuje urcitd omezeni, vcetné
moznosti lidské chyby a obejiti kontrol. V ddsledku téchto nevyhnutelnych omezeni
mdze servisni organizace dosahovat rozumné, nikoliv vSak absolutni, jistoty, ze jeji
servisni zavazky a systémové pozadavky jsou splnény.

Prohlasujeme, ze kontroly uvedené v popisu byly ucinné provozovany po celé obdobi:
od 1. Cervna 2023 do 30. listopadu 2023 s cilem poskytnout rozumnou jistotu, ze
servisni zavazky a systémové pozadavky spolecnosti 02 CZ byly na zakladé prislusnych
kritérii sluzeb divéry splnény.

Mt cean e R s
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02 Cloud prinasi nové moznosti pro budovani moderni globalni infrastruktury IT. 02
Cloud umoznuje zlepseni sluzeb zakaznikim, urychleni procest, omezeni provozni
slozitosti (naklady na instalaci a provoz, spravu a kontrolu majetku), stejné jako vyssi
zabezpeceni.

Sluzby zabezpeceni 02 Security zahrnuji firewall budouci generace, ochranu proti
Utokim DDoS a nevyzadané posté na ochranu zakaznikt komunikujicich pres internet, e-
mailem ¢i prostrednictvim firemnich IT.

02 Security Expert Centre nabizi diky nastrojum spravy protokolu, SIEM a odbornému
bezpecnostnimu tymu kompletni ochranu prostredi ICT zakaznika.

Tato zprava byla vypracovana za ucelem poskytnuti informaci o internich kontrolach
spolecnosti 02, které mohou byt relevantni pro zakazniky hledajici zabezpeceni,
dostupnost, integritu zpracovani, divérnost a ochranu soukromi.

Rozsah zahrnuty do této zpravy zahrnuje nasledujici sluzby:

Cloudové sluzby (02 Cloud)

e Virtualni datové centrum (VDC)
Soukromy cloud
Virtualni datové centrum - SQLaa$
Zalohovani MBR
Zalohovani VDC
Veeam Cloud Connect

Sluzby zabezpeceni (02 Security)
e NGFW Advanced
e  NGFW Premium
e 02 AntiDDoS Standard
e (02 Antispam

Sluzby Security Expert Centre (02 SEC)
e Security Expert Centre - SIEM (sluzby SIEM)
e Security Expert Centre - LM (sprava protokolu)
e Security Expert Centre

Rozsah mist, na néZ se tato zprava vztahuje, zahrnuje zafizeni nachazejici se v Ceské
republice:

e Praha, Za Brumlovkou 266/2, 140 00 (sidlo vedeni)

e Praha, V lomech 2339/1, 149 00 (datové centrum Chodov)

e Praha, K Zahradkam 2065/2, 155 00 (datové centrum Stodulky)
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PROFIL SPOLECNOSTI

02, predni telekomunikacni operator na ceském trhu, nadale plni své poslani nasazovat
technologie zlepsujici kazdodenni zivot lidi. SpoleCnost 02 poskytuje hlasové,
internetové a datové sluzby zakaznikim od domacnosti pres malé a stredné velké
podniky az po velké korporace a vladni organizace. Spolecnost 02 v této chvili buduje
svou mobilni sit’ paté generace (5G), kterou do komercniho provozu uvedla jako prvni.
Mobilni sit 02 zahrnuje rovnéz virtualni operatory nabizejici své sluzby pod nazvy
BLESKmobil, Tesco Mobile a MOBIL OD CEZ. Soucasné je spolecnost 02 nejvétsim
poskytovatelem internetu pro domacnosti a podniky, ktery je nabizen az na 99 %
mistech.

Diky své sluzbé 02 TV je 02 rovnéz nejvétsim provozovatelem TV po internetu. Diky
zakoupeni mnoha sportovnich licenci dokaze spole¢nost 02 nabizet svym zakaznikim
nejzadanéjsi sportovni obsah na ceském trhu. Spolecnost 02 je také klicovym hracem v
oblasti sluzeb hostovani a cloudu, stejné jako rizenych sluzeb a ICT. Vzhledem k tomu,
ze dochazi k zasadnim proménam oboru telekomunikaci, O2 se rovnéz zaméruje na vyvoj
a nabidku netradicnich telekomunikacnich sluzeb. K tém patri zejména financni sluzby,
jako jsou pojisténi hardwaru nebo mobilni cestovni pojisténi.

HLAVNI SERVISNi ZAVAZKY A SYSTEMOVE POZADAVKY

Cilem spolecnosti 02 Czech Republic je poskytovat telekomunikacni sluzby Spickové
kvality. Spolecnost 02 definuje svou strategii a cile v souladu se svym poslanim prinaset
vyhody zakaznikim a dosahovat relevantniho obchodniho zisku.

Servisni zavazky:

Spolecnost 02 Czech Republic efektivné komunikuje své servisni povinnosti svym
uzivateldm prostrednictvim smluv, dohod o Grovni sluzeb a zverejnénych zasad. Servisni
zavazky zahrnuji Sirokou paletu aspektl souvisejicich se sluzbami, které organizace
poskytuje.

Priklady servisnich zavazku:

Jako priklad servisniho zavazku mlzeme uvést vysokou miru dostupnosti sluzby. To
znamena, ze zakaznici se mohou spolehnout na to, ze pristup ke svym telekomunikacnim
sluzbam budou moci vyuzivat kdykoliv s minimem vypadku.

Systémové pozadavky:

Systémové pozadavky hraji v podnikani spolecnosti 02 klicovou roli. Systémové
pozadavky byly definovany tak, aby zajistily efektivni sluzby, splnéni vSech zakonnych
pozadavku a naplnéni cilt spolecnosti. Systémové pozadavky jsou v souladu se Zakonem

o kybernetické bezpecnosti (ZoKB), ktery byl implementovan prostrednictvim
systémovych zasad, postupdl, smluv a narizeni.

Priklady systémovych pozadavku:

Spolecnost 02 Czech Republic je povinna zabezpecit odpovidajici dostupnost systému a
jeho schopnost odolat pretizeni, aby zakaznici mohli vyuzivat plny potencial vsech

10
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sluzeb. K tomu patri implementace zalozni infrastruktury a neustalé monitorovani.
Komunikace zavazkl a pozadavku:

Transparentnost je klicovou odpovédnosti vedeni spolecnosti 02 Czech Republic. Diky
zverejnéni kliCovych servisnich zavazkd a systémovych pozadavkd umoznuje spolecnost
02 svym uzivatelum ziskat dokonaly prehled o cilech spolecnosti 02 a vyhodnotit tak
ucéinnost zavedenych kontrol.

Davéryhodnost sluzby:

Konkrétni servisni zavazky a pozadavky na systém spolecnosti 02 Czech Republic maji
dopad na to, jak zakaznici vnimaji spolehlivost a kvalitu nasich sluzeb. Vysoka Uroven
dostupnosti sluzby hraje klicovou roli ve vnimani spolecnosti 02 Czech Republic jako
divéryhodného poskytovatele sluzeb.

Spolecnost 02 Czech Republic vénuje mimoradnou pozornost zajisténi sSpickové
dostupnosti sluzeb. Pro dosazeni tohoto cile spolecnost zavadi robustni infrastrukturu a
zaméruje se na prevenci selhani systému. Vedle zaloZnich systémd spole¢nost 02 Czech
Republic provadi napriklad pravidelné inspekce a Udrzbu vybaveni a infrastruktury pro
minimalizaci rizika selhani.

Spolecnost 02 se zaméruje na rychlou detekci a reseni pripadnych problémdu, které by
mohly mit dopad na dostupnost sluzeb. Spolecnost 02 Czech Republic disponuje
sofistikovanymi monitorovacimi nastroji a systémy, které umoznuji rychlou reakci na
pripadné potencialni incidenty, a to s cilem minimalizovat vypadky nebo omezeni
pristupu k nékterym sluzbam.

Spolecnost 02 Czech Republic soucasné neustale inovuje a upgraduje své systémy
a technologie pro vylepseni jejich funkci a vykonu ve prospéch svych zakazniku.
Spolecnost 02 pravidelné komunikuje s uzivateli a informuje je o vSech planovanych
intervalech Udrzby nebo jinych cinnostech s potencialnim dopadem na dostupnost
sluzeb.

Spolecnost 02 Czech Republic svym zakaznikim zajistuje vynikajici dostupnost sluzeb.
Zavedenim robustni infrastruktury, monitorovani sluzeb, rychlé reakce na vsechny
potencialni problémy a neustalymi inovacemi systému poskytuje spolecnost 02
zakaznikdm nepretrzity spolehlivy pristup ke véem sluzbam.

ORGANIZACNI STRUKTURA

V cele spoleCnosti stoji predstavenstvo. Generalni reditel (CEO) je odpovédny
predstavenstvu. Linie vedeni organizaéni struktury s odpovédnosti primo vuci
generalnimu rediteli zahrnuje nasledujici divize a jednotky: komercni divizi, divizi
technologii, financni divizi, divizi pravnich a regulacnich zalezitosti, divizi lidskych
zdrojG, jednotku zabezpeceni, jednotku verejné spravy, divizi velkoobchodnich sluzeb,
jednotku firemni komunikace a oddéleni generalniho sekretariatu. Vrcholny
management spolecnosti zahrnuje predstavenstvo spolecnosti, technologického reditele
(CTO), obchodniho reditele (CCO). Spolecnost ma rovnéz vykonny vybor, ktery je
poradenskym organem generalniho Feditele. Cleny vykonného vyboru jsou feditelé
obchodni divize, technologické divize, financni divize, divize pravnich a regulacnich
zalezitosti,  divize  lidskych  zdroji a oddéleni  firemni  komunikace.
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ZASADY A POSTUPY

Cinnosti spolecnosti se fidi obecné zavaznymi pravnimi predpisy, spolecenskou smlouvou
a vnitrnimi ridicimi dokumenty spolecnosti 02, které upravuji veskeré vnitrni ridici
systémy a organizaci.

Ridici dokumenty podrobné upravuji principy, zdsady a postupy internich Fidicich
c¢innosti s prihlédnutim k jejich specifickému vyznamu, mistu, technologii, cilim
a dalsim relevantnim parametrdm. Ridici dokumenty na zakladé strategie, zasad a cill
spoleCnosti detailné zapracovavaji veskeré mandatorni prvky externi legislativy do
podminek spolecnosti.

Zasady spravy a rizeni systému dokument( Fizeni spolecnosti jsou definovany v
samostatném dokumentu.

PROSTREDIi KONTROL

Spolecnost zavedla systém internich kontrol popsany v ridicich dokumentech, ktery byl
schvalen predstavenstvem. Vyznamnou roli v tomto systému hraje jednotka oznacovana
jako Interni audit spolecnosti 02, ktera je funkcné podrizena predstavenstvu. Interni
audit poskytuje organim spolecnosti nezavislé a profesionalni hodnoceni systému
internich kontrol a rizeni, pricemz stav a vyvoj posuzovanych oblasti jsou hodnoceny
podle stavajicich doporuc¢enych postupl. Interni audit navic plni funkce interniho auditu
pro dceriné spolecnosti 02. V zavislosti na zjisténich auditu prislusni manazeri prijimaji
odpovidajici napravna opatreni. Vnitrni audit spolecnosti 02 monitoruje, jak se se
zjisténimi naklada a vysledky hlasi organdm spolecnosti. Principy realizace interniho
auditu, véetné principl nezavislosti a objektivity, jsou popsany ve stanovach IA 02.

Zakladni princip uplatiovany v Gcéetnich postupech spolecnosti zahrnuje kontrolu
zalozenou na principu ,,Ctyr o¢i“ a oddéleni procesu vytvareni a spravy dat obchodniho
partnera od procesu plateb a vyporadani zalctovanych zavazkd. Soucasné je omezen
pocet lidi, kteri jsou opravnéni vytvaret, upravovat a schvalovat Ucetni zaznamy v
systému SAP a jejich seznam je pravidelné monitorovan. Pro jednotlivé Gcetni doklady
(ze vzdy identifikovat konkrétniho uzivatele, ktery doklad vytvoril nebo zrusil. Spravnost
Ucetnich a finanénich zaznama je prabézné kontrolovana financ¢ni divizi. Vybrané oblasti
Ucetnictvi a soulad internich procesu s platnou legislativou a internimi pokyny a postupy
ovéruje jednotka interniho auditu. V pripadé nesouladu jsou neprodlené prijimana a
uplatiovana napravna opatfeni. U¢innost systému internich kontrol, proces vytvareni
jednotlivych konsolidovanych danovych vykazii a proces externiho auditu jsou
monitorovany predstavenstvem.

Financni divize zahrnuje oddéleni nazvané ,,Zajisténi prijmu“, jehoz cilem je odhalovat
potencialni ztraty prijmG v dusledku Gniki dat. Tento komplexni proces zahrnuje
veskeré Ucetni Cinnosti od iniciace CDR az po vystaveni faktury zakaznikovi (Ucet).

Kontrolni prostredi zahrnuje také uplatnovani, soulad a kontroly souladu s pozadavky
norem ISO pro ridici systémy, zavedené v ramci integrovaného systému frizeni. S
ohledem na rozsah této zpravy jsou relevantni zejména nasledujici normy:

e [SO 20000-1 Informacni technologie - Rizeni sluZzeb,

e |ISO 27001 Informacni technologie - Techniky zabezpeleni - Systém rizeni
zabezpeceni informaci doplnéné pozadavky normy ISO 27017 Informacni
technologie - Techniky zabezpeceni - Postupy pro kontroly zabezpeceni informaci
na zakladé normy ISO/IEC 27002 pro cloudové sluzby a normy ISO 27018
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Informacni technologie - Techniky zabezpeceni - Postupy pro ochranu osobné
identifikovatelnych informaci (Oll) ve verejnych cloudech, které funguji jako
zpracovatelé Oll,

e IS0 22301 Zabezpeceni a odolnost - Systém rizeni kontinuity podnikani.

Soulad s vyse uvedenymi normami je kontrolovan prostrednictvim internich
auditu, pravidelnych certifikaci a inspekénich auditl provadénych renomovanymi
certifikacnimi organy.

INFORMACE A KOMUNIKACE

Efektivni komunikace posiluje kontakt s lidmi a zlepsuje pochopeni potreb a ocekavani
externich a internich zakaznik(, coz prispiva k efektivnimu fungovani spolecnosti.

Pro komunikaci se zakazniky plati ve spole¢nosti 02 pét zakladnich zasad (1. Rici vie, co
je dilezité, 2. Rikat pravdu, 3. Zajistit zpétnou kontrolu poZadavk( zakaznika,
4. Reprezentovat spolecnost 02, 5. Vystupovat slusné), pricemz tyto komunikac¢ni zasady
je treba uplatnovat v ramci celé spolecnosti, véetné interni komunikace.

Ve spolecnosti 02 je zakladnim informacnim kanalem pro vSechny zaméstnance intranet,
stejné jako e-mailova komunikace ¢i SMS. Kromé elektronickych kanalt jsou informace
poskytovany rovnéz osobné béhem jednani, setkani s vrcholnym vedenim nebo na
setkanich mimo pracovisté.

Interni komunikace zahrnuje napriklad komunikaci zasad a postupt spolecnosti 02, nové
iniciativy a upozornéni na informace a kybernetickou bezpecnost. Zavedeny jsou rovnéz
roCni procesy stanoveni cili pro vSechny vedouci pracovniky, které jsou nasledné
oznamovany zaméstnancim. Tyto cile jsou predavany clendm tymu prostrednictvim
rocniho a pololetniho hodnoceni.

Externi komunikace je zajistovana prislusnymi funkcemi a rolemi v ramci spolecnosti:
napr.:
e komunikace se zakazniky: prodejni poradci, operatori call centra, account
manazeri, servisni manazeri, linka pomoci atd.;
e komunikace s verejnosti a médii: jednotka firemni komunikace,
e komunikace s dodavateli: oddéleni nakupu, logistiky, vedeni prodeje, (rad
strategie CTO,
e komunikace krizového rizeni: krizovy tym.
Pro externi komunikaci se vyuziva celd Skala kanall, vcetné osobnich setkani,
telefonickych hovord az po elektronické nastroje jako jsou e-mail, chat, socialni sité
a firemni webové stranky, www.o2.cz.

MONITOROVANI

Monitorovani provozu a bezpecnosti
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Spolecnost 02 udrzuje rozumna a primérena technicka a organizacni opatreni, interni
kontroly a postupy zabezpeceni informaci na ochranu svych informacnich aktiv stejné
jako dat vSech zakazniki pred nahodnou ztratou, znicenim nebo pozménénim,
neopravnénym poskytnutim ¢i pristupem nebo nezakonnym znicenim.

Spolecnost 02 vyuziva ke sledovani provozu a zabezpeceni mnozstvi automatizovanych
monitorovacich systémud pro zajisténi Spickového vykonu a dostupnosti sluzeb.
Monitorovani se vyuziva na urovnich uzivatelskych aplikaci, uzivatelskych stanic, servert
a technologickych stanic, bezpelnostnich zafizeni a sitovych prvkd. Vybrané body
pripojeni sité 02 s verejnymi datovymi sitémi a rozhrani mezi vybranymi bezpecnostnimi
zOonami jsou monitorovany IDS. Provoz mezi verejnymi sitémi, sitémi tretich stran a siti
spolecnosti 02 je kontrolovan prostrednictvim firewallu. Konfigurace firewall( vychazi z
principu ,,co neni povoleno, je zakazano“.

Monitorovani provozu a zabezpeceni je sledovano prislusnymi procesy rizeni incidentd,
vCetné rizeni zabezpeceni pro pripad incidentu.

Pozadavky na provozni monitorovani prvka informacniho systému spliuji veskeré
legislativni pozadavky (zejména pak GDPR) a samostatné ridici dokumentace.

Jako poskytovatel cloudovych sluzeb spolec¢nost 02 poskytuje zakaznikim moznosti
protokolovani v zavislosti na typu sluzby a monitorovani fungovani (provozu) téchto
cloudovych sluzeb.

Interni audit

Ve svém dokumentu Nase obchodni principy (viz nize) definuje spolecnost 02 svuj
zavazek uplatnovat odpovidajici kontrolni mechanizmy na hodnoceni a fizeni rizik pro
spoleCnost 02, jeji zaméstnance a jeji povést. Z tohoto divodu spolecnost zaloZila
jednotku interniho auditu, aby byla zajisténa Gcinnost vSech procesu interniho fizeni a
fizeni rizik organi a vedeni spolecnosti, stejné jako dodrzovani doporuceni radnych
postupl firemniho Fizeni. Interni audit je nezavisla a objektivni ¢innost vychazejici z
filozofie pridané hodnoty diky zlepseni internich operaci spolecnosti. Interni audit
pomaha spolecnosti 02 dosahovat cile diky systematickému metodickému postupu
hodnoceni a zvySovani efektivity systému fizeni rizik, procesi fizeni a kontroly a
firemniho Fizeni. Cinnosti interniho auditu se Fidi zdsadami Mezinarodniho ramce
profesionalnich postupt (IPPF): a) kliCovymi principy, b) Kodexem jednani, c) normami,
d) definici interniho auditu. Cinnosti auditu jsou dale provadény v souladu s prislusnymi
pravnimi predpisy a internimi ridicimi dokumenty, které upravuji provadéni interniho
auditu. Interni audit poskytuje nezavislé a objektivni ujisténi, ze spolecnost zajistuje:
soulad s pozadavky pravnich predpisi a dalsimi povinnymi pozadavky, spolehlivost
informaci, u¢innost procesu frizeni rizik, opatrné hospodareni a ochranu aktiv
spolecnosti.

Interni audit spolecnosti O2 hraje roli ve treti linii obrany v ramci modelu tri linii IPPF. V
tomto modelu predstavuje prvni linii obrany provozni management, druhou linii rdzné
funkce rizik a kontroly souladu, které jsou soucasti rizeni spolecnosti 02, zatimco treti
linie zahrnuje nezavislé ovérovani.

KODEX JEDNANI A ETIKA

Spole¢nost dodrzuje doporuceni Ceského kodexu firemniho Fizeni z roku 2018, jehoz
obecné zasady vychazeji z platné legislativy Ceské republiky. Doporuceni jsou
inspirovana rovnéz srovnatelnymi narodnimi kodexy firemniho rizeni (zejména pak
némeckym a rakouskym kodexem) a mezinarodnimi normami firemniho rizeni (zejména
pak Principy firemniho rizeni G20 / OECD z roku 2015). Odpovédnost za podporu
zajisténi firemniho fizeni a vedeni, véetné plnéni pozadavk( Ceského kodexu firemniho
rizeni z roku 2018, nese sekretariat spolecnosti, ktery je organizacné soucasti divize
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pravnich a regulacnich zalezitosti.

Kodex dodrzovani predpist je soucasti interni kultury spolecnosti 02 Czech Republic a.s.
a predstavuje jeji pristup k dodrzovani pravnich predpisti upravujicich normy etiky
a odpovédného podnikani. Opatreni vychazejici z vyse uvedenych zasad se oznacuji jako
»program souladu s predpisy“ a zaméruji se to, aby bylo dodrZovani zasad soucasti
priorit vedeni spolecnosti 02. Primarnim cilem téchto opatreni je nastavit v ramci
spolecnosti 02 interni mechanizmy, aby se zabranilo veskerym nezakonnym cinnostem, a
v pripadé, Ze k nim dojde, aby byly identifikovany a aby na né bylo vhodnym zplsobem
reagovano.

Spole¢nost 02 ma komplexni a propojeny systém vnitfnich predpisi a postupl pro
zajisténi dodrzovani zakon( a narizeni. Vychozim a ustfednim bodem jsou ,Nase
obchodni principy“, které predstavuji zdroje hodnot a principy pro definovani nasich
vnitfnich predpisi. Mnoho vnitfnich predpisi vyslovné odkazuje na Nase obchodni
principy, podporuje povédomi o principech a jejich vyznam. Vsechny oblasti popsané v
Nasich obchodnich principech tvori tradi¢ni soucast pravniho radu zemé. Spolecnost 02
ve svych internich predpisech dale popisuje zplUsob, jakym maji jeji zaméstnanci a
organy postupovat v pripadé specifickych situaci v souladu s internimi procesy 02.

Cast Il

Tento systém je vniman jako opatreni ve smyslu ustanoveni § 8, odst. 2 zakona
¢. 418/2011 Sb.

Nase obchodni principy jsou jak vnitfnim predpisem schvalenym predstavenstvem, tak
dokumentem zverejnénym na webovych strankach spolecnosti 02 (v casti ,,Odpovédny
pristup®). Pavodni verze téchto obchodnich principl je v ¢eském jazyce. Nase obchodni
principy jsou k dispozici i na anglické verzi webovych stranek spolecnosti 02.

Za obsah a aktualizaci skoleni nese odpovédnost Urednik pro soulad s predpisy. Cilem
skoleni je vysvétlit zaméstnancim obsah a vyznam NaSich obchodnich principt
a zakladni principy a zasady vyplyvajici z kliCovych vnitfnich predpis(, které musi vsichni
zaméstnanci dodrZovat pro eliminaci rizika nezakonného jednani. Zakladni verze skoleni
je povinna pro vSechny zaméstnance spolecnosti 02.

Pracovnépravni zasady upravuji zakladni povinnosti vSech zaméstnancl spolecnosti 02
vyplyvajici z jejich pracovnépravniho vztahu. Pracovnépravni zasady vychazeji z Nasich
obchodnich principl. Jejich nedilnou soucast tvori Zasady prijimani a poskytovani dard a
pohostinstvi a Zasady konfliktu zajmu.

Zasady pro podepisovani jsou dalsim klicovym vnitfnim predpisem, ktery upravuje
vnitfni postupy zaméstnancU spolecnosti 02 pri jednani ve jménu spolecnosti 02
navenek.

Pro dosazeni cil( stanovenych v Kodexu dodrZovani predpisi a pro zajisténi prevence
zavedla spolecnost 02 interni systém hlaseni (whistleblowing) jako zakladni prvek pro
hlaseni stiznosti ohledné potencialné nezakonného jednani s dopadem na spolecnost O2.
Whistleblowerovi, ktery splni podminky pro podani hlaseni v souladu se Zakonem o
ochrané whistleblowerd, je zajisténa odpovidajici ochrana.
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PROCES HODNOCENI RIZIK

Rizeni rizik je jednim ze zakladnich nastrojii efektivniho systému Fizeni spolecnosti,
jehoz cilem je poskytovat podporu pri plnéni vize a strategie spolecnosti. Systém rizeni
rizik je vyvinut jako integralni nastroj vnitrni kontroly spolecnosti. Riziko se identifikuje
na zakladé pravidelného hodnoceni prislusnymi manazery, na zakladé navrh(i Rizeni rizik
a dalSich jednotek spolecnosti. Rizika jsou hodnocena z perspektivy potencialniho
finan¢niho dopadu a pravdépodobnosti vyskytu. Clenové predstavenstva jsou prabézné
informovani o vSech zasadnich rizicich pro spolecnost, jakoz i o zplsobech jejich rizeni.

Rizeni provoznich rizik v oblasti zabezpeceni informaci a kontinuity podnikani probiha
v souladu s prislusnou metodologii. Metodologie se provozuje na mistnich serverech
spolecnosti 02. V souladu se zakonnymi pozadavky pro kybernetickou bezpecnost jsou v
téchto hodnocenich provoznich rizik zohlednény relevantni hrozby a slaba mista. Osoby
odpovédné za implementaci obchodnich plant a trvale udrzitelny vyvoj spole¢nosti musi
prihlédnout k nasledujicim trem oblastem:

e potencialni Skody zpusobené bezpecnostnim selhanim;

e skutecna pravdépodobnost relevantnich slabych mist v disledku prevladajicich

hrozeb ve srovnani se zavedenymi bezpecnostnimi opatrenimi;

e vyznam slabych mist aktiv pro mozné hrozby.
Spolecnost 02 provadi hodnoceni rizik pro vsechny systémy spoleCnosti a situace
vyplyvajici z kontextu organizace.

RIZENI LIDSKYCH ZDROJU

Obchodni Uspéch a prosperita podnikani spolecnosti 02 zavisi nejenom na dlouhodobém
vztahu se zakazniky, kteri spolecnost 02 vnimaji jako stabilniho, silného a spolehlivého
partnera, ktery uchova veskera data zakaznikd v davérnosti. Aby nedoslo k podkopani
divéry zakazniku pri plnéni jejich olekavani, k ohrozeni nasi povésti a s cilem vyloucit z
verejnych projektl rizika, nase zaméstnance pro specifické pozice vybirame peclivé jak
z hlediska kvalifikace, tak integrity.

Vybér zaméstnancl je postaven na jasnych kritériich z hlediska bezpec¢nostni vhodnosti,
divéryhodnosti, spolehlivosti a Cistého trestniho rejstrfiku. Kritéria jsou u kazdého
zameéstnance revidovana jak pred, tak béhem jeho pracovnépravniho poméru, a to
v souladu s postupy upravenymi v naSich Bezpecnostnich predpisech. Kritéria vybéru
zaméstnancl jsou stanovena divizi lidskych zdroju a veskeré bezpecnostni aspekty jsou
konzultovany s jednotkou Zabezpeceni.

V zavislosti na typu citlivych informaci musi vSichni zaméstnanci, kteri pri vykonu své
funkce prichazeji do styku s citlivymi informacemi, podepsat prislusné prohlaseni
o zachovani dlvérnosti.

Zaméstnanci spolec¢nosti 02 musi povinné absolvovat kurzy zahrnujici rizna témata,
véetné Nasich obchodnich principli, ochrany informaci a GDPR. Skoleni je nutno
pravidelné opakovat. Bezpecnostni skoleni je povinné pro vsechny zaméstnance
spolecnosti 02 a vSechny externi (nezavislé) osoby a organizace pracujici v prostorach
spolecnosti 02.
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Na vSechny zaméstnance se vztahuje pravidelné Hodnoceni vykonu a talentu. Hodnoceni
zahrnuje plnéni individualnich cilG, jednani a pristup, coz zahrnuje také dodrzovani
firemni kultury, komunikaci a spolupraci v ramci tymu, stejné jako aktivni, logicky
a efektivni pristup k reSeni problému. Vysledek hodnoceni zahrnuje také identifikaci
potreb dalsiho vzdélavani a individualniho rozvoje.

KLICOVE ODPOVEDNOSTI

Ve spolecnosti 02 odpovédnosti stanovuji predevsim Organizacni zasady, které shrnuji
zakladni informace o spolecnosti, urcuji systém vnitrniho fizeni a organizace, definuji
odpovédnosti jednotlivych firemnich organl, jednotek a jednotlivych zaméstnancd,
stanovuji linie odpovédnosti jednotek a odpovédnost vici organim spolecnosti, véetné
systému dokumentace vnitrniho rizeni.

S ohledem na sluzby popisované v této zpravé SOC3 hraji klicovou roli nasledujici
jednotky spolecnosti 02:

Tymy fizeni produktu zajiStuji a koordinuji vyvoj produktl a sluzeb, vietné jejich
uvedeni na trh; Fidi zivotni cyklus produktd a sluzeb.

Sitové tymy se staraji o provoz sluzeb zabezpeceni spolecnosti 02, vCetné provozu
nezbytné infrastruktury; dalsi tymy se vénuji poskytovani sluzeb SEC 02 zakaznikim
spole¢nosti 02, a to véetné provozu nezbytné infrastruktury.

Jednotka Zabezpeceni definuje a uplatinuje strategii a bezpecnostni zasady spolecnosti,
ridi a definuje bezpecCnostni opatreni, propaguje zavadéni opatreni a kontroluje jejich
dodrzovani ve vsech oblastech fyzického, informacniho a kybernetického zabezpeceni.

Dodavatelé vyuzivani spolecnosti 02, jmenovité CETIN (sesterska organizace) a
spolecnost 02 IT Services (dcerina organizace) nesou rovnéz velky dil odpovédnosti.

Spolecnost CETIN vlastni datové centra vyuzivana spolecnosti 02 pro provoz jejich
cloudovych sluzeb. Spolecnost CETIN tedy spolecnosti 02 poskytuje sluzby pro provoz
infrastruktury mimo IT, nese odpovédnost za dostupnost, stejné jako za fyzickou
ochranu datovych center a pristup k datovym centrim. Datova centra jsou certifikovana
pro TIER/RATE IlI.

Spolecnost 02 IT Services provozuje hardware a virtualizacni platformu, které se
vyuzivaji pro cloudové sluzby spolecnosti 02, a zabezpecuje poskytovani linky pomoci.

SYSTEMOVE KOMPONENTY VYUZiVANE PRO POSKYTOVANI SLUZBY
Infrastruktura

Cloudové a zalohovaci sluzby

Poskytovani cloudovych a zalohovacich sluzeb je roli spolecnosti 02 ITS, organizace
odpovédné za provozni cast sluzeb, jako jsou 02 VDC, Soukromy cloud 02, Zalohovani
VDC 02 a Zalohovani 02. Sluzby jsou provozovany v datovych centrech spolecnosti
CETIN ve dvou lokalitach, Praha Chodov (DC CH) a Praha Stodllky (DC JZM) s
nepretrzitym monitorovanim.

Serverova infrastruktura je vystavéna na farmé serveru od prednich svétovych
dodavatell ve spojeni s nejmodernéjsimi virtualizacnimi technologiemi s vysokou mirou
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dostupnosti. Vsechny servery véetné infrastruktury jsou propojeny zaloznim zpusobem pro
minimalizaci odstavek kvdli selhani technologii. Garantovana dostupnost sluzby je 99,9 %.

Firewall O2 pristi generace

NGFW je navrzen na zakladé koncepce koncentrace prvotridnich bezpecnostnich prvkd
HW a centralizovaného zabezpeceni na jednom misté. Je tomu tak, nebot toto reseni
poskytuje prednosti z hlediska naklad(, vykonu a odolnosti, které chybéji u koncepce
rozprostreného zabezpeceni. Diky vyuziti centralizovaného zabezpeceni lze dosahnout
stejné Ci vyssi irovné zabezpeceni pri nizsich nakladech na porizeni a provoz.

Centralizované sluzby pres komunikacni infrastrukturu dramaticky  snizZuji
pravdépodobnosti proniknuti z vnéjsiho prostredi do interniho IT prostredi zakaznika
a vytvareji podminky k tomu, aby zakaznik a poskytovatel mohli lépe koordinovat své
kroky ve snaze o boj s potencialnimi hackery.

NGFW je geograficky zalozni infrastruktura zabezpeceni vyvinuta zalohovanim
produktivnich prvki do dvou identickych vétvi umisténych na dvou riznych mistech,
¢imz lze dosahnout skvélou spolehlivost a dostupnost sluzby. NGFW se nachazi
v hostovacich centrech, ktera splnuji prisné bezpecnostni pozadavky s prisnymi
parametry, které jsou navrzeny a provozovany na urovni Vrstvy Ill (v souladu s klasifikaci
Uptime Institute).

Prostredi spliuje nasledujici pozadavky na zabezpeceni vypocetniho vykonu
a komunikace:

e zalozna datova konektivita je pripojena ke dvéma nezavislym smérdm
zakoncenym na samostatné technologii v riznych budovach/zarizenich;
e komunikacni infrastruktura pouzivana pro poskytovani sluzeb je technicky
a geograficky zalohovana;
e komunikacni infrastruktura je umisténa do bezpecného prostredi hostovaciho
centra nebo rovnocenného prostredi;
e pristup k ridicimu systému prvkl a sluzeb (mistni a vzdaleny) je kontrolovan
v prostredi oddéleném od zakaznického prostredi; a
¢ infrastruktura je kontrolovana zkusenymi odborniky s odpovidajicimi certifikacemi.

Bezpecnostni pozadavky jsou zaruceny a dodrzovany po celou dobu trvani smlouvy. Sit
02 CZ ISP se sklada ze dvou nezavislych lokalit poskytujicich konektivitu na rovnocenné
arovni.

02 AntiDDoS

Sit 02 CZ ISP se sklada ze dvou nezavislych lokalit poskytujicich konektivitu na
rovnocenné Urovni, mistni rovnocennou konektivitou (NIX) a konektivitou pro prenos pres
internet zajistovanou nékolika riznymi poskytovali pro odchozi data (Tier1 ISPs).

Ve vztahu k AntiDDoS vyuziva spolecnost 02 platformu zavedenou do sité s ohledem na
rizné parametry jako jsou velikost, zemépisné umisténi atd.

Implementace zahrnuje 3 ¢asti:
e CP zahrnujici analytickou ¢ast systému,
e TMS obsahujici cast pro zmirnéni,
e Pl - portalové rozhrani pro zakazniky.
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Veskeré zmény konfigurace TMS se provadéji v zarizeni CP. Zarizeni CP vytvari
rovnocenné propojeni BGP s dotéenymi smérovaci (hrani¢ni smérovace ISP) jako jsou
hostitel BGP (RRC route reflector client) a prijima vSechna oznameni BGP prijata nebo
preposlana smérovaci ISP. Zarizeni CP je pripojeno k hrani¢nim sméfovacim pro prijem
dat NetFlow, které se pouzivaji jako hlavni zdroj pro analyzu chovani a provozu. Poté,
co zarizeni CP urcitou cCast provozu oznaci za podezrelou, do TMS se vysle pozadavek na
presmérovani BGP podezrelého provozu pro dalsi setreni. Pokud bude provoz
klasifikovan jako utok typu DoS/DDoS, TMS nezadouci provoz vylouci nebo jej odesle
zpét plvodni trasou pro pozdéjsi doruceni zpét do mista urceni.

02 Antispam

02 Antispam je sluzba vyuzivajici systém ke zjistovani spamu. Sluzba je v podstaté
verejnou e-mailovou branou v infrastrukture spolecnosti 02, v niz je vytvoren jedinecny
Ucet pro uzivatele pro spravu bezpecnostnich zasad chranéné domény nebo nékolika
domén Next v misté poskytovatele domény s pouzitim zaznamu MX, pro provedeni
zmény dorucovani na e-mailovou branu, coz slouzi jako ochrana. E-mailova brana
nasledné uzivateli nabidne reseni celkového zabezpeceni jako sluzbu se zohlednénim
mnozstvi ruznych internetovych hrozeb.

Malware (tj. viry, trojské koné, spyware, etc.), spam, slaba mista, sité infikovanych
pocitacl (botnety), podvodné e-maily, soubory a webové stranky (phishing a pharming) a
mnohé dalsi predstavuji potencialni bezpecnostni hrozby pro firmy a jejich podnikani.
Kromé vlastni funkce ochrany proti spamu 02 Antispam nabizi také karanténu pro
zachycené zpravy (pro odstranéni ,falesné pozitivnich pripadd). Sluzbu lze zavést
samostatné, takze se nevyzaduji dalsi sluzby jako je NGFW.

02 Security Expert Centre
Cilem nasazeni 02 SEC je posilit zabezpeceni prostredi IT a ziskat prehled o tom, co se
déje v siti a koncovych bodech pro snazsi vcasnou identifikaci a eliminaci aktualnich
hrozeb.
Sluzba poskytuje nasledujici funkce:

e shromazd'ovani, ukladani a analyza protokolt definovanych systém,

e monitorovani zabezpeceni (aniz by zakaznik musel provadét monitorovani

interné),
e centralni model monitorovani/kontroly zabezpeceni pro vsechny organizace
ve skupiné.
Sluzba vyuziva nastroje poskytované v ramci sluzby provozované spolecnosti 02. V misté
zakaznika se aplikuji sondy HW/SW urcené ke sledovani provozu v siti (sitové sondy).
Nastroje zahrnuji predevsim:
e spravu protokolu,
e SIEM.

Tato sluzba zahrnuje kombinaci komplementarnich sluzeb zamérenych na ochranu
zakaznikd proti vSéem druhim kybernetickych hrozeb, které mohou obejit standardni
obvodovou ochranu, antivirové systémy, a predstavuji dlouhodobou nebo trvalou hrozbu
pro bezpecnost a podnikani zakaznika; soucasné také vytvari prostredi odpovidajici vsem
legislativnim pozadavkim. 02 SEC zahrnuje nepretrzité monitorovani s proaktivni
bezpecnostni kontrolou a pravidelnou revizi udalosti kybernetické bezpecnosti. Nabizené
reseni poskytuje prostredi s vice uzivateli, coz zakaznikovi umoziuje vybrat nastaveni
formy viditelnosti pro jednotlivé dozorované subjekty, tj. selektivni pristup z hlediska
zasad a hlaseni.
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Protokoly se shromazd'uji ze zarizeni urcenych zakaznikem a odesilaji do tzv. kolektor(.
Kolektor je sbérny bod v siti zakaznika, nainstalovany jako virtualni zarizeni v
usporadani HA v siti DMZ zakaznika.

Kolektory jsou pripojeny k firewallu v 02 Security Expert Centre pres zabezpecené
pripojeni (VPN, TLS atd.). Procesory toku dat zpracovavaji protokoly s vyuzitim funkci
spravy protokolu, SIEM v realném case ¢i nikoliv. ReSeni je vytvoreno jako klastr aktivni -
aktivni HA.

Sluzba 02 SEC zahrnuje systémy pro zjistovani anomalii v sitovém provozu. Systém
monitoruje prostredi 02 SEC jako celek a zajistuje zaznamy pro audit. Dalsi ¢asti 02 SEC
je tiketovaci systém pouzivany jako jeden z komunikacnich kanali mezi 02 SEC
a zakaznikem. Zakaznici mohou vyuzivat webové rozhrani.

Nabizené reseni je navrzeno jako vysoce dostupné (HA) s implicitnim vyvazovanim
zatizeni.

Software

Cloudové a zalohovaci sluzby

Cloudové a zalohovaci sluzby jsou strukturovany do nékolika POD, které predstavuji
klastry vzajemné propojenych server( s hypervizorem. Klastry umisténé v datovych
centrech poskytuji vypocetni vykon pro provoz zakaznickych prostredi. Roli hypervizoru
plni predni virtualizacni platforma na trhu, ktera bézi na vrstvé s vice uzivateli, portalu,
ktery zakaznikim umoznuje spravovat jejich prostredi. Vsechny servery v klastrech jsou
vybaveny disky SSD a vyuzivaji vVSAN pro zajisténi vyssi rychlosti a dostupnosti dat.

V obou datovych centrech jsou oddélena POD pro SQLaaS. POD jsou optimalizovany pro
provoz SQL a obsahuji vysokofrekvencni CPU. Servery v POD jsou plné licencovany pro
spousténi databazi SQL. Spolecné s infrastrukturou se pro nasledujici sluzby nabizeji
licence SPLA: Standardni licence OS Windows server, licence RDS, aplikacni licence pro
MS SQL verze Standard a Enterprise, licence RHEL.

Sluzba Zalohovani VDC vyuziva specializovany software Veeam, ktery nabizi pokrocilé
funkce pro zalohovani a obnovu dat ve virtualizovaném prostredi.

Firewall O2 pristi generace

Spolecnost vyuziva firewall, ktery propojuje vsechny bezpecnostni a sitové komponenty
pro zajisténi bezproblémové integrace. To umoznuje konvergenci sitovych
a bezpecnostnich funkci pro zajisténi konzistentni zkusenosti zakaznik( a odolnou pozici
co se tyCe bezpecnosti ve vSech typech prostredi, vcetné mistnich, cloudovych,
hybridnich a konvergovanych infrastruktur IT/OT/loT.

02 AntiDDoS

Spolecnost vyuziva reseni pouzivané ke zjistovani utok( typu DDoS. Systém vam
umoznuje monitorovat sitovy provoz a vyuzivat data pro chytrou analyzu provozu,
optimalizaci vyuziti, inteligentni planovani rozsifovani sité, eliminaci hrozeb
a poskytovani hlaseni zakaznikim a uzivatelim.

Systém dokaze odstranit skodlivé casti komunikacni relace bez naruseni dalSich
klicovych sitovych sluzeb.

02 Antispam

SpolecCnost vyuziva operacni systém, ktery patri k nejvétsSim platformam kybernetické
bezpecnosti na trhu a byl plvodné vytvoren na spolecném ramci Fizeni a zabezpeceni.
Propojuje vsechny nezbytné bezpecnostni a sitové komponenty pro zajisténi
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bezproblémové integrace. To umoznuje konvergenci sitovych a bezpecnostnich funkci
pro zajisténi konzistentni zkusenosti zakaznik(l a odolnou pozici co se ty¢e bezpecnosti
ve vsech typech prostredi, véetné mistnich, cloudovych, hybridnich a konvergovanych
infrastruktur IT/OT/loT.

Systém se rozviji organicky a je posilovany o nové funkce pro zvysovani potencialu
poskytovat nesrovnatelny prehled a uplatiovani zasad v ramci hybridnich prostredi.
Tento systém navic urychluje bezpecnostni operace diky prevenci zalozené na Al,
automatizaci a odezvé v realném case. Systém dale nabizi rizeni bezpecné sité,
zvysenou prevenci, vcasnou detekci a odezvu v realném case, stejné jako omezeni rizik s
ohledem na rGizné kybernetické hrozby.

02 Security Expert Centre

02 SEC klade kybernetickou bezpecnost na 1. misto a pouziva k tomu profesionalni
nastroje od renomovanych vyrobcl. Pracovisté ma sofistikovany softwarovy ekosystém
navrzeny pro monitorovani a okamzitou identifikaci vsech potencialnich kybernetickych
hrozeb. Software pouzivany pro spravu protokoli a sluzby SIEM umoznuje soulad s
prislusnymi predpisy v oblasti kybernetické bezpecnosti, GDPR a s normou ISO 27001.

Lidé

Samotny provoz a vyvoj cloudovych sluzeb vyzaduje zapojeni nékolika rdznych roli od
technickych az po komercni. Odpovédnost za provoz téchto sluzeb nese spolecnost 02 IT
Services, ktera sestara o technicky provoz sluzby, vcetné linky pomoci. Provoz
bezpecnostnich sluzeb zajistuje spolecnost 02 Czech Republic. Klicové technické role
pro cloudové sluzby zahrnuji architekta reseni, servisniho manazZera a provozniho
specialistu. Komercni, bezpecnostni a sitova infrastruktura patri mezi role spolecnosti
02 Czech Republic. K témto rolim patri produktovy manaZer, segmentovy manazer,
manazer prodeje a predprodeje, bezpecnostni specialista a specialista na sitovou
infrastrukturu. Vsechny role bezpecnostnich sluzeb poskytuje spolecnost 02 Czech
Republic. Pro potvrzeni Urovné dovednosti naSich zakladnich poskytovatell sluzeb,
VMware, Veeam Software a Fortinet, udrzujeme jistou Uroven partnerstvi, coz je prvek
vyzadovany mnoha specializovanymi certifikacemi. Nase Urovné partnerstvi si mlzete
prohlédnout na webovych strankach nasich dodavatelll - VMware, Veeam Software a
Fortinet. Nasim cilem je neustale zvySovat Uroven partnerstvi a dovednosti, coz
potvrzuji certifikace dosazené nasimi speciality.
Sluzby 02 Security Expert Centre jsou poskytovany zkusenym bezpecnostnim
personalem. Ke klicovym bezpecnostnim rolim patri Bezpecnostni operator Urovné 1
(nepretrzité pracujici tym operator( Urovné 1 je povéreny dohledem nad zabezpecenim,
hodnocenim vystrah a udalosti z monitorovaciho systému), bezpecnostni analytik Grovné
2 (analytici Urovné 2 pracuji v rezimu 8 hodin denné 5 dni v tydnu s pohotovostnimi
sluzbami mimo nasi béZznou provozni dobu a k jejich Ukolim patfi hlubsi analyza na
zakladé zjisténi arovné 1, hlaseni a komunikace se zakazniky) a bezpecnostni architekt
Urovné 3 (tym architektd Grovné 3 pracuje v rezimu 8 hodin denné 5 dni v tydnu s
moznosti pohotovostnich sluzeb mimo nasi béznou provozni dobu, a k jeho Ukolim patfi
komunikace s dodavateli, nabor a technicka podpora pro ostatni tymy).
Kompetentni spravce systému nese odpovédnost za konfiguraci a odstranovani
pFistupovych Gétd ke sluzbam. Cinnosti spravce se provadéji v souladu s vnitfnimi
predpisy. Pravidelné kontroly pristupu probihaji jednou rocné, aby se zajistilo, ze
veskeré pristupy jsou radné kontrolovany a jsou v souladu s definovanymi
bezpecnostnimi pozadavky. To zabezpecuje, ze data a systémy jsou chranény pred
neopravnénym pristupem a zneuzitim. Spravci systému hraji klicovou roli pri spravé
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Postupy

Spolecnost 02 Czech Republic je odhodlana udrzovat Spickové zabezpeceni svych
systém( a infrastruktury. To zahrnuje zabezpeceni prislusné ddvérnosti, integrity a
dostupnosti dat a systému prostfednictvim vnitfnich zasad a postupu.

Spolecnost 02 Czech Republic v ramci svého integrovaného systému rizeni zavedla
jednotny systém spravy zasad a predpisl. Zasady a postupy se tykaji servisnich postup(,
véetné fizeni a vypracovani navrhu zivotniho cyklu produkt( a sluzeb, fizeni procesu
zakaznika (registrace a odchod zakaznika), procest Fizeni zmén, monitorovani provozu,
fizeni nehod a dalsich. Cilem zasad a postupl je zajistit zabezpeceni a ochranu dat a
systém(. Spolecnost 02 Czech Republic pravidelné reviduje a aktualizuje své zasady a
postupy, aby byl zajistén jejich soulad s nejnovéjSimi bezpecnostnimi normami a
technologiemi.

Spolecnost 02 se soucasné intenzivné zaméruje na vytvareni a uchovavani povédomi o
bezpecnosti mezi zaméstnanci. 02 Czech Republic zabezpecuje skoleni a vzdélava své
zaméstnance, aby dokazali rozpoznat bezpecnostni hrozby a reagovat na né.

Timto pristupem spolecnost 02 Czech Republic prokazuje své odhodlani udrZovat
bezpecné prostredi pro své zakazniky a chranit citlivé informace. Bezpecnost a ochrana
predstavuji prioritu €. 1 spolecnosti 02 Czech Republic, a jsou nedilnou soucasti naseho
podnikani. Spolecnost 02 Czech Republic si je védoma neustalého rozvoje
bezpecnostnich hrozeb a slabych mist. S timto védomim pravidelné monitorujeme a
revidujeme nase systémy a infrastrukturu, abychom identifikovali veskeré potencialni
bezpecnosti rizika a prijali Ucinna opatreni pro minimalizaci jejich vyskytu.

Spolecnost 02 Czech Republic navic spolupracuje s odborniky na informacni bezpecnost
a sleduje nejnovéjsi trendy a technologie, které ji mohou pomoci v reakci na nové
hrozby, a zavadi doporucené postupy a opatfeni pro zajisténi odpovidajiciho
zabezpeceni.

Ochrana soukromi zakazniku predstavuje dalSi vyznamny aspekt zabezpeceni. Spolecnost
02 Czech Republic dodrzuje veskeré prislusné zakony a narizeni tykajici se ochrany
osobnich Udaji a zavazala se ke spravnému a bezpec¢nému zpracovani takovych Gdaja.
Zakaznici spolecnosti 02 maji jistotu, Ze jejich Udaje jsou chranény a zpracovavany s
maximalni péci a bezpecnosti.

Spolecnost 02 Czech Republic vénuje mimoradnou pozornost zabezpeceni, stejné jako
ochrané osobnich Udaji a systému. Zavazek zachovani bezpecnosti prokazujeme v
nékolika klicovych oblastech, jako je:

e Bezpecnostni infrastruktura: spolecnost 02 Czech Republic investuje do
modernich bezpecnostnich technologii a infrastruktury, aby dokazala zjistit
potencialni hrozby a reagovat na né. Spolecnost napriklad vyuziva pokrocilé
firewallové systémy a systémy pro detekci a prevenci utoka.

e Monitorovani a detekce: spolecnost 02 Czech Republic pravidelné monitoruje své
systémy a sité s cilem identifikovat podezrelou cinnost ¢i anomalie. V pripadé
zjisténi potencialniho bezpecnostniho incidentu spolecnost neprodlené reaguje a
podnika kroky pro minimalizaci skod.

e Skoleni zaméstnanci: spolecnost 02 Czech Republic si je védoma, ze
bezpecnostni opatreni mohou byt (¢inna, pouze pokud budou jeji zaméstnanci
radné informovani a vyskoleni. S timto védomim spoleCnost 02 svym
zaméstnanclim poskytuje pravidelna skoleni, aby je informovala o nejvétsich
bezpecnostnich hrozbach a doporucenych postupech pro ochranu dat a hardwaru.

e Ochrana proti Grokim typu DDoS: spolecnost 02 Czech Republic rovnéz poskytuje
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ochranu proti urokam typu DDoS (Distributed Denial of Service) a opatfeni proti
spamu. Uroky typu DDoS maji za cil zahltit cilovou sit’ nebo webovy server pro
zamezeni pristupu uzivatell. Spolecnost 02 Czech Republic vyuziva pokrocilou
technologii a infrastrukturu pro detekci a varovani pred Utoky DDoS, aby jeji
sluzby zdstaly uzivateldm nadale k dispozici.

e Bezpecnostni zasady a postupy: spolecnost 02 Czech Republic zavedla prisné
bezpecnostni zasady a postupy, které slouzi jako ramec pro ochranu dat
a systéml. Tyto zasady zahrnuji pravidla pro pristup k citlivym informacim,
zabezpeceni hesla, Sifrovani dat a dalsi bezpecnostni opatreni.

e Pravidelné aktualizace a zalohy: spolecnost 02 Czech Republic pravidelné
aktualizuje svij hardware i software, aby zajistila nejnovéjsi bezpecnostni
opravy a ochranu proti znamym zranitelnym mistim. Spolecnost 02 navic provadi
pravidelné zalohovani dat pro minimalizaci rizika ztraty dat v pripadé havarie
nebo Utoku.

Spolecnost 02 Czech Republic se aktivné podili na spolupraci s bezpecnostnimi
organizacemi a Urady pro sdileni informaci o novych hrozbach a spolupracuje s nimi na
jejich reseni. To predstavuje nas prispévek k celkovému zvysovani digitalni bezpecnosti.
Spolecnost 02 Czech Republic vynaklada nemalé UGsili na zajisténi bezpecnosti svych
zakaznikd a peclivou ochranu jejich osobnich (daju. Nase investice do modernich
technologii, pravidelné monitorovani a skoleni zaméstnancu prokazuji nase odhodlani
zajistit bezpecnost a ochranu dat.

Veskeré interni zasady a narizeni (jejichz seznam je shrnuty v zavéru této casti) jsou
pravidelné revidovany a auditovany.

Data

Ochrana dat predstavuje klicovy prvek pri poskytovani sluzeb spolecnosti 02 Czech
Republic. Spolecnost 02 se zavazala dodrzovat soulad se vSsemi prislusSnymi pravnimi
predpisy, vcetné GDPR (Obecného narizeni o ochrané (dajl) a ZoEK (Zakona o
elektronické komunikaci). Tato kapitola pojednava o typech dat pouzivanych k
poskytovani sluzeb a opatrenich prijatych spolecnosti 02 Czech Republic pro zajisténi
divérnosti, integrity a dostupnosti dat. Pro nase sluzby vyuzivame nasledujici typy dat:

e Obsah komunikace: spolecnost 02 Czech Republic zajistuje komunikaci mezi
zakazniky a dalsimi subjekty. Obsah komunikace je predavan, aniz by k nému
méla spolecnost 02 pristup. To znamena, Ze veskera prenasena data jsou
chranéna pred neopravnénym pristupem.

e Kontaktni Udaje zakaznika: spolecnost 02 Czech Republic uklada kontaktni udaje
zakaznika, jako jsou jméno, adresa, telefonni Cislo a e-mail. Tyto informace jsou
nezbytné pro komunikaci se zakazniky, stejné jako pro poskytovani sluzeb.

e Smlouvy a komunikace se zakazniky: spolecnost 02 Czech Republic uklada
veskeré smlouvy a komunikaci se zakazniky, které obsahuji klicové informace
ohledné sluzeb, vcetné obecnych podminek. Tyto dokumenty jsou chranény a
ukladany v souladu s prislusnymi zakonnymi pozadavky.
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e Data o vyuziti (provozu) pro fakturaci sluzeb poskytovanych zakaznikim
a poskytovani oduvodnéni pro fakturaci: spole¢nost 02 Czech Republic
shromazd’uje data nezbytna pro spravnou fakturaci sluzeb zakaznikim a pro
poskytnuti jejich odlvodnéni. Tato data jsou chranéna a zpracovavana v souladu
s internimi zasadami a predpisy.

e Dalsi data o provozu pro analyzu chyb a zabezpeceni komunikace v sitich:
spolecnost 02 Czech Republic shromazd'uje data nezbytna pro spravnou fakturaci
sluzeb zakaznikim a pro jejich odlvodnéni. Tato data jsou chranéna
a zpracovavana pro minimalizaci rizik a zajisténi bezpecnosti sité.

e Data uchovavana zakaznikem v poskytovanych (cloudovych) sluzbach: spolecnost
02 Czech Republic poskytuje cloudové sluzby, v nichz mohou zakaznici ukladat
sva data. Tato data jsou chranéna a zabezpecena proti neopravnénému pristupu
a ztraté. Vzhledem k tomu, Ze spolecnost 02 Czech Republic nema pristup k
obsahu dat, jsou duvérnost a ochrana soukromi zakazniku zajistény.

Opatreni na ochranu dat a osobnich udajl: spole¢nost 02 Czech Republic vypracovala
interni zasady a predpisy pro zajisténi divérnosti, integrity a dostupnosti dat a osobnich
udajl. Tyto zasady a predpisy jsou v souladu se zakonnymi pozadavky, jako jsou GDPR a
Zakon o elektronické komunikaci, stejné jako s normami, které tvori integrovany systém
rizeni, véetné 1SO 27001.

Stanovené zasady a predpisy upravuji odpovédnosti, pravomoci a postupy pro oblast
ochrany dat a informaci, vcetné kontroly pristupu k datim, vyuziti primérenych nastroju
na ochranu dat, jako jsou firewally, systémy na ochranu proti proniknuti (IPS), systémy
detekce proniknuti (IDS) a rizeni bezpecnosti informaci a udalosti (SIEM). Tato opatreni
jsou vyuzivana pro identifikaci a detekci hrozeb a zranitelnych mist s cilem zajistit
bezpecnost dat a komunikace.

Pozadavky ochrany dat a osobnich Udaji jsou zapracovany také do smluv mezi
spolecnosti 02 Czech Republic a jejimi zakazniky. Smlouvy upravuji povinnosti obou
stran s ohledem na platnou legislativu.

Spole¢nost 02 Czech Republic nese odpovédnost za ochranu dat zakaznikd, véetné
osobnich udajl, a tuto povinnost bere velmi vazné. Jak bylo uvedeno vyse, spole¢nost
02 se snazi neustale vylepsovat své postupy a technologie, aby poskytovala maximalni
ochranu vsech dat, véetné osobnich udaju.

FYZICKE ZABEZPECENI

Datova centra spolecnosti O2 jsou navrzena pro zajisténi maximalni bezpecnosti a
ochrany soukromi pro zarizeni i data zakaznik(. Datova centra jsou ve vlastnictvi
spolecnosti CETIN a.s., sesterské organizace spolecnosti 02, ktera provozuje technologie
datovych center mimo IT a bezpecnostni sluzby, véetné kontroly a zabezpeceni pristupu.
Pro ochranu aktiv spolecnosti instaluje jednotka bezpecnosti spolecnosti 02 technické a
mechanické nastroje ochrany v souladu s prislusnymi predpisy, stanovuje rezim opatreni
pro vytvoreni jednotného standardu pro kontrolu pristupu a rozsah zabezpeceni zarizeni
spolecnosti 02, a provadi veskeré nezbytné pravidelné kontroly.

Kontrola pristupu

Uroven zabezpeceni Fizeni pristupu se definuje na zakladé rozdéleni datového centra na
bezpecnostni zony. Vstup do datového centra je povolen opravnénému/registrovanému
personalu na zakladé nékolikanasobného ovéreni bezkontaktnimi kartami a kodem PIN
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na Cteckach kontroly pristupu. Vysoce chranéné oblasti DC vyzaduji kombinaci vyse
uvedeného s biometrickym systémem. Kazda osoba, ktera se pohybuje v prostorach DC,
musi byt viditelné oznacCena. Vsichni navstévnici datovych center musi byt doprovazeni
pracovnikem DC.

Jednotka bezpecnosti spolecnosti 02 nese odpovédnost za kontrolu dodrzovani zasad
pristupu, stejné jako provadéni auditi s cilem ovérit dodrzovani postupl reakce na
incidenty kontroly pristupu do DC personalem DC.

Cast Il

Nepretrzité bezpecnostni monitorovani

Okoli, vnitrek, oblasti obsahujici podplrné technologie a technologické mistnosti jsou
monitorovany bezpecnostnimi a kamerovymi systémy pod dozorem opravnéného
bezpecnostniho personalu.

Veskeré prvky, funkcni i IT, datovych center jsou monitorovany personalem strediska
monitorovani IT.

Protipozarni ochrana

Vsechny oblasti DC jsou zajistény prvky s elektrickym protipozarnim systémem,
technologické mistnosti zahrnuji laserovy systém vcasné detekce VESDA a systém
automatického stabilniho hasiciho systému s inertnimi plyny.

Elektrické napajeni a redundance

Elektrické napajeni datovych center je chranéno jednotkami nepretrzitého napajeni
(UPS), které zajistuji dualni napajeni jednotek elektrického napajeni zakaznika (PDU).
Vsechna datova centra jsou chranéna proti dlouhodobému vypadku elektrického
napajeni dieselovymi generatory, které funguji jako zaloha pro systém UPS.

Minimalni zaloha N+1 zabezpecuje kontinuitu i v pfipadé vypadku nékterého ze systému
UPS.

Dieselové generatory obsahuji palivo na dobu minimalné 24 hodin provozu bez potreby
doplnéni. V pripadé potreby dodavatel dokaze zajistit dodavku dalsiho paliva. Chlazeni
je zabezpecovano plné nahraditelnymi vzduchotechnickymi jednotkami.

Vsechna nase datova centra jsou vybudovana a provozovana v souladu s normou TIER III.

OCHRANA KONCOVYCH BODU

Ochrana firemnich koncovych bodd zahrnuje monitorovani a ochranu koncovych bodu
pred kybernetickymi hrozbami. Chranéné koncové body zahrnuji stolni pocitace,
notebooky, chytré telefony, tablety a dalsi zarizeni. K dispozici jsou rlzna reseni
kybernetické bezpelnosti, které muizete nainstalovat a monitorovat pro ochranu vyse
uvedenych zarizeni pred kybernetickymi hrozbami bez ohledu na to, zda se nachazeji ve
firemni siti ¢i nikoliv.

Spolecnost 02 nainstalovala Zabezpeceni koncového bodu (ENS) s pouzitim proaktivniho
hlaseni hrozeb, které dokaze poskytnout primérenou ochranu po celou dobu existence
utoku.

Sada zabezpeceni koncového bodu zahrnuje zabezpeceni koncového bodu a detekci
a reakci koncového bodu.

KONTROLA PRIiSTUPU

Zasady kontroly pristupu
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Kontrola pristupu se uplatiuje zejména pro kontrolu pristupu uzivateld k chranénym
(klasifikovanym) informacim, zabranéni neopravnénému pristupu, pozmeénovani,
poskytovani nebo kradezi informaci a médii, to vse jak na fyzické, tak na logické Urovni
kontroly pristupu.

Béhem kontroly pristupu nas kompetentni personal spolupracuje predevsim s jednotkou
bezpecnosti, jednotkou ochrany osobnich (daju a spravci, ktefi jsou povéreni spravou
informacnich zdroju.

Pristup k sitim a sitovym sluzbam
Uzivatelé mohou vyuzivat pristup k sitim a sitovym sluzbam, k némuz maji vyslovné
opravnéni.

Sprava uzivatell a kontrola pristupu

Fyzické kontroly pristupu se Fidi firemni smérnici o kontrole vstupu. Logicka kontrola
pristupu uzivateld je v souladu s firemni smérnici o rfizeni pristupu a opravnéni
a bezpecnostnim manualem pro spravce.

Uzivatelé jsou povinni postupovat v souladu se schvalenymi postupy pro pristup.
Manazeri smi schvalit pouze zadosti nezbytné pro splnéni Ukolu zaméstnance. Kontrola
pristupu pro externi pracovniky se ridi podle kontroly pristupu tretich stran k internim
informacnim systémum a ,,rejstrikem externich pracovnik(“.

Uzivatelé maji zakazano pokouset se o ovérovani dat nezbytnych pro pristup
k informacnim zdrojim s pouzitim uctu odlisSného od toho, ktery jim byl pridélen, stejné
jako pripojovat k siti neschvalené prvky IT. Vsichni uzivatelé jsou povinni hlasit
jakékoliv podezrelé chovani nebo bezpecnostni incidenty v souladu s definici smérnice
o hlaseni bezpecnostnich incidentl a udalosti.

Jako poskytovatel cloudovych sluzeb nabizi spolecnost 02 postupy a nastroje pro
registraci a zruseni registrace uzivatell cloudovych sluzeb. Spole¢nost 02 navic
zakaznikdm nabizi nastroje pro fizeni pristupovych prav a opravnéni uzivateld.

Jako poskytovatel cloudovych sluzeb nabizi spolecnost 02 spravcim efektivni nastroje
pro bezpecné prihlasovani pro spravu sluzby, véetné monitorovani a konfigurace prvkud
zabezpeceni.

RiZENi ZMEN

Hlavnim cilem Rizeni zmén ICT je zajistit pouZivani standardizovanych metod a postupt
pro efektivni a rychlé zpracovani vSech zmén. Je rovnéz dulezité, aby byly veskeré
zmeény sluzby a konfiguraci zaznamenany do Systému spravy konfigurace. DalSim cilem
je optimalizovat celkova obchodni rizika.

Cilem postup( Rizeni zmén ICT je reagovat na ménici se obchodni pozadavky zakaznik(
pfi souc¢asné minimalizaci incidentl, selhani a duplikaci. Stejné tak dilezita je reakce
na ménici se obchodni a IT pozadavky, aby byly sluzby v souladu s aktualnimi
obchodnimi potrebami. Navic je treba zajistit, aby byly vsechny zmény zaznamenany,
zhodnoceny, povoleny, naplanovany, testovany, zavedeny, zdokumentovany a
zkontrolovany kontrolovanym zplsobem, a aby byly stanoveny jejich priority.

Postup jako celek je zavazny pro vsechny zaméstnance spolecnosti 02 Czech Republic

a.s., osoby pracujici pro spolecnost 02 na smluvnim zakladé (mimo FTE, treti strany),
stejné jako pro vSechny ostatni strany povinné dodrzovat tuto smérnici.
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Rizeni zmén je upraveno v nékolika Fidicich dokumentech nebo jinych definovanych
dokumentech.

ZOTAVENI PO HAVARII

Spolecnost 02 definuje Systém rizeni obchodni kontinuity (Business Continuity
Management System, dale jen ,,BCMS“ a ,,spolecnost“), vypracovava zakladni metodologii
a organizacni predpoklady pro zvedeni systému BCMS. V souvislosti se Zasadami rizeni
obchodni kontinuity spolecnosti (Zasady BCMS) a dokumentech o rizeni spolecnosti
(Organizaéni zasady, Bezpecnostni zasady) definuje spolecnost zakladni kompetence
vedeni 02 v oblasti BCMS, stanovuje principy vytvareni, strukturu BCMS a definuje
veskeré prvky a funkce systému BCM. Systém umoznuje vykonnym pracovnikim
spoelcnosti 02 a jednotkam pod jejich vedenim zamérit se na plnéni Gkoli BCMS a
povinnosti vyplyvajicich z prislusnych pravnich predpisi a smluv. BCMS vyuziva po
zavedeni do prostredi spolecnosti znamé doporucené postupy a zkusenosti ziskané v
oblasti BCMS.

Koncepce BCMS spolecnosti 02 je vicevrstva z hlediska Gzemi a sektoru:

Vrstva 1 - Pro vyporadani se s dopadem internich (i nékterych externich) nouzovych
situaci na podnikani spolecnosti, které resi jednotlivé jednotky v ramci standardniho
procesu bez potreby vyraznéjsich zmén, je BCMS navrzen jako systém pro frizeni
nouzovych situaci (provozni nehody, selhani, uzavérky, nehody, problémy, vypadky
sluzeb, udalosti atd.) bez aktivace firemniho krizového tymu. Planovani, vytvareni,
metody aktivace (Cinnosti eskalace), Cinnosti, podpora a vyvoj spadaji do kompetenci
prislusného vedeni.

Vrstva 2 - Pro vyporadani se s dopadem externich nouzovych situaci (krizovych situaci),
stejné jako internich nouzovych situaci (rozsahlych nouzovych situaci) na prostredi
spolecnosti, které prekracuji rozsah, kapacity a kompetence jednotlivych firemnich
jednotek a vyzaduji uplatnéni nestandardnich (upravenych) procest a forem fizeni, je
BCMS navrzen jako systém krizového rizeni s aktivaci krizového tymu spolecCnosti.
Planovani, vytvareni, zplGsob aktivace a vyvoj BCMS patfi mezi povinnosti jednotky
CNOC, zatimco jeho aktivace spada do kompetenci konkrétniho vedouciho krizového
tymu. O prechodu ze systému ad-hoc reseni nouzovych situaci konkrétni jednotkou na
systém krizového rizeni (na regionalni nebo narodni Urovni) obvykle rozhoduje vedouci
krizového tymu ve spolupraci s vedenim jednotek v zavislosti na posouzeni a vyvoji
specifické nouzové situace.

Procesy a postupy (BCP, DRP) pro reseni nouzovych situaci jsou pravidelné revidovany,
testovany a dle potreby aktualizovany. Veskera cviceni a testy jsou zaznamenavany do
systému Ramses.

BCP/DRP definuje nékolik dokumentl a zasad v ramci spolecnosti.

RIZENi ZRANITELNYCH MiST

V oblasti rizeni zranitelnych mist spolecnost zavedla zasady, postupy, pravomoci
a odpovédnosti pro efektivni fizeni zranitelnych mist informacnich systému a technologii
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pro minimalizaci rizika bezpecnostnich incidentl, potencialnich ztrat a omezeni
obchodnich rizik.

U¢inny program fizeni zranitelnych mist zahrnuje:

Odpovédnost za neustalou Udrzbu informacniho systému.

Pribézné monitorovani stavu aktualizaci a implementace oprav informacniho systému.
Soulad s doporucenimi dodavatell softwaru.

Pribézné a ad-hoc protiopatfeni pro minimalizaci bezpecnostnich rizik a incidentd.

Cilem rizeni zranitelnych mist je zajistit soulad s doporucenimi vyrobce a jednotkou
Bezpecnosti pri soucasném vcasném odstranéni vsech zranitelnych mist.

Vzhledem k tomu, Ze jednotliva zranitelna mista se lisi v tom, do jaké miry jsou
kriticka, odpovédna osoba (spravce) musi posoudit, ktera softwarova oprava se ma
uplatnit, aby se minimalizoval dopad na podnikani, a musi vyhradit dostatek casu na
testovani a implementaci v souladu s procesem rizeni zmén.

Spravcové jsou odpovédni také za zajisténi vsech softwarovych oprav z renomovanych a
divéryhodnych podplrnych kanall, jako jsou samotni dodavatelé nebo nezavisli
dodavatelé. Jednotlivé softwarové opravy je treba stahnout a aplikovat na licencovany
software a v pripadech, kdy existuje smlouva o podpore.

V pripadé, ze objektivni divody brani vyse uvedené cinnosti, odpovédna osoba (spravce)
musi uplatnit vyjimku ze zasad v souladu s platnou smérnici o Rizeni bezpecnostnich
vyjimek.

V pripadech, kdy existuje zdroj typu open source bez ddvéryhodného podptirného
kanalu, musi odpovédna osoba situaci vyresit uplatnénim vyse uvedené vyjimky.
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PRILOHA B

POPIS HLAVNICH ZAVAZKU A SYSTEMOVYCH POZADAVKU SERVISNI
ORGANIZACE SPOLECNOSTI 02 CZECH REPUBLIC

Servisni zavazky

Zavazky predstavuji prohlaseni uc¢inéné vedenim vici zakaznikim ohledné vykonu systému
spolecCnosti 02 CZ. Zavazky vici zakaznikim jsou komunikovany prostfednictvim Smluv o
arovni sluzeb a/nebo Smluv o zpracovani dat. Smlouvy o zpracovani dat definuji povinnosti
v oblasti bezpecnosti a ochrany soukromi, které musi zpracovatelé (dajd dodrzet pro
splnéni povinnosti organizace ve vztahu ke zpracovani a zabezpeceni dat zakaznika.

Systémové pozadavky

Systémové pozadavky jsou stanoveny v zasadach a postupech spolecnosti, které jsou
k dispozici vsem zaméstnancum.

Spolec¢nost 02 CZ prijima servisni zavazky viéi svym zakaznikim a vytvorila systémové
pozadavky jako soucast své sluzby 02 ITS. Nékteré z téchto zavazkd jsou klicové pro
poskytovani sluzby a souvisi s prislusnymi kritérii sluzby ddvéry. Spolecnost 02 CZ nese
odpovédnost za dodrzovani svych servisnich zavazk( a systémovych pozadavki a za
vypracovani navrhu, zavedeni a provoz Gcinnych kontrol v ramci systému pro poskytnuti
rozumné jistoty, ze servisni zavazky a systémové pozadavky spolecnosti 02 budou
dodrzovany.

Na spolecnost 02 CZ se vztahuji prislusné predpisy, stejné jako narodni pravni predpisy a
nafizeni ohledné ochrany soukromi v pravnich radech zemi, kde spolecnost 02 CZ pusobi.

Zavazky v oblasti zabezpeceni, dostupnosti, divérnosti, ochrany soukromi a integrity
zpracovani vucéi zakaznikdm jsou zdokumentovany a komunikovany prostrednictvim Smluv
o Urovni sluzeb (Service Level Agreement, SLA) a dalSich smluv se zakazniky, stejné jako
formou popisu nabidky sluzeb, ktery je umistény na webovych strankach spolecnosti 02
CZ. Zavazky v oblasti zabezpeceni, dostupnosti, divérnosti, ochrany soukromi a integrity
zpracovani jsou standardizovany a zahrnuty napriklad v nasledujicich dokumentech:

e Principy zabezpeleni a davérnosti souvisejici se zakladnim navrhem systému
spoleCnosti 02 CZ jsou navrzeny tak, aby vhodnym zplsobem omezovaly
neopravnény interni i externi pristup k datim a aby byla data jednoho zakaznika
radné oddélena od ostatnich zakazniku.

e Principy zabezpeceni a ddvérnosti souvisejici se zakladnim navrhem systému
spolecnosti 02 CZ jsou navrzeny tak, aby chranily data jak v limitech prostredi, kde
se obsah zakaznika uklada, tak mimo néj, aby byly splnény servisni zavazky.

e Principy dostupnosti souvisejici se zakladnim navrhem systému spolecnosti 02 CZ
jsou navrzeny tak, aby replikovaly kritické systémové komponenty napri¢ nékolika
oblastmi dostupnosti a aby byly uchovavany a monitorovany autoritativni zalohy pro
zajisténi Uspésné replikace pro splnéni servisnich zavazku.

e Principy ochrany soukromi souvisejici se zakladnim navrhem systému spolecnosti 02
CZ jsou navrzeny tak, aby chranily bezpecnost a ddvérnost obsahu zakaznikd
spolecnosti 02 CZ, aby byly splnény servisni zavazky.
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e Principy integrity zpracovani souvisejici se zakladnim navrhem systému spolec¢nosti
02 CZ jsou navrzeny tak, aby chranily bezpecnost a divérnost dat zakazniku
spole¢nosti 02 CZ béhem prenosu, aby byly splnény servisni zavazky.

Spolecnost 02 Czech Republic stanovila provozni pozadavky, které podporuji dosazeni
zavazku v oblasti zabezpeceni, dostupnosti, ddvérnosti, ochrany soukromi a integrity
zpracovani, dodrzeni prislusnych pravnich predpisi a narizeni a dalSich systémovych
pozadavku. Tyto pozadavky jsou komunikovany v zasadach a postupech spolecnosti 02 CZ,
dokumentaci navrhu systému a smlouvach se zakazniky. Zasady zabezpeceni informaci
definuji celoorganizacni pristup k ochrané systému a dat. Patfi sem zasady souvisejici se
zpUsobem navrzeni systému a jeho vyvojem, s provozem systému, Fizenim internich
obchodnich systému a siti a postupy naboru a Skoleni zaméstnancll. Kromé téchto zasad
byly zdokumentovany standardni provozni postupy pro provadéni specifickych manualnich
a automatickych procesi nezbytnych pro provoz a vyvoj rlznych sluzeb a nabidek
spoleCnosti 02 CZ. Servisni zavazky a systémové pozadavky spolecnosti 02 CZ byly
dosazeny na zakladé prislusnych kritérii sluzeb divéry pro zabezpeleni, dostupnost a
divérnost, ochranu soukromi a integritu zpracovani.

DOSTUPNOST

Existuje zdokumentovany postup rizeni kapacit. Plany kapacit jsou vypracovavany
s varovanimi a akcnimi limity stanovenymi pro monitorované zdroje (vypocetni vykon,
Ulozisté, pamét). K méreni skutecného vyuziti a kapacity se pouzivaji vhodné monitorovaci
nastroje. Aktualni vyuziti zdroji a predpovéd poptavky po kapacité jsou pravidelné
hlaseny vedeni.

Soucasti seznamu hrozeb v ramci procesu hodnoceni rizik jsou i ekologické hrozby.
Posuzovany jsou externi ekologické hrozby a datova centra jsou umisténa mimo oblasti
zaplav a zemétreseni.

Spolecnost CETIN jako dodavatel nese odpovédnost za implementaci a provoz ekologickych
ochrannych prvkd. Jsou zavedena opatreni na detekci, jako jsou pozarni a kourové
detektory, detektory kvality vzduchu a detektory Uniku kapalin. Monitorovani prostredi a
provozu a varovani jsou soucasti vsech kontrolnich systém( DC s nepretrzitou pritomnosti
personalu na misté. Pro obé datova centra existuji vypracované plany udrzby a testovani.
Datova centra jsou navrzena a provozovana v souladu s pozadavky TIER III.

Procesy zalohovani dat jsou zavedeny v souladu se specifikacemi jednotlivych sluzeb
zahrnutych do této zpravy (zalohy konfigurace, replikace na uUrovni uUlozisté, synchronni
replikace dat atd.).

Spolecnost 02 zavedla systém frizeni obchodni kontinuity v souladu s normou 1SO 22301
vztahujici se na obé datova centra. Pro sluzby zahrnuté do této zpravy byly vypracovany
plany obchodni kontinuity s postupy zotaveni po havarii. BCP/DRP zahrnuji pozadavky na
testovani (rozsah, frekvenci).

DUVERNOST

Spolecnost 02 stanovuje zasady a principy ochrany informaci, vcCetné pravomoci a
odpovédnosti za identifikaci, klasifikaci, zpracovani a ochranu divérnych informaci.

Navic byl zaveden jednotny systém pro rizeni dokumentace, véetné zasad pro archivovani
a skartovani, a to v souladu se zakonem ¢. 499/2004 Sb., o archivnictvi a spisové sluzbé.
Zasady ochrany klasifikovanych informaci v souladu se zakonem ¢. 412/2005 Sb., o ochrané
utajovanych informaci a o bezpecnostni zpusobilosti, jsou upraveny v samostatném
vnitrnim predpisu.
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Jsou zavedeny postupy pro likvidaci informaci v zavislosti na Urovni kvalifikace a médiu,
tj. pro tisténé dokumenty, elektronické soubory na riznych médiich.

INTEGRITA ZPRACOVANI

Vzhledem k tomu, Ze cloudové sluzby spolecnosti O2 jsou primarné navrZeny jako
infrastrukturni sluzba, spoleCnost 02 nezpracovava data patrici zakaznikim. Sluzby
zabezpeceni spolecnosti 02 jsou predevsim analytické, monitorovaci a vykazovaci. V
téchto pripadech se sjednava smlouva obsahujici vymezeni, ktera data je zakaznik povinen
poskytnout a pro jaké Ucely zpracovani. Smlouva rovnéz stanovi format vstupnich a
vystupnich dat (véetné vykazovani), metodu prenosu dat, zasady ochrany a skladovani dat.
Kontrola integrity zpracovani zahrnuje rovnéz provozni a bezpecnostni monitorovani
sluzeb.

OCHRANA SOUKROMI

Vzhledem k tomu, Ze cloudové sluzby spolecnosti O2 jsou primarné navrzeny jako
infrastrukturni sluzba, spolecnost 02 nezpracovava data patrici zakaznikim. Sluzby
zabezpeceni spolehnouti 02 jsou predevsim analytické, monitorovaci a vykazovaci.

Pokud zakaznici spolecnost 02 informuji, Ze rozsah cloudovych sluzeb spolecnosti 02
zahrnuje rovnéz zpracovani osobnich Udaji, budou do vseobecnych podminek zarazeny
také ustanoveni upravujici vztah mezi spravcem a zpracovatelem osobnich dajl v souladu
s GDPR.

Spolecnost 02 nastavila procesy pro zajisténi souladu s veskerymi zakonnymi pozadavky
ohledné ochrany osobnich (dajd a jinych dat. Vnitfni predpisy stanovuji zasady pro
ochranu osobnich (daju (GDPR), ochranu uUdaji o identifikaci, provozu a umisténi a
divérnost komunikace (viz Zakon o elektronické komunikaci), stejné jako ochranu
obchodnich tajemstvi.

Kazda smlouva, resp. vseobecné podminky zahrnuji ustanoveni o ochrané osobnich udaju.
Navic jsou zakaznici o ochrané osobnich (dajli informovani také na webovych strankach
spolecnosti 02 (https://www.02.cz/soukromi). Webové stranky spolecnosti 02 informuji o
tom, jak spole¢nost 02 vyuziva soubory cookie a zpracovava osobni Udaje zakaznikd v
postaveni spravce (daju (Zasady zpracovani osobnich udajl) i zpracovatele udaji (Seznam
zpracovatell osobnich (dajt). Zahrnuji rovnéz informace o zpracovani stiznosti, véetné
kontaktnich (daji na Urednika pro ochranu (dajd a informacich o pravech zakaznika
eskalovat stiznost k Uradu pro ochranu osobnich udaju.



