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15 APPENDIX L: GENERAL DESCRIPTION OF COMMUNICATION BE TWEEN

1 INTRODUCTION

The purpose of the following document is to provadeet of specifications for Number Portability
Carrier Pre-Selection, WholesaleLineRental (NP&CRER).

This document regards the technical details ofritezface between operators to support
NP&CPS&WLR order processing.

This document addresses the following subjectsa@le this technical interface:
- Format of the messages exchanged between operators
- The mechanisms which enables the exchange of thsapes between operators

1.1 Background

There will be between 15 and 30 operators offe@agier Selection (CS), Carrier Pre-Selection
(CPS) and Number Portability (CP) services in taedd Republic.

For CS and Carrier Pre-Selection (CPS), the seastablishment is primarily a responsibility of the
Access Provider (AP) operator with Significant MetrlPower (SMP), at the present time O2 Czech
Republic a.s. For NP, WLR Service establishmentgse will affect all operators in accordance with
the Telecommunications Law.

1.2 Document history

Date Version | Change
29-05-02 1.0 Former Czech Telecom proposal of ITudment changed
into APVTS document
22-10-02 1.3 The final SOAP specification includBdcument finalized.
11-02-03 1.4 Working version. Incorporated changagreed during

implementation

06-03-03 | 1.4-1 DraftWorking version. Incorporated comments of Projesnt|
NP&CS of the Technical Committee of the APVTS

18-03-03 | 1.4-2 DraftWorking version. References to the DIOP documenteye
substituted by proper references to appropriatevice

=

standard

20-03-03 | 1.5 Draft| Some references to O2 removethoMchanges in the
wording

31-03-03 15 Operator IDs changed in examplesftectereal IDs

31-05-03 1.6 * Document restructured, common part for both |NP

and CPS messages created
» Description of fault handling related to SOAP added
* New rules for sequenceNr validation added
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22-03-06 2.0 e The NP PROVIDE ORDER shall include a nlew
parameter called a Loop reuse flag, which will &g s
true if this order is in conjunction with a localolp
unbundling order ( HasLLU= true, false ) flag.

 New HassLLU optional flag was added into DTIp —
NP Provide definiton
» General requirement for the interface availabllity
The interface of each individual operator shal
95% available and reliable 24 hours / day
 VLDT, FLAC - processing time frame was chanded
Between 20.00 and 8.59 for the file types
'Validate' and 'File acknowledge'
02 will send VLDT, FLAC between 20.00-8.Q0
* In the terms of exceptional situation (OHS upgrade,
OHS drop out ) FLAC can be sent immediately when

problem is resolved, ie. FLAC time sent frame wals
changed to 24 hours anytime.

02-09-06 2.1 » OHS specification for the new PRE service
(Preuctovani pausalu) added

+ CPS PROVIDE ORDER shall include a npw
parameter — (pre= true, false)

+ NEW ORDER SPECIFICATION for PRE ordgrs
added — preProvide message ( PRE service fyrther
ORDER for already processed CPS)

* NEW RESPONSE SPECIFIACTION for PRE
service added — preActivated, preRejected

* New PRE service XML message structure added
into DTD
04-16-08 3.0 » OHS specification for the new WLR service

* New WLR orders and response messages - XML
structure added:

*  WLRProvide,WLRmodify, WLRterminate
*  WLR Accept,WLRReject, WLRcomplete
* NEW DTD np_cps_wir.dtd

05-01-08 3.1 * Final WLR Rejection Codes Update
12-12-13 3.9 « Final NP and WLR Rejection Codes Update
02-02-2015 3.10 * Reject Codes Revision and Actualisation
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1.3 References

Ref Title

[VPNPC] | - Vybér provozovatele nastavenintegivolbycisel (APVTS aCTU —
listopad 2002). The Acronym VPNPC is used onlyhie $cope of thi$
document.

- Refererni nabidka propojeni spaleosti O2 Czech Republic a.s.

[PC] - Ptenositelnostisla (APVTS aCTU — prosinec 2002)

- OOP10- opdtni opecné povahy popisujici procetsngsentisla v
platném zni

- Refererni nabidka propojeni spaleosti O2 Czech Republic a.s.

A2

[XML] | XML Specificatoinhttp://www.w3c.org/xml
[SOAP] | SOAP 1.1 Specificatiohttp://www.w3.0rg/TR/SOAP
[HTTP] |HTTP 1.1 Specificatiofitp://ftp.isi.edu/in-notes/rfc2616.txt

[SSL] SSL Specification
http://wp.netscape.com/security/techbriefs/ssl.html

1.4 Definitions

The term “order” and “service order” are used icb@ngeably throughout this document.
The following definitions will be used for CS anéS:

CPS operator - The operator to which calls aresper CPS subscription

CS operator - The operator to which calls are wutken a customer dials a CS access code
Access Provider - the operator providing accepalutities to the CPS/CS operator

Start of Business (SOB) — 9 a.m. on business days

Close of Business (COB) — 6 p.m. on business days

The following definitions will be used in regardsNP:

losing operator/network: the operator from whicé ttumber is being ported
recipient operator/network: the operator to whomrihmber is being or has been ported

donor operator/network: the operator originallyigissd the ported number (i.e., the number
range holder from which the number originally came)

The following definitions will be used in regardsWLR:

WLR operator — operator ordering WLR service by @2C
IOOH — OHS system at O2CZ side
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2 INTERFACE ARCHITECTURE
2.1 General requirements on the interface
The interface of each individual operator shall béd5% available and reliable 24 hours /
day!!!
1) All orders shall be processed in the order in whiety were received. (e.g., First in first out).
2) The data exchanged between two operators will beypted
3) Before two operators exchange data they will cledkentication (username/password)
4) Each individual operator will take security measuyfer example the usage of firewalls.

5) Each individual operator will log the events on thterface

2.2 Message structure

The messages exchanged between the operatorsface fiat files containing multiple messages.
A flat file consists of a valid XML document.

Batch file envelope

MessageHeader

Message Body

message

message

message

message

message

The files will be sent on fixed moments during tiag. A flat file will contain all the orders relate
messages of that day.
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2.3 Meshed architecture (NP) or star architecture (  CPS)

The different operators will be connected by a redsdrchitecture; every operator will have a
connection to every other operator:

Operato Operator

Operato Operator

NP: Meshed Topology

In the case of Carrier Preselect only a CPS Adees@der will offer CPS services to their customers
each CPS operator is connected to that Accessderovi

WLR service reflects star topology as CPS.

Operator
Operator Operator
Operator Operator
Access
Provider

CPS: Star Topology
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2.4  File exchange over the Internet

To enable the exchange of the files over the letegmery operator will have a HTTP-s server
functionality (supporting SOAP 1.1) available fdirather operators.

Server
operator 6

Server Server
operator 1 operator %
Server Server
operator 2 operator 4
Server

operator 3
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2.5 File exchange using HTTP-s

When an operator has a file to send to anotheratgrehne uses an HTTP request (POST) to the
HTTP-s server of that other operator.
This operator will store the file internally, anckaowledge receiving the request.

Exchange of batch files between 2 operators

Operator 1 Operator 1
Initiator / Responder

: Y — T | 4
! SOAP/ each day :
: +one validate file der fil
' HTTP OK eone results file Z’fcﬁrd:yr e SOAP/
i Post +one acknowledge file HTTP OK
: Post
v SOAP/ SOAP/
' HTTP OK HTTP OK each day : :
Post Post «one validate file |
eone results file
eone acknwidge ilile

v
Operator 2 Operator 2
Responder Initiator

Principles:

It is not required to send a file on a given day:

If an operator 1 does not have any orders on angieg to send to operator 2, he will not
send a file.

Each received file will be acknowledged by a SOAI3fonse

After an error occurred the initiator can send wa fike (but before the deadline for this file

type)

The initiator (operator sending a file) must serilea(if applicable for that day) to the server

of the responder (operator receiving a file) betoapecified time on business days:

- Before COB (= 18.00) for the file types 'ORDRUARSLT'

- Before SOB (= 9.00) for the file types 'VLDT' atd.AC'

- In the terms of exceptional situation (OHS upgradHS drop out ) FLAC can be sent
immediately when problem is resolved, ie. FLAGD be sent before COB and SOB ie. 24
hours a day .

Processing will start after that time. Only one fiif each type a day will be processed.

The responder (operator receiving a file) must Hiheeserver for receiving files available on
business days:
- Between SOB (= 9.00) and COB (=18.00) for the fjlpe 'Orders' and ‘Result’

After outage, in some cases described in appekdbmust be possible to extend the COB
from 18.00 to 19.00.
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- Between 18.00 and 8.59 for the file types 'Vakdand 'File acknowledge'
O2 will send VLDT, FLAC between 19.00-9.00

» If afile cannot be delivered, because of outagh@fserver of the responder, the initiator will
make 3 additional attempts to transfer the filal$o this retry fails a manual outage
procedure will be used.

The file will be delivered after the deadline (9@018.00).

» Itis not possible to process more then one fila file type from one initiator.

If, more then one file of the same type is receifreth an initiator, only the last one will be
processed.
The other files are deleted: no fileAccept/ filefajmessage will be send back!

» If there are multiple files received, but not yedgessed, from an initiator with different dates

(as a result of outage) the files will be acceptetthe order they were received.

Example 1:

Operator 1 sends to operator 2 a new file every:hou
- file 1 at 12.00 with 30 orders
- file 2 at 13.00 with 40 orders (30 from file 1 + Aéw)
- file 3 at 14.00 with 50 orders (40 from file 2 + Aéw)
- file 4 at 15.00 with 60 orders (50 from file 3 + 4éw)
- file 5 at 16.00 with 70 orders (60 from file 4 + 4éw)

Each file transfer is successful (HTTP OK returned)
The file of 16.00 is processed.

Example 2:

Operator 1 sends to operator 2 a file of the tgpdérs’ at 15.00 and receives an HTTP
acknowledgement (HTTP OK). At 16.00 a second filthe same type is sent, the transfer fails
(HTTP error).

After 16.00 no new file is sent.

The first file, sent at 15.00, is processed.

Example 3

Operator 1 sends to operator 2 a file with 100 kwrdé 12.00.

At 14.00 he discovers that 20 orders are wrong,1&nthere are 10 new customer orders.
At 14.30 he sends a new file with 90 orders (80stxgy ones, 10 new).
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2.6 Security

HTTP Server|

operator 1 -
IN operator ﬁ ’IN operator |{1

All communication is

Only access
encrypted by SSL Firewall | to certified
XML file operators
Internet
Only access
= Firewall | to certified
All communication is = operators

encrypted by SSL HTTP Server,

@ operator 2 -
Process will store the'fite, % Process ﬁ Logging

Lo
and forward internally
XML fie [ Firewall
¥ Lo

Business application operator 2 Logging|

2.6.1 Security requirements

Access channel protection
The portal of each operator shall be protectedbyrtit the access to authorised operators.

Authentication
Before operators exchange order related messagjesetitimacy should be established.

Authorization
An authenticated operator can only access thecgsrthat he is allowed to.

Confidentiality
Since the information contained in an order is manrftial, it must be protected from unauthorized
access by third parties.

Data integrity
Communications must be protected from undetectl@eation by third parties in transmission on
the Internet.

Non repudiation
It should not be possible for an operator to reabtynclaim that he or she did not send or receive a
order. There must be sufficient evidence availabkie transaction.

Audit trail
All communication between operators shall be regist in audit trail.
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2.6.2 Security risks
1. Sabotage by a hacker

2. Sabotage by an operator

3. Denial of a business transaction

4. Slamming with denial

Damage:

Financial damage: loss of customer revenue.

Damage to customers: temporarily loss of the plsaneice

Image damage: hacking or large scale slamming daside image of the industry

2.6.3 Security implementation

Requirement

Implementation

Security level

Access channel protection Firewall Sufficient
Authentication User id/password, exchange Sufficient
encrypted using SSL
+ Secure server ID issued by
Certification Authority
Authorization HTTP Post only Sufficient
Confidentiality SSL encrypts transfer Sufficient
Data integrity SSL encrypts transfer Sufficient
Non repudiation Authentication, event logging, Limited
acknowledgement of file and ordey
Audit trail event logging Sufficient
2.6.4 On SSL

The Secure Socket Layer is a widely used standand Netscape that secures web-based

communication.
SSL is built in to virtually all web

servers.

An independent Certification Authority must certdgrvers that support SSL.

To make mutual authentication possible also trentdi must be authenticated.

2.6.5 Procedures

Next to the already described technical securitgsuees, both “Vyér provozovatele nastavenim
predvolbycisel” and “Renositelnostisla” documents ([VPNPC] and [PC])) describe fimmal and
procedural measures, which improve the security:

1) Inthe case of an NP order the customer must s€&#Fato the loosing operator.

2) Inthe case of a CPS order the operator must adteisbe able to provide a CAF to Access

Provider

3) Orders exchanged will be acknowledged (NP: by d&§R25S: after service activation)
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2.6.6 Additional procedure

To improve the Interface proposal on the 'Non régttigh' requirement an additional procedure (see
appendix) is added on the handling of frauduleders

2.7 Interface Protocol Stack

Protocol stack

The industry in Czech Republic define
Industry standard| standardised messages

Message types structured into self
describing format

XML

Flat file XML messages during the day are gathered
in one flat file

SOAP/HTTP Sending the flat file to the server
of an operator

SSL Making the connection secure (=HTTP-s)
TCP/IP Correct delivery of the data
The Internet Using the public internet

2.7.1 Industry standard

The Reference offer O2 agrees on a set of standasdd messages and final process. This
document defining only detail of IT communication

Message types have been specified in the [VPNPE]R@] documents, these documents specify the
structure of the following message types.

Message types defined:
- npProvide

- npAccept

- npReject

- npChange

- npCancel

- npAbort

- npPortComplete

- npReturnNumber

- npSubsequentPort
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- nplDcheck

- nplDcheckResp
- cpsProvide

- cpsReject

- cpsActivated
- cpsAccept

- preProvide

- preActivated
- preRejected
- wirProvide

- wirModify

- wlrTerminate
- wirAccept

- wirReject

- wilrComplete

2.7.2 XML

This layer of the stack formats the defined messawgetures into a machine-readable structure:
XML

Character set
In order to exchange special (Czech) characterscity Unicode (UTF 8) will be used.

DTD's
The structure of the XML messages will be registeneDTD's.
DTD's of messages (the xxx.dtd files) will be stblacally, there is no centralised DTD server.

More information on XML can be found at: [XML]

2.7.3 Flat file

The individual XML messages are gathered intoffles, and sent at agreed time.
Flat file content

Each flat file is an XML message, consisting of:

- A message header

- one or more CPS/NP order messages (as descnilteel KML message layer)

Flat file message header specification

ltem Contents

To Operator Code of the operator receiving thissage
From Operator Code of the operator originating thessage
Flat file type Code for flat file type:

ORDR- provide

VLDT - validate

RSLT — result

FLAC - File acknowledge

Message count The number of messages containbi ifilé
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TimeSent

Time this file was sent by originatingecgtor

DateSent

Date this file was sent by originatingrafms

Chapter 3.2 contains the exact XML specificatibthe header, including the DTD.
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Flat file types

Since specific message types cannot be combinaakgifflat file, four different batch file types have

been defined:

File type

Message types

Initiated by

Received befor

Orders

npProvide
npCancel
npChange
npSubsequenPort
npPortComplete
npReturnNumber
nplDcheck
(cpsProvide)
(preProvide)
IwlrProvide/
IwlrModify/
/wlrTerminate/

Recipient operator

(CPS Operator)
/WLR Operator/

COB (18.00), each business day

Validate

npReject
nplDcheckResp
(cpsReject)
(preReject)
IwirAccept/
IwIrReject/
/wirComplete/

Losing operator
(Access Provider)
/WLR Provider/

SOB (9.00), each business day

Result

npReject
nplDcheckResp
npAccept
npAbort
(cpsAccept)
(cpsReject)
(cpsActivated)
(preActivated)

IwirAccept/
/wlrReject/
/wirComplete/

Losing operator
(Access Provider)
/WLR Provider/

COB (18.00), each business day

File

acknowledge

fileReject
L fileAccept

All

SOB (9.00), each business day

Note: the flat files can contain NP - CPS - WLR sagge types mixed.

The Validate file sent at 9.00 will contain quoggections and rejections due to validation etrors
however only those where order validation is catga before the submission of the file. Rejected
orders processed after the submission of thisvillebe sent either by 18:00 on Day 1 or at thtes$t
by 18:00 on Day 2.
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Rejections as a result of technical investigati©onstomer CAF, DDI, directory nr's) will be reported
by proces specification descripted on Reference@fe

The following diagram illustrates the exchange &f ilessages between two operators.

recipient loosing
operator operator

File containing npProvide

Day 0 COB

If file error: fileReject

If quota error: npReject

npReject: known validation errgrs
Day 1 SOH (as far as completed)

- field constraint error

- operator error

- order logic error
npReject if- customer error

. . -customer CAF error
Day 2COB | npReject if -directory nr/DDI error

Service activation: npPortComplete

Port day
CPS Access
operator] provider
File containing cpsProvide
Day 0 COB
If file error: fileReject
If quota error: cpsReject
cpsReject: known validation error
Day 1 SOB (as far as completed)
If other error: cpsReject
Day 2 COB No error: cpsAcceptt
Day 7 Service activation:cpsActivatefi
(on/by)

The following diagram illustrates the exchange BfSOnessages between two operators.
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Flat file reject/accept

If the whole flat file cannot be processed becaidiée errors (e.g. XML not well formed or XML
not inline with DTD), a file of type FLAC will beent back, including fileReject message for this fil
with the attribute refType containing the type oé file being refferenced (ORDR, RSLT or VLDT).
If the flat file does not contain any file erromsdacan be processed, a file of type FLAC will betse
back, including fileAccept message for this fileéiwihe attribute refType containing the type of the
file being refferenced (ORDR, RSLT or VLDT).

2.7.4 SOAP and HTTP-s

Each operator will provide a basic SOAP/HTTP sefsball be HTTP 1.1 and SOAP 1.1 compatible)
to which other operators can connect.

An operator that wants to send a file to anotherajor uses a SOAP request sent by HTTP POST,
calling a specific web service on the other opetsaserver.

An operator that receives an HTTP post will chdtke received file is complete (covered by SSL)
and is stored.
The SOAP Response message is returned to conférnathsfer results.

The combination of HTTP and SSL makes the HTTRxsdsrd.

More information on HTTP 1.1 can be found at: [HTTP
More information on SOAP 1.1 can be found at: [SQAP

2.7.5 SSL

Secure Sockets Layer (SSL) is a protocol provigingacy and reliability between two
communicating applications.

The session key length shall be 128 bits (much reecere then using 40-bit encrypted
communication).

SSL consists of three properties:

- Private connection by using encryption

- Authentication of identity by using public, cryptaghy
- Reliable connection by using message integrity khec

More information on SSL can be found at: [SSL]
2.7.6 TCP/IP
The Transmission Control Protocol (TCP) is intenfiecduse as a highly reliable host-to-host protocol
between hosts in packet-switched computer commtioicaetworks, and in interconnected systems
of such networks.
2.7.7 Fault handling
In the file exchange process there are two bapiestyf faults that might occur:
= Error in the file delivery

0 These error types may be further decomposed inte categories of which the most
important in this process are:
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=  SOAP faults (see chapter 4.4 in [SOAP] for moreaitiet
= HTTP faults (see chapter 6.1.1 in [HTTP] for moegadls)
= SSL errors — problems with certificates (see [S8Ljnore details)

o If this sort of an error occurs, the request hasetoepeated.

= Errors in the batch file being passed to the oshier

0 Also these errors can be divided into two maingates:
= File errors
» Order/Message errors

0 See Chapter 4 Error handling of this documentHerdomplete specification
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3 XML structure specification (order messages speci fication)

This chapter describes in detail the XML structofréhe exchanged orders and other messages among

operators within the ordering process. It's dividiei® 3 parts. First two of them provides definiso
of the messages involved in NP ordering, CPS (RR&sages description, WLR message
description and the third and last one describesdmstructions used within both NP and CPS

ordering processes.

3.1 NP messages specification

3.1.1 npProvide

<npProvide>
Description Sent by the recipient operator to the losing operat convey all initial details
about an order.
Parent Root
Syntax <npProvide >
<recipientOperator>
<losingOperator>
<serviceContractOwner>
<installationAddress>
<customerReferenceNumber>
<icoNumber>
<directoryNumber>
<ddiRange>
<nplDinfo>
<nplDattachment>
<portActivationDate>
<portActivationTime>
</npProvide >
Attributes OrderNr
SequenceNr
NpServiceType
ComplexOrder
HasLLU
DTD Source <IELEMENT npProvide (recipientOperator, losingOgter,
serviceContractOwner, installationAddress,
customerReferenceNumber, icoNumber?,
(directoryNumber+|ddiRange+),
npIDinfo?, nplDattachment?,
portActivationDate, portActivationTime)>
<IATTLIST npProvide
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
npServiceType (geog | non_geog) #REQUIRED
complexOrder (yes | no) #REQUIRED
hasLLU (true | false) #IMPLIED >
| <nplDinfo>
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Description

Info about npID:
- NPID - ¢islo vypovédi u opousténého operatora,
predpokladame strukurovanou textovou hodnotu
- SPID_OUT - ¢islo poskytovatele sluzby u opousténého
operétora (pfedpokladame trojmistné cislo)
- SPID_IN — ¢islo poskytovatele sluzby u pfijimajiciho
operétora (pfedpokladame trojmistné cislo)

Parent

npProvide

Syntax

< nplDinfo >
<nplD>
<splDout>
<splIDin>

</npIDinfo >

DTD Source

<IELEMENT nplIDinfo (npID, splDout?, spIDin? )>
<l—Informace o NPID-->

<nplDattachment>

Description - P¥iloha — predpokladame PDF nebo jiny podobny soubor,
ktery bude pro potfeby XML zpravy zkonvertovan v bytove
podobe, v ramci konverze nebude ulozen nazev souboru,
ten si pouzije kazdy operator podle sve vlastni potreby,
zkonverovan bude pouze content.

Syntax < nplDattachment >

<attachment>
</ nplDattachment >

DTD Source <IELEMENT nplDattachment (attachment)>

<!I--attachment-->

<attachment>

Description V tomto elementu bude primo dekodovany obsah pdf souboru

zakodovana metodou base64

Syntax < attachment >

base64Binary datatype
</ attachment >

DTD Source <IELEMENT attachment (#PCDATA) >

<npID>

Description OLO Code of losing operator

Parent npIDinfo

Content String datatype, alphanumeric, length = 20

Syntax < nplDnumber >

string datatype
</ npIDnumber >
Validation The npID string (formatted value) must be provided
DTD Source <IELEMENT npIDnumber (#PCDATA) #REQUIRED >
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<splDout>
Description OLO Code of new operator
Parent nplIDinfo
Content String datatype, numeric, length = 3
Syntax < splDout >
string datatype
</ splDout >
Validation The npID string (formatted value) must be provided
DTD Source <IELEMENT spIDin (#PCDATA) >
<splIDir>
Description Description of validated NPID
Parent npIDinfo
Content String datatype, numeric, length =3
Syntax < spIDin >
string datatype
</ spIDin >
Validation The npID string (formatted value) must be provided
DTD Source <IELEMENT spIDin (#PCDATA) >

<portActivationTime>

Description Time when the NP port should be activated
Syntax <portActivationTime>
<time>
</portActivationTime>
DTD Source <IELEMENT portActivationTime (time)>
<!--Cas aktivace portace-->
<portActivationDate>
Description Date when the NP port should be activated
Syntax <portActivationDate>
<date>
</portActivationDate>
DTD Source <IELEMENT portActivationDate (date)>

<!--Datum aktivace portace-->

<directoryNumber>

Description

The telephone number to be ported

Content

String datatype, alphanumeric, length =9
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Syntax <directoryNumber>
string datatype
</directoryNumber>
Validation The complete (9 digit) line number must be provided
DTD Source <IELEMENT directoryNumber (#PCDATA)>

3.1.2 npAccept

<npAccept>
Description Sent by the losing operator to indicate positivikdadion and acceptance of|
the previous message
Parent Root
Syntax <npAccept >
<recipientOperator>
<losingOperator>
</npAccept >
Attributes orderNr
sequenceNr
refSequenceNr
DTD Source <IELEMENT npAccept (recipientOperator, losingOgier)>
<IATTLIST npAccept orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED>
<!--Akceptace NP-->

3.1.3 npReject

<npReject>
Description Sent by the operator to indicate rejection of #fenrenced message
Parent root
Syntax <npReject>
<recipientOperator>
<losingOperator>
<rejectionCode>
<rejectionDescription>
<rejectionParameter>
</npReject >
Attributes OrderNr
SequenceNr
RefSequenceNr
DTD Source <IELEMENT npReject (recipientOperator , losing@gter,
rejectionCode, rejectionDescription? ,
rejectionParameter*)>
<IATTLIST npReject orderNr ID #REQUIRED
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sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED>
<l--Odmitnuti NP -->

3.1.4 npChange

<npChange>

Description

Sent by the recipient operator to change the ppdate and/or time of an
order

Parent

Root

Syntax

<npChange>
<recipientOperator>
<losingOperator>
<newPortDate>
<newPortTime>

</npChange>

Attributes

OrderNr
SequenceNr

DTD Source

<IELEMENT npChange (recipientOperator , losing@per ,

newPortDate , newPortTime)>
<IATTLIST npChange orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED>
<I-- Zmena NP -->

<newPortTime>
Description Request for new port time that is different frora tiriginal accepted port
time
Syntax <newPortTime>
<time>
</newPortTime>
DTD Source <IELEMENT newPortTime (time)>
<l—Novy cas portace-->
<newPortDate>
Description Request for new port date, can be the same asakigicepted port date if
only the time changes..
Syntax <newPortDate>
<date>
</newPortDate>
DTD Source <IELEMENT newPortDate (date)>
<!--Nove datum portace-->
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npCancel
<npCancel>
Description Sent by the recipient operator to cancel an oreley,(PROVIDE)
Parent root
Syntax <npCancel>
<recipientOperator>
<losingOperator>
</npCancel >
Attributes OrderNr
SequenceNr
DTD Source <IELEMENT npCancel (recipientOperator, losingCater)>
<IATTLIST npCancel orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED>
<l-- Zruseni NP-->
npAbort
<npAbort>
Description Sent by the losing operator under certain excegironessing conditions
Parent root
Syntax <npAbort>
<recipientOperator>
<losingOperator>
</npAbort >
Attributes orderNr
sequenceNr
DTD Source <IELEMENT npAbort (recipientOperator, losingOp&mg>
<IATTLIST npAbort orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>
<I-- Storno NP -->
npPortComplete
<npPortComplete>
Description Message send from recipient operator indicatingstieessful completion ¢
the number port.
Parent root
Syntax <npPortComplete>

<recipientOperator>

<losingOperator>
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</npPortComplete >
Attributes OrderNr
SequenceNr
DTD Source <IELEMENT npPortComplete (recipientOperator, laghperator)>

<IATTLIST npPortComplete orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED>

<l--Portace cisla NP dokoncena-->

3.1.8 npReturnNumber

<npReturnNumber>

Description Sent by the recipient operator to return a numiéiné donor operator
following cessation of a number by a customer

Note: An npAccept or an npReject message to thenpRNumber shall
contain the donorOperator information within theifgOperator field.

Parent root

Syntax <npReturnNumber>
<recipientOperator>
<donorOperator>
<directoryNumber>
<ddiRange>
<serviceDisconnectionDate>
<serviceDisconnectionTime>

</npReturnNumber >

Attributes OrderNr
SequenceNr
DTD Source <IELEMENT npReturnNumber (recipientOperator , ddbperator ,

(directoryNumber | ddiRange ),
serviceDisconnectionDate ,
serviceDisconnectionTime)>

<IATTLIST npReturnNumber orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED>

<l--Vraceni cisla-->

<serviceDisconnectionTime>

Description Time when directory number was taken out of service
Syntax <serviceDisconnectionTime>
<time>

</serviceDisconnectionTime>

DTD Source <IELEMENT serviceDisconnectionTime (time)>
<!--Cas vypojeni sluzby-->

<serviceDisconnectionDate>

Description | Date when directory number was taken out of service
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Syntax <serviceDisconnectionDate>
<date>

</serviceDisconnectionDate>
DTD Source <IELEMENT serviceDisconnectionDate (date)>

<!--Datum vypojeni sluzby-->

3.1.9 npSubsequentPort

<npSubsequentPort>
Description Sent by the recipient operator to the donor opetatmdicate a change in

number ownership
Note: An npAccept or an npReject message to thelngjuentPort shall
contain the donorOperator information within theitmOperator field.

Parent root

Syntax <npSubsequentPort>
<recipientOperator>
<donorOperator>

<losingOperator>

<directoryNumber>

<ddiRange>
</npSubsequentPort >

Attributes OrderNr
SequenceNr
DTD Source <IELEMENT npSubsequentPort (recipientOperator,ai@perator ,

losingOperator ,
(directoryNumber | ddiRange))>

<IATTLIST npSubsequentPort  orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

<!--Nasledna portace NP-->

3.1.10 nplDcheck

<nplDcheck>

Description Sent by the recipient operator to the donor opetatwalidate combination
of npID and phone number is correct

Parent root

Syntax <nplDcheck>
<recipientOperator>
<losingOperator>
<nplDnumber>
<directoryNumber>

</ nplDcheck >

Attributes OrderNr
SequenceNr
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DTD Source <IELEMENT nplIDcheck (recipientOperator,
losingOperator , npIDnumber, directoryNumber)>

<IATTLIST nplDcheck orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

<l—kontrola spravnosti nplD-->

<npIDnumber>

Description Description of validated NPID — also knowns &8/OP —&islo vypowdi
opousEného poskytovatele”

Parent nplDcheck

Content String datatype, alphanumeric, length = 20

Syntax < nplDnumber >

string datatype
</ npIDnumber >
Validation The npID string (formatted value) must be provided

DTD Source <IELEMENT npIDnumber (#PCDATA) #REQUIRED >

3.1.11 npiDcheckResp

<nplDcheckResp>

Description Sent by the donor operator to the recipient ope@aesponse to nplDcheck
Info from npIDcheck (npIDnumber, directoryNumberg aepetaed and key
info about validation is in tag nplDcorrect

Parent root

Syntax <nplDcheckResp>
<recipientOperator>
<losingOperator>
< nplDnumber >
<directoryNumber>
<nplDcorrect>

</ nplDcheckResp >

Attributes OrderNr
SequenceNr
DTD Source <IELEMENT nplIDcheckResp (recipientOperator,

losingOperator , npIDnumber, directoryNumber, npoBbect)>

<IATTLIST nplDcheckResp orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

<l—odpoved, zda je komibnace npID a telefonu kareks

<nplDcorect>

Description | npID — result of validation
Parent nplDcheckResp
Content String datatype, alphanumeric, length = 1
Syntax < nplDcorrect >
string datatype

3-9




IT Document 3.10

February 2015

</ nplDcorrect >

Validation

The npIDcorrect string(Y = correct, N = incorrestyist be provided

DTD Source

<IELEMENT nplIDcorrect (#PCDATA) >
<IATTLIST nplDcorrect resp (Y|N) #REQUIRED>

3.1.12 recipientOperator, losingOperator, donorOperator

<recipientOperator>

Description

Unique identification code specific to the recigi@perator

Parent

<npProvide>
<npAccept>
<npReject>
<npChange>
<npCancel>
<npPortComplete>
<npReturnNumber>
<npSubsequentPort>

Syntax

<recipientOperator>
<operator|D>
</recipientOperator >

DTD Source

<IELEMENT recipientOperator ( operatoriD)>
<I—Prejimajici operator-->

<losingOperator>

Description

Unique identification code specific to the losingedator

Parent

<npProvide>
<npAccept>
<npReject>
<npChange>
<npCancel>
<npPortComplete>

Syntax

<losingOperator>
<operatoriD>
</losingOperator>

Field requirements

Operator receiving this message is the losing apera

DTD Source <IELEMENT losingOperator ( operatorID)>
<!--Predavajici operator -->
<donorOperator>
Description Unique identification code specific to the donore@yior
Content Element only
Parent <npReturnNumber>
<npSubsequentPort>
Syntax <donorOperator>
<operatorID>
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</donorOperator>
DTD Source <IELEMENT donorOperator ( operatorID)>
<!--Puvodni operator -->

3.1.13 DDI range

<ddiRange>
Description Number block range
The block size of a DDI can be either 10, 100, 1a@®00 or 100000.
Appendix C describes the principles of DDI humberin
Parent <npProvide>
Syntax <ddiRange >
<ddiRangeStart>
<ddiRangeEnd>
</ddiRange >
Attributes None
Message constraints | <ddiRangeStart> is smaller then <ddiRangeEnd>
DTD Source <IELEMENT ddiRange ( ddiRangeStart,
ddiRangeEnd )>
<!--Rozsah provolby-->

<ddiRangeStart>

Description Start of a number block range.

Content String datatype, alphanumeric, length = 9
Parent <ddiRange>

Syntax <ddiRangStart>

string datatype
</ddiRangeStart>
Field requirements | The <ddiRangeStart> always ends with 1 or more'gero
Example: if block size is 100 the <ddiRange Stastxxxxxxx00
DTD Source <IELEMENT ddiRangeStart(#PCDATA)>
<!--Rozsah provolby — zacatek-->

<ddiRangeEnd>

Description End of a number block range.
Content String datatype, alphanumeric, length = =
Parent <ddiRange>
Syntax <ddiRangEnd>
string datatype
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</ddiRangeEnd>

Field requirements | The <ddiRangeEnds> always ends with 1 or moresiine’
Example: if block size is 100 the <ddiRangeEndxxisxxxx99

DTD Source <IELEMENT ddiRangeEnd(#PCDATA)>
<!--Rozsah provolby — konec -->

3.1.14 NP Message attributes specification

npServiceType

Description Indicates the type of Number portability: Geographir Non-Geographical
Typ sluzby np

Content Possible values:
- geog
- non_geog

Attribute spec npServiceType (geog | non_geog ) #REQUIRED
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3.2 CPS (PRE) messages specification

3.2.1 cpsProvide

<cpsProvide>
Description Sent by the CPS operator to the Access Provideongey all initial details
about an order
Parent root
Syntax <cpsProvide>
<cpsOperator>
<cscCode>
<serviceContractOwner>
<installationAddress>
<customerReferenceNumber>
<icoNumber>
<callingLinelD>
</cpsProvide >
Attributes OrderNr
SequenceNr
CpsServiceType
ComplexOrder
pre
DTD Source <IELEMENT cpsProvide (cpsOperator , cscCode ,
serviceContractOwner ,
installationAddress ,
customerReferenceNumber,
icoNumber?, callingLinelD)>
<IATTLIST cpsProvide orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED
cpsServiceType (nat | intl | both )
pre (true | false) #IMPLIED
#REQUIRED

complexOrder (yes | no) #REQUIRED>]

<callingLinelD>

Description CLI for which CPS will be used.
Content String datatype, alphanumeric, min length = 4, theagith = 9
Syntax <callingLinelD>
string datatype
</callingLinelD>
Validation This field contains either the complete (9 digitelnumber or the DDI
Prefix (4 to 8 digits).
See appendix C for a description of the use of piefix.
DTD Source <IELEMENT callingLinelD (#PCDATA)>

<l—Identifikator volajici linky-->
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<cscCode>
Description Csc Code is the prefix to be used for CPS fore¢hiomer
Content String datatype, numeric, min. length = 4, maxgtan= 5
Syntax <cscCode>
string datatype
</cscCode>
Validation The CSC code is a 4 or 5 digit code.
DTD Source <IELEMENT cscCode (#PCDATA)>
<l--ldentifikacni kod operatora-->
3.2.2 preProvide
<cpsProvide>
Description Sent by the CPS operator as a further order teaetPRE service for the
customer which already has CPS service activated
Parent root
Syntax <preProvide>
<cpsOperator>
<cscCode>
<serviceContractOwner>
<installationAddress>
<customerReferenceNumber>
<icoNumber>
<callingLinelD>
</preProvide >
Attributes OrderNr — (note! new OrderNr, not related to g2B6 order)
SequenceNr (note! new SequenceNr, not relateddb@PS order)
CpsServiceType
ComplexOrder
DTD Source <IELEMENT preProvide (cpsOperator , cscCode ,
serviceContractOwner ,
installationAddress ,
customerReferenceNumber,
icoNumber?, callingLinelD)>
<IATTLIST cpsProvide orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED
cpsServiceType (nat | intl | both )
PRE (true | false) #IMPLIED
#REQUIRED
complexOrder (yes | no) #REQUIRED>]
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<callingLinelD>

Description CLI for which PRE service will be activated.
Content String datatype, alphanumeric, min length = 4, theagjth = 9
Syntax <callingLinelD>
string datatype
</callingLinelD>
Validation This field contains either the complete (9 digitelnumber or the DDI
Prefix (4 to 8 digits).
See appendix C for a description of the use of piefix.
DTD Source <IELEMENT callingLinelD (#PCDATA)>
<l—lIdentifikator volajici linky-->
<cscCode>
Description Csc Code is the prefix to be used for CPS fore¢h&omer
Content String datatype, numeric, min. length = 4, maxgtan= 5
Syntax <cscCode>
string datatype
</cscCode>
Validation The CSC code is a 4 or 5 digit code.
DTD Source <IELEMENT cscCode (#PCDATA)>

<l--ldentifikacni kod operatora-->
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3.2.3 cpsReject

<cpsReject>
Description Sent by the Access Provider used to indicate riejeci the referenced
message
Parent Root
Syntax <cpsReject>
<cpsOperator>
<rejectionCode>
<rejectionDescription>
<rejectionParameter>
</cpsReject >
Attributes OrderNumber
SequenceNumber
RefSequenceNumber
DTD Source <IELEMENT cpsReject (cpsOperator, rejectionCode,
rejectionDescription?,
rejectionParameter* )>
<IATTLIST cpsReject orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED>
<!--Odmitnuti CPS-->

3.2.4 cpsAccept

<cpsAccept>
Description Sent by the losing operator to indicate positiviidedion and acceptance of
the previous message
Parent Root
Syntax <cpsAccept >
<cpsOperator>
</cpsAccept >
Attributes orderNr
sequenceNr
refSequenceNr
DTD Source <IELEMENT cpsAccept (cpsOperator)>
<IATTLIST cpsAccept orderNr ID #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED>
<!--Akceptace CPS-->

3-4




IT 3.10
February 2015

3.2.5 cpsActivated

<cpsActivated>
Description Sent by the Access Provider to indicate order leas lactivated
Parent Root
Syntax <cpsActivated>
<cpsOperator>
<callingLinelD>
</cpsActivated>
Attributes OrderNr
SequenceNr
DTD Source <IELEMENT cpsActivated (cpsOperator, callingLingtb
<IATTLIST cpsActivated orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

3.2.6 preReject

<cpsReject>
Description Sent by the Access Provider used to indicate riejecif the referenced
message
Parent Root
Syntax <preReject>
<cpsOperator>
<rejectionCode>
<rejectionDescription>
<rejectionParameter>
</preReject >
Attributes OrderNumber
SequenceNumber
RefSequenceNumber
DTD Source <IELEMENT cpsReject (cpsOperator, rejectionCode,
rejectionDescription?,
rejectionParameter* )>
<IATTLIST cpsReject orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED>
<!--Odmitnuti PRE-->
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3.2.7 preActivated
<cpsActivated>
Description Sent by the Access Provider to indicate PRE sehasebeen activated
Parent Root
Syntax <preActivated>
<cpsOperator>
<callingLinelD>
</preActivated>
Attributes OrderNr
SequenceNr
DTD Source <IELEMENT preActivated (cpsOperator, callingLingtd
<IATTLIST preActivated orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>
3.2.8 cpsOperator
<cpsOperator>
Description Unique identification code specific to the CPS Gyper
Content Element only
Parent <cpsProvide>
<cpsReject>
<cpsActivated>
Syntax <cpsOperator>
<operator|D>
</cpsOperator>
DTD Source <IELEMENT cpsOperator ( operatorID)>
<l—Operator CPS -->
3.2.9 CPS Message attributes specification
cpsServiceType
Description Indicates the type of Carrier Preselect: Natiolm&rnational or both
Typ sluzby CPS
Content Possible values:

- nat
- intl
- both
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3.3  WLR messages specification

3.3.1 wirProvide

<wlIrProvide>

Description

WLR Provide (wirProvide) is an order for Wholeshlee Rental
WLR Provide is initiated by the OLO

Parent

Root — sent in ORDR FILE

Syntax

<wirProvide orderNr="W00000011" sequenceNr="1">
<wlrOperator>
<operatorID>999</operator|D>
</wirOperator>
<customerReferenceNumber>0123456789</customerRerimber>
<callingLinelD>234234234</callingLinelD>
<serviceContractOwner>
<installationAddress>
<icoNumber>
<tariff>provolba</tariff>
<ProductList>
<Product>
<ProductCode>0OP0009</ProductCode>
<Attribut_name>Typ</Attribut_name>
<Attribut_value>Pravidelny</Attribut_value>
</Product>
<Product>
<ProductCode>0OP0010</ProductCode>
</Product>
<Product>
<ProductCode>DS0003</ProductCode>
</Product>
</ ProductList>
</wirProvide >

Attributes

OrderNr
SequenceNr

DTD Source

<IELEMENT wirProvide OperatorID #REQUIRED
CustoReferenceNumber #REQUIRED
CallingdelD #REQUIRED
sen@mmntractOwner #REQUIRED
instlbnAddress #REQUIRED
icoNuaetb#REQUIRED
ta’fREQUIRED
prodistt# REQUIRED

<IATTLIST wirProvide orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

3.3.2 wirModify

D

<wIrModify>

Description WLR Modify (wirModify) is WLR order which changeucrent WLR service
for given customer on O2 side.
WLR Modify is an independend order with own orderNr

Parent Root — sent in ORDR FILE

3-7




IT 3.10
February 2015

Syntax

< wirModify orderNr="W00000011" sequenceNr="1">

<wlrOperator>

<operatorID>999</operatorID>

</wirOperator>

<customerReferenceNumber>0123456789</customerRerimber>

<callingLinelD>234234234</callingLinelD>

<serviceContractOwner>

<installationAddress>

<icoNumber>

<tariff>provolba</tariff>

<ProductList>
<Product>
<ProductCode>0OP0009</ProductCode>
<Attribut_name>Typ</Attribut_name>
<Attribut_value>Pravidelny</Attribut_value>
</Product>
<Product>
<ProductCode>0OP0010</ProductCode>
</Product>
<Product>
<ProductCode>DS0003</ProductCode>

</Product>

</ ProductList>

</wirModify >

Attributes

OrderNr
SequenceNr

DTD Source

<IELEMENT wirModify OperatorlD #REQUIRED
CustoReferenceNumber #REQUIRED
CallingdelD #REQUIRED
sen@mntractOwner #REQUIRED
instalbnAddress #REQUIRED
icoNuerb# REQUIRED
tatfiREQUIRED
prodistt# REQUIRED

<IATTLIST wirModify orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

3.3.3 wilrTerminate

<wlIrTerminate>

Description WLR Terminate (wIrTerminate) terminates activatetdR\services on O2 side
WLR Terminate is an independend order with own oxide
WLR Terminate is initiated by the OLO.

Parent Root — sent in ORDR FILE

Syntax <wlIrTerminate orderNr="W00000011" sequenceNr="2">

<wlrOperator>

<operatorID>999</operator|D>

</wirOperator>
<customerReferenceNumber>0123456789</customerRerimber>
<callingLinelD>234234234</callingLinelD>
<serviceContractOwner>

<installationAddress>

<icoNumber>

</wlrTerminate>
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Attributes OrderNr
SequenceNr
DTD Source <IELEMENT wiIrTerminate OperatorID #REQUIRED

sTomerReferenceNumber #REQUIRED
[IBgLindelD #REQUIRED
ngeeContractOwner #REQUIRED
stallationAddress #REQUIRED
oMumber # REQUIRED

<IATTLIST wirTerminate  orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>

Response messages to wirProvide , wirModify, winfiaate orders:

3.3.4 wirReject

<wlIrReject>

Description

WLR Reject (wlrReject) is a rejection to proces¥eédR Provide.
WLR Reject is initiated by the IOOH.

Parent

root
sent in RSLT or VLDT file

Syntax

<wlrReject orderNr="W00000003" sequenceNr="1" refGenceNr="1">

<wlrOperator>

<operator|D>212</operatorID>
</wlrOperator>
<rejectionCode>WO007</rejectionCode>
<rejectionDescription>wlirProvide received too
late</rejectionDescriptio

</wirReject>

Attributes

OrderNr
SequenceNr
refSequnceNr

DTD Source

<IELEMENT wiIrReject OperatorIlD #REQUIRED
Rejeciftode #REQUIRED
RejectDescription #REQUIRED

<IATTLIST wirReject orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED>
refsegceNr CDATA #REQUIRED>

3.3.5 wirAccept

<wlrAccept>

Description WLR Accept (wirAccept) is an accept to processedRARrovide.
WLR Accept is initiated by the IOOH.
Parent root

sent in RSLT file
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Syntax <wlrAccept orderNr="W00000012" sequenceNr="1" refBenceNr="1">
<wlrOperator>
<operatorlD>21@gerator|D>
</wlrOperator>
</wirAccept>
Attributes OrderNr
SequenceNr
refSequnceNr
DTD Source <IELEMENT wirAccept OperatoriD #REQUIRED
<IATTLIST wirAccept orderNr CDATA #REQUIERD
sequenceNr CDATA #REQUIRED
fSequenceNr CDATA #REQUIRED>

3.3.6 wirComplete

<wlrComplete>
Description WLR complete (wirComplete) is message confirmingcassful WLR
service activation/modification/termination on O&es
WLR complete is initiated by the IOOH. .
Parent root
sent in RSLT file
Syntax <wlrComplete orderNr="W00000012" sequenceNr="2'SexjuenceNr="1">
<wlrOperator
<operator@x2</operatorID>
</wlrOpereto
<callingLiie>234234234</callingLinelD>
<Complete®at
<date>2003@P</date>
</CompleteBa
<CompleteEm
<time>10:00«/time>
</Compleiaie>
</wirComplete >
Attributes OrderNr
SequenceNr
refSequnceNr
DTD Source <IELEMENT wirComplete OperatorID #REQUIRED
callingLinelD #REQUIRED
CompleteDate #REQUIRED
CompleteTime #REQUIRED
<IATTLIST wirComplete orderNr CDATA #REQBED
sequenceNr CDATA #RE@ED>
refSequenceNr CDATA #REQUIRED>

3.4 Common messages specification

3.4.1 header
<header>
Description Provides information on the routing, handling andgessing of this flat file.
Parent Root
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Syntax <header>
<toOperator>
<fromOperator>
<fileType>
<messagecount>
<timeSent>
<dateSent>
</header>
Attributes None
Message constraints | None
DTD Source <IELEMENT header (toOperator, fromOperator, fil@By
messagecount
timeSent, dateSent)>
<toOperator>
Description Unique identification code of the operator receivihis flat file
Content Element only
Syntax <toOperator>
<operatoriD>
</toOperator>
Attributes None
DTD Source <!IELEMENT toOperator (operatorID)>
<fromOperator>
Description Unique identification code of the operator origingtthis flat file
Content Element only
Syntax <fromOperator>
<operatorID>
<fromOperator>
Attributes None
DTD Source <IELEMENT fromOperator ( operatoriD)>
<fileType>
Description Code for flat file type
Content string datatype, alphanumeric, length = 4
possible values:
ORDR- provide
VLDT - validate
RSLT — result
FLAC - File acknowledge
Syntax <fileType>
string datatype
<fileType>
Attributes None
DTD Source <IELEMENT fileType (#PCDATA)>
<messageCount>
Description Shows the number of messages in this file
Content string datatype, numeric, length = 4, leading zero’
Syntax <messageCount>
string datatype
</messageCount>
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Attributes None
DTD Source <IELEMENT messageCount(#PCDATA)>
<timeSent>
Description Time this flat file was sent by originating openato
If an operator sends a second file during the HesyMIUST have a different
<timeSent> !l
Content Element only
Syntax <timeSent>
<time>
</timeSent>
DTD Source <IELEMENT timeSent (time)>
<dateSent>
Description Date this flat file was sent by originating operato
Content Element only
Syntax <dateSent>
<date>
</dateSent>
DTD Source <IELEMENT dateSent (date)>
3.4.2 fileReject

3.4.3

<fileReject>

Description Sent by an operator to indicate rejection of tHeresnced file
Parent root
Syntax <fileReject>

<refTimeSent>

<refDateSent>

<rejectionCode>

<rejectionDescription>

<ffileReject >
Attributes None
DTD Source <IELEMENT fileReject (refTimeSent, refDateSemgjactionCode
rejectionDescription)>
fileAccept

<fileAccept>

Description

Sent by an operator to indicate acceptation ofeferenced file
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Parent root
Syntax <fileAccept>
<refTimeSent>
<refDateSent>
<ffileAccept >
Attributes None
DTD Source <IELEMENT fileAccept (refTimeSent, refDateSent)>

3.4.4

<refTimeSent>

Description Refers to <timeSent> of the rejected/acceptediféat
Content Element only
Syntax <refTimeSent>
<time>
</refTimeSent>
DTD Source <IELEMENT refTimeSent (time)>
<refDateSent>
Description Refers to <dateSent> of the rejected/acceptedildat
Content Element only
Syntax <refDateSent>
<date>
</refDateSent>
DTD Source <IELEMENT refDateSent (date)>
serviceContractOwner

<serviceContractOwner>

Description Contains the basic information on the owner of tuistract
Parent <npProvide>, <cpsProvide>,<wlIrProvide>
Syntax <serviceContractOwner>
<ownerSurname>
<ownerFirstName>
<ownerCompanyName>
</serviceContractOwner >
Attributes None
DTD Source <IELEMENT serviceContractOwner ((ownerSurname,
ownerFirstName) |
ownerCompanyName)>

<!--Vlastnik kontraktu na sluzbu-->
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<ownerSurname>
Description Surname of Contract Owner or name on CAF
Content String datatype, alphanumeric, min length = 1, feagth = 110
Parent <serviceContractOwner>
Syntax <ownerSurname>

string datatype

</ownerSurname >

Attributes None
DTD Source <I[ELEMENT ownerSurname (#PCDATA)>

3.4.5

<!--Prijmeni vlastnika-->

<ownerFirsthname>

Description Firstname of Contract Owner or name on CAF
Content String datatype, alphanumeric, min length = 1, heagth = 32
Parent <serviceContractOwner>
Syntax <ownerFirstname>
string datatype
</ownerFirstname >
Attributes None
DTD Source <I[ELEMENT ownerFirstName (#PCDATA)>
<!--Krestni jmeno vlastnika-->
<ownerCompanyname>
Description Company name of Contract Owner or name on CAF
Content String datatype, alphanumeric, min length = 1, heaxgth = 32
Parent <serviceContractOwner>
Syntax <ownerCompanyname>
string datatype
</ownerCompanyname >
Attributes None
DTD Source <IELEMENT ownerCompanyName(#PCDATA)>
<!--Nazev organizace-->

installationAddress

<installationAddress>

Description Contains the basic information on the installatoldress
See appendix for references on addressing standards

Parent <npProvide>, <cpsProvide>,<wlIrProvide>

Syntax <installationAddress>
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<houseNumberA>
<houseNumberB>
<streetName>
<city>
<ciySection>
<district>
<postCode>
</installationAddress >
Attributes None
Constraints Either the A or B house number is required.
Both are allowed.
postcode is manadatory for NP only
DTD Source <IELEMENT installationAddress (((housenumberA, BenumberB) |
housenumberA | housenumberB),
streetName, city, citySection?,
district, postCode?)>
<l--Adresa instalace-->
Note: The construction ((housenumberA, housenumblenBusenumberA |
housenumberB) is not a deterministic model.
<housenumberA>
Description House/Residence number (e.g., 5)
This is the number of the house within the strinet blue housenumber.
Content String datatype, alphanumeric, min length = 1, feagth = 5
Syntax <housenumberA>
string datatype
</housenumberA>
DTD Source <I[ELEMENT housenumberA (#PCDATA)>
<!-- Cislo popisnhe mista instalace -->
<housenumberB>
Description This is the location orientation number, the nunthat appears on the red
plate.
Cislo orientacni adresy umisteni pripojeni.
Content String datatype, alphanumeric, min length = 1, feagth = 8
Syntax <housenumberB>
string datatype
</housenumberB>
DTD Source <I[ELEMENT housenumberB (#PCDATA)>
<!--Cislo orientacni mista instalace-->
<streetName>
Description Name of the street the address is situated in Feagicouzska)
Content String datatype, alphanumeric, min length = 1, meajth = 64
Syntax <streetName>
string datatype
</streetName>
DTD Source <IELEMENT streetName (#PCDATA)>
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| | <I-- Nazev ulice mista instalace -->
<city>
Description Name of the city where the address is situatdd.m Praha)
Content String datatype, alphanumeric, min length = 1, meajth = 64
Syntax <city>
string datatype
<[city>
DTD Source <IELEMENT city (#PCDATA)>
<!-- Obec instalace -->
<citySection>
Description Name of the part of the city where the addresgusied in (e.g, Praha 2)
Content String datatype, alphanumeric, min length = 1, meaxjth = 64
Syntax <citySection>
string datatype
</citySection>
DTD Source <IELEMENT citySection(#PCDATA)>
< I-- Obec instalace -->
<district>
Description Name of the location district where the addresstisated
Content String datatype, alphanumeric, min length = 1, meajth = 64
Syntax <district>
string datatype
</district>
DTD Source <IELEMENT district (#PCDATA)>
<!--Uctovaci oblast-->
<postCode>
Description Installation address postal area (e.g. 736 01)
Content String datatype, alphanumeric, min length = 1, feagth = 8
Syntax <postCode>
string datatype
</postCode>
DTD Source <IELEMENT postCode (#PCDATA)>
<!--PSC dodaci posty-->
3.4.6 Operator ID
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3.4.7

<operator|D>

Description

Unique identification code specific to an operaipservice provider.

The numbering plan of OperatorID will be in respbiigy of CTU.

CTU will assign to each and every operator witleadty assigned range of
DDI (based on public network numbering plan) ondectrom range from
200 to 999.

Content

String datatype, numeric,length = 3,

Examples:

212 = Aliatel

202 = 02 — 02 Czech Republic a.s.
234 = GTS Czech

224 = Ceske RadioKomunikace
...etc

Parent

<recipientOperator,>
<losingOperator>
<donorOperator>
<cpsOperator>
<wlrOperator>

<to>

<from>

Syntax

<operator|D>
string datatype
</operatorID >

DTD Source

<IELEMENT operatorID (#PCDATA)>
<!-- |dentifikator operatora-->

Customer information

<customerReferenceNumber>

Description

Number that appears on the customer bill
( Referencni cislo platce )

Content

String datatype, alphanumeric, min length = 1, heagth = 15

Parent

<npProvide>
<cpsProvide>
<wlrProvide>
<wlrTerminate>
<wIrModify>

Syntax

<customerReferenceNumber>
string datatype
</customerReferenceNumber

DTD Source

<IELEMENT customerReferenceNumber(#PCDATA)>
<!--Referencni cislo platce -->

<icoNumber>

Description

This is the unique identification of the businegstomer, that appears on t
customer bill that was send out by O2

In the case of a business customer this fieldgsired.

Note: if there is no ico number available for aibass customer this is not
reason to reject the order

ne
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Content String datatype, alphanumeric, min length = 1, teagth = 15
Parent <npProvide>
<cpsProvide>
<wlrProvide>
<wlrTerminate>
<wlrModify>
Syntax <icoNumber>
string datatype
</icoNumber
DTD Source <IELEMENT icoNumber (#PCDATA)>
<l—ICO-->
3.4.8 Date and time

<date>
Description Standard element to describe date.
Definition=CCYY-MM-DD where “CC*" stands for centuryYY” for year,
"MM" for month and "DD" for day-->
Example = to indicate 31 May 2002, you type <da@82205-31</date>
Content sting datatype, alphanumeric, length =10
Parent <newPortDate>
<portActivationDate>
<dateSent>
Syntax <date>
string datatype
</date>

Field requirements

Date must be valid calendar date, so not 2002-13-32

DTD Source

<IELEMENT date (#PCDATA)>
<l—datum-->

<time>

Description

Standard element to describe time

Definition= hh:mm:ss "hh", "'mm",
seconds, respectively.

ss" representing, minutes and

Example=to indicate 1.20 p.m. enter <time>13:28/tthe>

Time is always Central European Time, so the tim&zech republic.
It is not possible to define the time zone.

Content

sting datatype, alphanumeric, length = 8
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Parent <newPortTime>
<portActivationTime>
<timeSent>
Syntax <time>
string datatype
</time>

Field requirements

Time must be a valid time, so not 25:61

DTD Source

<IELEMENT time (#PCDATA)>
<l—Cas-->

3.4.9 CompleteTime and CompleteDate

<CompleteTime>

Description <wlrComplete> message element

Content sting datatype, alphanumeric, length =8

Parent wirComplete

Syntax <CompleteTime>
<time>10:00:00</time>
</CompleteTime>

DTD Source <IELEMENT CompleteTime (time)>

<CompleteDate>

Description <wlrComplete> message element
Content sting datatype, alphanumeric, length =10
Parent wirComplete
Syntax <CompleteDate>
<date>2003-05-09</date>
</CompleteDate>
DTD Source <I[ELEMENT CompleteDate (date)>
3.4.10 Tariff
<Tariff>
Description <wlrProvide>,<wlrModify> message element
Content sting datatype, alphanumeric, length = 8
Parent wirProvide,wirModify
Syntax <tariff>CPSZ0068</tariff> #REQUIRED
Description Example:
CPSZ0068 (02 MINI), CPSZ0069 (STANDARD), CPSZOOTREND)
DTD Source <IELEMENT tariff (#PCDATA ) >

3.4.11 ProductList
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<ProductList>

Description <wlrProvide>,<wIrModify> message element

Content ProductCode, string datatype, aplhanumeric, length=
Attribut_name, string datatype, aplhanumeric, larg2
Attribut_value, string datatype, alphanumeric, ibrg 32

Parent wirProvide,wirModify

Child <Product>
<ProductCode> #IF < /ProductCode> element is usEJIRED
<Attribut_name> # REQUIRED
<Attribut_value> # REQUIRED
</Product>

Description Example — Additional services using Product Codg on

DS0003, DS0004,DS0012........

<Product>
<ProductCode> DS0004</ProductCode> element is #REDQUIRED
</Product>

Example — Product Codes using Attribut_Name andbAtt value:

<Product>

<ProductCode>DS0009</ProductCode> # Outgoing balfang
<Attribut_name>Typ_omezeni</Attribut_name>
<Attribut_value>1</Attribut_value>

</Product>

Where:

# omezeni odchozich volani # Outgoing calls baring
Attribut_name = Typ_omezeni / fixed string

Attribut_value = 0 = vsechny odchozi hovory minsnbvych
Attribut_value = 1 = mezinarodni, dalkova, mobilcisla zacinajici 90,976 3
internetova cisla

Attribut_value = 2 = mezinarodni volani, cisla zaagici 90,976
Attribut_value = 3 = cisla zacinajici 90, 976

Attribut_value = 4 = cisla zacinajici na 906, 9996

<Product>

<ProductCode>DS0017</ProductCode> # Password reset
<Attribut_name>Duvod_zmeny</Attribut_name>
<Attribut_value>Zapomenuti_hesla</Attribut_value>
</Product>

Where:

Attribut_name = Duvod_zmeny / fixed string
Attribut_value = Zapomenuti_hesla
Attribut_value = Zmena_znameho_hesla

<Product>
<ProductCode>DS0010</ProductCode>
<Attribut_name>Heslo</Attribut_name>
<Attribut_value>00004554</Attribut_value>
</Product>

Where:

# Outgoing call baring using password
# Omezeni odchozich hovoru ucastnikem pres heslo

Attribut_name = Heslo / fixed string
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Attribut_value = heslo # password is inserted here
Syntax <ProductList>
<Product>
<ProductCode>DS0010</PotGode>
<Attribut_name>Heslo<#4ut name>
<Attribut_value>0001114but value>
</Product>
<Product>
<ProductCode>DS0009</Rm@ode>
<Attribut_name>Typ_omez&Attribut_name>
<Attribut_value>1</Atttib value>
</Product>
<Product>
<ProductCode>DS0004<patdu
</Product>
</ ProductList>
DTD Source <IELEMENT ProductList (Product+)>

<!--Seznam produktu-->

<IELEMENT Product (ProductCode, Attribut_name, Attt_value)>

<!--Vlastnosti produktu-->

<IELEMENT ProductCode ( #PCDATA) >

<!--produktovy kod WLR-->

<IELEMENT Attribut_name ( #PCDATA) >

<!--jmeno atributu produktu WLR-->

<IELEMENT Attribut_value ( #PCDATA) >

<!l--hodnota atributu produktu WLR-->

3.4.12 Rejection

<rejectionCode>
Description Code indicating the reason why a message or fiergjcted.

See the chapter on error handling for a list afesoand their description
Content String datatype, alphanumeric, min length = 1, feagth = 4
Parent <npReject>, <cpsReject>, <fileReject>,<wirReject>
Syntax <rejectionCode>

string datatype

</rejectionCode>

DTD Source <IELEMENT rejectionCode(#PCDATA)>

<!--Kod odmitnuti-->

<rejectionDescription>

Description Description of the reason why a message was rejecte

See the chapter on error handling for a list afesoant there description
Content String datatype, alphanumeric, min length = 1, heaxgth = 50
Parent <npReject>, <cpsReject>, <fileReject>,<wirReject>
Syntax <rejectionDescription>

string datatype

</rejectionDescription>

DTD Source <IELEMENT rejectionDescription (#PCDATA)>
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<rejectionParameter>
Description Additional parameter to indicate the reason whyessage was rejected.
Content -String datatype, alphanumeric, min length = 1, theagth = 200
Parent <npReject>, <cpsReject>
Syntax <rejectionParameter>
string datatype

</rejectionParameter>

DTD Source <IELEMENT rejectionParameter(#PCDATA)>

3.4.13 Message attributes

specification

Attributes provide a means of associating simpéperties with elements.

orderNr

Description

Unique identification for each individual ordera operator

Each individual NP PROVIDE, CPS PROVIDE or RETURNMNBER
message has a new order number. All other messafgedo existing
ordernumbers.

Cislo objednavky
Each individual WLR Provide, WLR Modify, WLR Termate NUMBER
message has a new order number. All other messaigego existing

ordernumbers. WLR orders have different number &irim NP,CPS

Cislo objednavky

Content

NP,CPS Orders:

String datatype

Position 1 O

Positon 2 to 9: numeric, pending zero’s

Example: O00000012

Note: the O is needed for correct usage of the Xdiield
WLR Orders:

String datatype

Position 1 W

Positon 2 to 9: numeric, pending zero’s

Example: W00000012

Note: the O is needed for correct usage of the Xditield

IF NP,CPS,WLR orders are sent in one ORDR file,@@sdvith O sequence
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first.
Example how mixed NP,CPS,WLR orders are sent in RRI@:

000000012
000000013
000000014
WO00000006
WO00000007

Field constrains

The orderNr must have an ascending sequence, ekeepiaximum is
reached, and a rollover is required.

Gaps are allowed.

It is possible that two operators use the sameroutieber, only the
combination with recipientOperatorID or cpsOperat@kes it unique!

Attribute spec

orderNr ID #REQUIRED

Note:

The ID type makes the orderNr unique throughoutdh. document (so
the whole file).

In the case of Subsequent Port CDATA is used, ablenmultiple of these
message types on one

OrderNr within an XML document.

In the case of npAbort CDATA is used, to enablepReject and npAbort
on the same order in one file.

sequenceNr

Description Each message for a single order has the samemuddyer but has unique
sequence number.
Poradove cislo zpravy

Content Sring datatype, numeric, min length = 1, max length

Attribute The sequence number must be in ascending ordettvétprior message

requirements

with the same order number sent by the same operato

Gaps are allowed.

Each operator assigns its own sequence numbernsendently of other
operator(s) involved in the ordering process iaeheoperator is using its
own number sequence.

Attribute spec

sequenceNr CDATA #REQUIRED

refSequenceNr

Description Refers to the SequenceNumber of the message thgédcsed or accepted
Referencni poradové cislo

Content String datatype, numeric

Attribute spec

refSequenceNr CDATA #REQUIRED

complexOrder

Description

| Indicates if this specific order is a complex @imple order
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Slozita objednavka

Content

Possible values: yes, no

Attribute spec

ComplexOrder (yes | no) #REQUIRED

refType

Description Contains the reference to the file type being sxfeed by respective
fileAccept/fileReject message.

Content Possible values: ORDR, RSLT, VLDT

Attribute spec

refType (ORDR | RSLT | VLDT) #REQUIRED
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4 Error handling

4.1 Error handling principles

1. If the received file can not be processed dudéaefirors, a file of the type 'File
acvknowledge/reject’ will be sent back by stattusiness day 1 containing a fileReject message

2. Service orders over the access provider's or logpegator’s daily order processing capacity
(Quota rejection) will be rejected with a cpsRejgchpReject message by
Start of Business Day 1.

3. When there is an error in the order, the operdtall be sent a cpsReject or npReject message.
Error orders shall be detected and rejected byD@wo business days from when service order
request is sent).

4. The validation file sent at 09.00 will contain erd rejected due to validation errors, however
only those where order validation is completed f®ethe submission of the file. Rejected orders
processed after the submission of this file willskat either by 18:00 on Day 1 or at the latgst b
18:00 on Day 2.

5. Errors which are a result of the technical investan of an NP order (errors in the directory
number/DDI range) will be reported by Day from Refe offer O2.

6. If the contract cancellation CAF for an NP ordendd received by the losing operator within
business days descripted on Referenc offer OZetpective NP order is rejected.

7. If multiple mandatory parameters are missing tHemessing mandatory parameters will be
identified in the npReject or cpsReject messageo iinandatory parameters are missing then all
syntax related errors will be identified in the gt or cpsReject message.

If there are no syntax errors in the NP order #leDNs will be verified and identified in the
npReject message in case of any problems.

Otherwise, the npReject or cpsReject messageatiglidentify the first parameter/field that
contains an error
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CPS Access
operatof provider
File containing cpsProvide
Day 0 COB

If file error: fileReject

If quota error: cpsReject

cpsReject: known validation error
(as far as completed)

Day 1 SOB
If other error: cpsReject
Day 2 COB No error: cpsAcceptt
Day 7 Service activation:cpsActivatefi
(on/by)

4.1.1 Rejection categories

The rejections are grouped in the following catesgpor

» File format general problems with the receiviesl f
* Quota guota is exceeded

* Field constraints error(s) in individual fields

e Operator operator not valid

» Logic of order orders not in line with agreed piples
e Customer customer data in message incorrect
« CAF Customer cancellation form

» Directory number/DDI number data in message inobrre

4.1.2 Rejection codes

The following pages contain a list of rejectionsgible,
The list contains the following columns:
» Constraints/requirements the constraint this rigjaatode can be a result of

* Message the message(s) this constraint applies to
* Rejection code code indicating rejection reason

* Rejection description description of the rejectieason

* Rejection parameter parameter(s) which were m&gject

The rejection code’s first letter indicates the category.

NP Rejection codes table
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Constraints/requirements Message Rejection
Code | Description | Parameter

File format
The file must be a well-formed | flat file X001 | XML not well formed or | none
XML document, and in line with DTD error
the DTD.
The content of the <header> mustiat file X002 | Header error none
be correct.
The systems date of the file on | flat file X003 | Wrong date none
the HTTP server of the operator
receiving a file must be equal to
the date in the header/filename.
The flat file can only contain the| flat file X004 | Unexpected message none
message-types specified.
Quota
An individual service order cpsProvide | Q001 | Order quota exceeded | none
message cannot exceed the accaggsProvide (for each individual
providers’ order processing npChange order)
capacity. wlirProvide

wirModify

Note: the order quotas principles
apply, as described in the PC
document.
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Field constraints

Mandatory fields

(If multiple mandatory fields
are missing, the parameter
field will contain all)

All

FOO1

Mandatory Field missing

Message ta
of field(s) that
is missing,

Multiplicity constraints

(If multiple fields have a
constraint error, the parameter
field will contain all fields)

All

F002

Cardinality error

Message tag
of field(s)

Field syntax constraints

(If multiple fields have a syntax
error, the parameter field will
contain all fields)

(Note: Field syntax constraints
are specified in the individual
field specifications)

All

FO03

Incorrect, invalid or
incomplete data

Message tag
or field(s)

Operator

The operator must be a register
operator (recipient, losing, dono
CPS operator, WLR operator)

Al
E

0001

Operator unknown

Operatorld

A recipient operator must have a cpsProvide

NP agreement with the donor
operator of the number involved
or agreement on the service.

npProvide
wlrProvide

0002

No service establishment

OperatorID

The CSC code provided in the
message must be a registered
CSC code

cpsProvide

0001

8 CSC code invalid

The CSC
code provided
in the
message mus
be a
registered
CSC code

4-4




IT 3.10
February 2015

Logic of order messages

The <order nr> in a provide cpsProvide | LOO1 | Out of sequence ordernumber none
message must be in ascending npProvide

order with previous order (but | wirProvide

gaps are allowed). wirModify

The <sequence number>ina | All LO02 | Sequence number out of none
message must be in ascending sequence

order with the previous message

Reference is only possible to apAll but LO03 Inappropriate message none
existing order (so no accept provide

before provide)

The <portActivationTime> in a | npProvide L0004 Port time invalid none
<npProvide> message must be

between 6 am and 10 pm

The <portActivationDate> in a | npProvide LO05 Port date invalid none
<npProvide> message must be

on day 15 (15 business days

from receipt of the npProvide).

Exception: if the

<portActivationDate> is a

Saturday or Sunday, Day 15

must be the last business day of

the week (in most cases Friday)

The <donorOperator> receiving npSubseque| LO0O6 | Sent to wrong operator none
a <subsequentPort> must ntPort

correct.

An <npChange> and npChange LOO7 npChange/npCancel receiyewne
<npCancel> message must be too late

received at least four business

days before current port date

The <newPortDate> in a npChange LO08 new Port date invalid none
<npChange> must be exactly 15

business days after the date this

message was sent (<dateSend>

in header).

Exception: if the

<portActvationDate> is a

Saturday or Sunday, Day 15

must be the last business day of

the week (in most cases ftiday)

The <newPorttime> in a NP npChange LO09 New Port time older then | none
Change must be later then current port time

current port time and be between

6 am and 10 pm

The order shall be rejected if thenpProvide LO10 | Service type incorrect none
request is for a GNP port of a

non-geographic number and vige

versa

The <complex order> indicator| cpsProvide | LO11 | Order complexity incorrect none

in a provide must be in line with npProvide

the actual content of the order
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The <donorOperator> receiving npReturnNu | LO12 | Sent to wrong operator none
a <npReturnNumber> must be| mber
correct.
Incorrect number cpsProvide| LO13 Phone number beginning
npProvide with 9
Incorret number for automatic | cpsProvide | LO14 | Access to public telephone
processing npProvide networks with an access code
service starting with 95, 972
973 and 974manual
processing
Customer
The customer must belong to thepsProvide | CO01 | Customer not known none
losing operator or access npProvide
provider receiving a message. | wirProvide
The customer must be allowed| npProvide C002 | Customer not subjected to|N®ne
to port (as defined in PC)
The <callinglinelD> in a cpsProvide | CO03 | Number not subjected to CRP®&one
message must be applicable tg wirProvide or WLR
CPS (as defined in [VPNPC]) ar
WLR
The customer must be allowed| cpsProvide | CO04 | Customer not subjected to | none
to subscribe to CPS (as defined wirProvide CPS or WLR
in [VPNPC]) or WLR
Valid subscriber has to be cpsProvide | C101 | Subscriber number (DN)
deliver npProvide does not exist/active or
wlirProvide Subscriber number (DN) and
Payer Reference Number dd
not match
Pending order due to change of cpsProvide | C102 | Pending order for change o
owner npProvide ownership
wlirProvide
Pending order due to cpsProvide | C103 | Pending order for change o
incompatibility of price plane | npProvide price plan incompatible with
with CPS wirProvide CPS
Valid customer data has to be | cpsProvide | C105 | Inconsistent Customer
real npProvide Information
wirProvide
Customer CAF
The customer contract npProvide C005 | Missing customer none
cancellation CAF for a NP cancellation CAF
Provide must be received by
day 10 (10 business days from
receipt of the message)
The customer contract npProvide C006 | Inconsistent information | none

cancellation CAF content must

between PROVIDE and
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be consistent with <npProvide> contract cancellation CAF
message.
The customer contract npProvide CO007 | Incorrect CAF or CVOP none
cancellation is incorect.
Directory Number/DDI
The <directoryNumber> or npProvide NOO1 | Sentto wrong operator none
<ddiRange> in a provide must
belong to the losing operator
The <directoryNumber> or npProvide NOO2 | Number has already been| director
<ddiRange> in a npProvide ported y
message may not be already number/
exported DDI
range
The <directoryNumber> or npProvide NOO3 | Number not subjected to NP director
<ddiRange> in a npProvide wirProvide or WLR y
message must be applicable to number/
NP or WLR DDI
range
An individual npProvide NOO4 | Cannot port individual director
<directoryNumber> of a number out of DDI range y
customer can not be ported out number
of an existing DDI range.
The <directoryNumber> or npProvide NOO5 | directoryNumber or DDI director
<ddiRange> in a npProvide wlirProvide range incorrect y
must be correct number/
DDI
range
Chybi MSN¢islo npProvide | NOO6 | Chybi MSNislo None
wlirProvide
Chybné MSNeislo npProvide NOO7 | Chybné MSNislo None
wirProvide
Duplicitni objednavka npProvide | NOO8 | Duplicitni objednavka None
wlirProvide
Chybi LLU Provide npProvide | NOO9 | Chybi LLU Provide None
wirProvide
WLR
It must be separated in advange  wilrProvideWO001 | Tariff in not valid or ordered
wirModify telephone number is part of|a
bundled services
Supplementary service is not WO002 | Supplementary service is not
valid or applicable to the servicewlrProvide valid or applicable to the
provided wirModify service provided
No WLR service on the wirModify WO003 | No WLR service on the
line/number line/number
Chybnécislo astnika wirModify W004 | chybné CLI
duplicitni objednavka wirModify WO005| duplicitni mijym
poZadavkem
Chybné referetni ¢islo wirModify WO006 | Chybné refereni ¢islo
NT¢ko v ndjmu wirModify WO007 | NE€ko v najmu
chybre uvedeny dastnik wirModify WO008 | chyb&uvedeny dastnik
nekompatibilni dogikova wirModify WO009 | nekompatibilni DS
sluzba
chybi DS nezbytn& pro wirModify WO010 | chybi DS nezbytn& pro

funkénost sluzby

funkénost sluzby
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neplatny CP wirModify WO011| neplatny CP

Pripojka je souasti wirModify WO012 | Fipojka je sodasti
nekompatibilniho bundlu nekompatibilniho bundlu
WLR nelze #idit k tomuto typu | wirModify W013 | WLR nelze #dit k tomuto
ptipojky typu gripojky

Other error wirModify W099 | Other error
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5 APPENDIX A: OUTAGE SITUATIONS (NP AND CPS)

The following business rules shall apply when aerafor experiences an outage of their

HTTPS server:

If the outage is resolved prior to 3:00 PM, orddsts than 30 minutes, it shall be the
responsibility of other operators to re-attemptsraission of their batch files at a later
time during the day.

If the outage occurs after, or extends beyond, BfiCand lasts for more than 30 minutes, the
operator shall extend the operating window of é@wer for two hours beyond COB.
Other operators shall then be responsible fortesvgiting their batch file transmissions
during this extended period.

If the operator is unable to restore the servgrsation and comply with the two-hour
extension requirement, the operator shall adjgshdustry quota limit to assist in
clearing the order backlog. The following businagdes shall apply for this process:

- The operator shall increase its overall indugtrgta limit by five percent for the next 20
business days.

- If the outage spans multiple days, the five peraedustry quota increase shall extend
an additional 20 business days for each additidaglof outage.

- It shall be the responsibility of other operatmr&ffectively use this increased quota
capacity to satisfy their business needs.

The operator will announce the extended operatimglow or adjustment of the quota by a
FAX message.
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6 APPENDIX B: INSTALLATION ADDRESS REFERENCES (NP
AND CPS)

The following two references describe standardisatif addresses in the Czech Republic:

A Ciselniky Ceské posty na: http://www.ceskaposta.cz/

1. Frehled adresnich mist
Jedna se o soustavu nize uvederiysblnilki jednoznané identifikujicich dodaci misto pro
adresovani zasilek. Rasemciselniky:

- Okresy s udaji: kod okresu a nazev okresu,

- Seznam obci a jejickasti s Udaji: kod okresu, kéd obce, nazev obceg&étl obce,
nézewtasti obce, vyuzitelné RSy obci, resp. ¥asti obce,

- Ulice obsahuijici fehled v3ech ulic v obcich a jeji¢stech \CR s Gdaji: kod obce,
kod ¢asti obce, kdd ulice, nazev ulice, vyuzitelndR&ulici (u ulic, které maji vice
vyuzitelnych P8 neZ jedno je polozka BShevyplrena), givodni nazev ulice,
méstsky obvod,

- Adresy s Udaji: kéd obce, k@asti obce, kod ulice, kdd adresyslo
popisné/evideni, &islo orient&ni, P adresygiselnik. Rehled post \CR s Udaiji:
néazev posty, RS kod a nazev okresu.

2. P organizaci )
Soubor obsahuje tyto Udaje: @$ridélena vybranym organizacim, ndzev organizatso
prihradky nebo adresa, ndzev dodavaci posty, kddokre

3. PS v ulici |

Soubor obsahuje seznam v3ecl{ RSc, v nichZ je evidovana alespgedna adresa.
Strukturaciselniku: kod okresu, kéd obce, nazev obce,dé&di obce, nazesasti obce, kod
ulice, nézev ulice, vyuZitelné PS(vyplnéno pouze u ulic, které maji pouze jedno vyuZzitelné
PC)

4. PS v ulici Il

Soubor obsahuje seznam adres v ulicich, u nichZife vice nez jedno RS
Strukturaciselniku: kod okresu, kéd obce, nazev obce,dé&di obce, nazesasti obce, kod
ulice, nazev ulice, kdd adresyslo popisné/evidemi, &islo orientani, vyuZitelné P& v
ulici.

5. P v ulici Il

Soubor obsahuje v§bze seznamu ulic a k nintipludejicich PS, kdy v jedné obci existuje
vice PS, ale pro celou ulici plati jediné PSStrukturatiselniku: kod okresu, kéd obce,
néazev obce, kodasti obce, nazetésti obce, kod ulice, nazev ulice, vyuzitelndRaulici.

B, MINISTERSTVO PRO MISTNi ROZVQOJ: http://www.mmr.c z/:

Uzemre identifikacni registr zakladnich sidelnich jednotek
Vyhledavani dle nazvu obce a dle okresu.
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7 APPENDIX C: DDI numbering

7.1 Detailed Number rules for Ordering CPS over DDI  services

The new numbering plan for the Czech Republic atsisif 9 numbers since BBeptember 2002)

v

< Prefix

For the purposes of representing a DDI Prefix @P$ order the number has the following structure
(from left to Right):

1. National Destination Code (NDC) is the first 1 adigits
2. Prefix is the next 2 to 7 Digits

The remaining digit(s) should not be presentethé@DI Prefix in a CPS order.

02 provides DDI ranges in block sizes of 10, 1@ma, 10000 and 100000 numbers. Therefor a DDI
prefix in a CPS order must be between 4 and 8gigitg.

Example 1

A customer in Prague has purchased a DDI rang@@hlimbers, the whole range is active on the
network. A valid dialling sequence to the customeuld consist of:

NDC =2

Prefix = 234567
Remaining Digits 00 to 99

The DDI Prefix in a CPS order should be seven gliging as follows: 2234567

Example 2

A customer in Prague has purchased a DDI rangé@¥@ numbers, the whole range is active on the
network. A valid dialling sequence to the customeuld consist of:

NDC =2
Prefix = 4567
Remaining Digits 0000 to 9999

The DDI Prefix in a CPS order should be five diditsg as follows: 24567
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7.2 Sub-Ranges and The Customer’s Active DDI Range

Customer’s may ask for the whole range or for aariges to be activated. If only a sub-range is activ
then a DDI block Id is used to identify the actblecks. A DDI block id a single digit ‘0’ throug!9".
A service could have several sub-ranges active.

The DDI prefix in a CPS order should be the ND@&fiRrand DDI Block Id of one of the active DDI
sub-ranges.

Example 3

A customer in Prague has purchased a DDI rangé@3 humbers but only 3 sub-ranges are active.
The table below shows the active ranges.

NDC Prefix DDI Block Id Remaining Digits

2 56789 0 Not Active
2 56789 1 00 to 99

2 56789 3 Not Active
2 56789 4 00 to 99

2 56789 5 Not Active
2 56789 6 00 to 99

2 56789 7 Not Active
2 56789 8 Not Active
2 56789 9 Not Active

A valid dialling sequence to the customer wouldsisinof:

NDC =2

Prefix = 56789

DDl blockld=1or4 or6
Remaining Digits 00 to 99

The DDI Prefix in a CPS order should be seven gliging as follows: 2567891 or 2567894 or
2567896. Any one of the DDI prefixes shown willuksn the whole of the service having CPS
applied. An order showing any other number as tbé@efix would be rejected as not a valid
number.
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8 APPENDIX E: DTD DISTRIBUTION AND CHANGE

MANAGEMENT (NP AND CPS)

The DTD will be stored on a secured WEB serverctitan only be accessed (read only) by
licenced operators.
One of the menbers of APVTS will control the acaggists.

Change management principles

PowpbdPE

oo

© N

9.

The inter-operator interface document and the Dilebwill be maintained by O2.
Operators can issue change requests on the dodirénto O2 via APVTS meetings
02 will analyze the impact of the change requegherinterface specification.

The received change requests + analysis will telolised among operators. All
operators will analyze the impact on their spediiterface.

A regular APVTS meeting (frequency to be decideill)decide if the change request is
accepted, and in which version of the document/Didchange will be implemented

It is proposed to have a new version of the docwddm® no more then two times a year
Anouncements of new versions of the DTD will betsea e-mail to all licensed
operators with access to the DTD file on the APWil&b server.

The DTD will get a version number in the headastfversion: 1.0)

The implementation/and testing of the new interfdaeument/DTD will be specifically
planned for each new version.

According to the plan described in 7) a new vergibthe DTD will be installed on the
APVTS web server

10. Both the document and the DTD will hold a changg lo
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9 APPENDIX F: HANDLING FRAUDULENT ORDERS (NP AND CP S)

The following business rules shall apply for detegtind responding to fraudulent CPS
orders:

The batch file acknowledgment sent by the Accessiéer shall be used by the CPS operator to
detect fraudulent transmissions of batch files. GPS operator receives a batch file
acknowledgment that it was not expecting, it shalthe responsibility of the CPS operator to
detect these fraudulent transmissions and immeyiatdify the Access Provider.

The ACTIVATE message sent by the Access Providell Sle used by the CPS operator to detect
fraudulent insertion of individual CPS orders iatbatch file. If a CPS operator receives an
ACTIVATE message that cannot be matched to a qooreding PROVIDE message, it shall
be the responsibility of the CPS operator to ddtexte fraudulent orders and immediately
notify the Access Provider.

In both of the above cases, the Access Providdirattempt to reverse the fraudulent orders.

9-1




IT 3.10
February 2015

10 APPENDIX G: BRIEF EXPLANATION ON DTD NOTATION (N P
AND CPS)

A Document Type Definition (DTD) describes the graarn of the language defined, and ensures that
a document can provide a parser with meta-infolgnadbout the content of the document. Meta-
information defines the permitted sequence andneesf tags, attribute values with their types and
default values, the names of external files whicly foe referred to, formats of external (non-XML)
data that can be used, and entities.

Products of the W3C XML Activity can be found on ww3.org/xml.

A DTD can be explicitly written into the headerasf XML document or can consist of a reference. A
combination of reference and inclusion in the he&lealso possible.

Element declarations.
These indicate the names and content type of émeglts. For example:
<IELEMENT book (title, subtitle?, author+)>
This example indicates that the element ‘book’ @iaof the content: title, subtitle (where reletyan
and one or more authors. The elements named itotitent of an element must also be specifically
declared as elements (in this case: title, suldiikd author).
Instead of the ', 'separator between elementsadl$bcan be used, to indicate a choice.
Entity declarations.
These can be used to associate a name with ari@gerent in the document; they are actually
macros, therefore. Entity declaration can involyeeze of regular text (abbreviation), part of the
document type declaration (import), or a referaican external file that contains text or binaryada
A number of examples:

<IENTITY ATI “ArborText, Inc.”>

<IENTITY boilerplate SYSTEM “/standard/legalnotigenl’>

<IENTITY ATllogo SYSTEM “/standard/logo.gif” NDATAGIF*&A>

Notation declarations

These identify specific types of external binaryadd he information is passed on to the processing
application, which can use it in whatever way guiees. For example:

<INOTATION GIF87A SYSTEM “GIF">

Optionality ina DTD

Optionality of an element "element” is indicated as

Element occurrence of element is 1
Element? occurrence of elementis 0 or 1
Element+ occurrence of element is 1 or more
Element* occurrence of element is 0 or more
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Naming conventions

Names consist of a maximum of 4 words joined tdedber without spaces, the first word beginning
with a low letter and the following words beginnwgh a capital letter. This is called
"lowerCamelCase". Use “lowerCamelCase” for prdpertreferences, etc.

For example: <dateDue>.
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11 APPENDIX H: DTD

)
ok

C:\
_CONTECH_PROJEK1

<IELEMENT installatioFirstName ( #PCDATA ) >
<IELEMENT installatioSurname ( #PCDATA ) >
<IELEMENT installationCompanyName ( #PCDATA ) >
<IELEMENT installationdescription ( #PCDATA ) >
<IELEMENT minspeed ( #PCDATA) >
<IELEMENT newActivationDate ( date ) >
<IELEMENT newActivationTime ( time ) >
<IELEMENT postCode ( #PCDATA ) >
<IELEMENT servicelnstallationOwner ( (installatio®ame, installatioFirstName) |
(installationCompanyName, icoNumber) ) >
<IELEMENT speedAccept ( #PCDATA) >
<IELEMENT streetName ( #PCDATA ) >
<IELEMENT time ( #PCDATA) >
<IELEMENT uircode ( #PCDATA) >
<IELEMENT billingaccount ( #PCDATA ) >
<IELEMENT city (#PCDATA) >
<IELEMENT citySection ( #PCDATA ) >
<IELEMENT contactName ( #PCDATA) >
<IELEMENT contactPerson ( #PCDATA ) >
<IELEMENT contactemail ( #PCDATA) >
<IELEMENT district (#PCDATA) >
<IELEMENT speedRequired ( #PCDATA) >
<IELEMENT expectedActivationDate ( date ) >
<IELEMENT expectedActivationTime ( time ) >
<IELEMENT newPortTime (time)>
<IELEMENT serviceContractOwner ((ownerSurname, oiiitatName) | ownerCompanyName)>
<IELEMENT serviceDisconnectionTime (time)>
<IELEMENT installationAddress ( uircode?,((houset@md, housenumberB) | housenumberA |
housenumberB), streetName, city, citySection?ridispostCode, contactName?, contactPerson?,
contactemail?, installationdescription?, speedRed@i)>
<IELEMENT newPortDate (date)>
<IELEMENT operatorID (#PCDATA)>
<IELEMENT preActivated (cpsOperator, callingLinet®)
<IATTLIST preActivated
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT header (toOperator, fromOperator, file€ymessageCount, timeSent, dateSent)>
<IELEMENT cpsActivated (cpsOperator, callingLinetbd)
<IATTLIST cpsActivated
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT serviceDisconnectionDate (date)>
<IELEMENT housenumberB (#PCDATA)>
<IELEMENT housenumberA (#PCDATA)>
<IELEMENT fileType (#PCDATA)>
<IELEMENT cpsReject (cpsOperator, rejectionCodgationDescription?, rejectionParameter*)>
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<IATTLIST cpsReject
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT icoNumber (#PCDATA)>
<IELEMENT ddiRange (ddiRangeStart, ddiRangeEnd)>
<IELEMENT npAbort (recipientOperator, losingOpengto
<IATTLIST npAbort
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT timeSent (time)>
<IELEMENT fileAccept (refTimeSent, refDateSent)>
<IATTLIST fileAccept
refType (ORDR | RSLT | FLAC | VLDT | LLUORDR | LIRBLT | LLUFLAC | LLUVLDT)
#REQUIRED
>
<IELEMENT acknFile (header, (fileAccept | fileRefEg>
<IELEMENT rejectionCode (#PCDATA)>
<IELEMENT ownerSurname (#PCDATA)>
<IELEMENT messageCount (#PCDATA)>
<IELEMENT callingLinelD (#PCDATA)>
<IELEMENT resultFile (header, (npReject | cpsRejagisAccept | npAccept | npAbort |
nplDcheckResp | cpsActivated | preActivated | pjette¢ preAccept | wirAccept | wirReject |
wirComplete)*)>
<IELEMENT npPortComplete (recipientOperator, lo<hygerator)>
<IATTLIST npPortComplete
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT portActivationTime (time)>
<IELEMENT refDateSent (date)>
<IELEMENT portActivationDate (date)>
<IELEMENT directoryNumber (#PCDATA)>
<IELEMENT npChange (recipientOperator, losingOperatewPortDate, newPortTime)>
<IATTLIST npChange
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT ddiRangeStart (#PCDATA)>
<IELEMENT ownerCompanyName (#PCDATA)>
<IELEMENT cscCode (#PCDATA)>
<IELEMENT losingOperator (operatoriD)>
<IELEMENT preAccept (cpsOperator, billingperiod)>
<IATTLIST preAccept
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT ownerFirstName (#PCDATA)>
<IELEMENT cpsProvide (cpsOperator, cscCode, setuirgractOwner, installationAddress,
customerReferenceNumber, icoNumber?, callingLineID)
<IATTLIST cpsProvide
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
cpsServiceType (nat | intl | both) #REQUIRED
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complexOrder (yes | no | Yes | No) #REQUIRED

pre (true | false) #IMPLIED

invoice (true | false) #IMPLIED
>
<IELEMENT npAccept (recipientOperator, losingOpergt
<IATTLIST npAccept

orderNr CDATA #REQUIRED

sequenceNr CDATA #REQUIRED

refSequenceNr CDATA #REQUIRED
>
<IELEMENT npCancel (recipientOperator, losingOpergt
<IATTLIST npCancel

orderNr CDATA #REQUIRED

sequenceNr CDATA #REQUIRED
>
<IELEMENT customerReferenceNumber (#PCDATA)>
<I[ELEMENT dateSent (date)>
<IELEMENT fileReject (refTimeSent, refDateSent,e&jonCode, rejectionDescription)>
<IATTLIST fileReject

refType (ORDR | RSLT | FLAC | VLDT | LLURDR | LLURSLT | LLUFLAC | LLUVLDT)

#REQUIRED
>
<IELEMENT fromOperator (operatoriD)>
<IELEMENT preTerminate (cpsOperator, cscCode, se@ontractOwner, installationAddress,
customerReferenceNumber, icoNumber?, callingLineID)
<IATTLIST preTerminate

orderNr CDATA #REQUIRED

sequenceNr CDATA #REQUIRED

cpsServiceType (nat | intl | both) #REQUIRED

complexOrder (yes | no | Yes | No) #REQUIRED
>
<IELEMENT npReturnNumber (recipientOperator, donpe@ator, (directoryNumber | ddiRange),
serviceDisconnectionDate, serviceDisconnectionTime)
<IATTLIST npReturnNumber

orderNr CDATA #REQUIRED

sequenceNr CDATA #REQUIRED
>
<IELEMENT rejectionParameter (#PCDATA)>
<IELEMENT orderFile (header, (cpsProvide | npPrevichpCancel | npChange | npPortComplete |
npSubsequentPort | npReturnNumber | nplDcheckPrpviae | preTerminate | wirProvide |
wirTerminate | wirModify)*)>
<IELEMENT validateFile (header, (npReject | npIDckieesp | cpsReject | preReject)*)>
<IELEMENT rejectionDescription (#PCDATA)>
<IELEMENT toOperator (operatoriD)>
<IELEMENT cpsOperator (operatoriD)>
<IELEMENT npReject (recipientOperator, losingOperatejectionCode, rejectionDescription?,
rejectionParameter*)>
<IATTLIST npReject

orderNr CDATA #REQUIRED

sequenceNr CDATA #REQUIRED

refSequenceNr CDATA #REQUIRED
>
<IELEMENT npProvide (recipientOperator, losingOgeraserviceContractOwner,
installationAddress, customerReferenceNumber, icob&r?, (directoryNumber+ | ddiRange+),
nplDinfo?, nplDattachment?, portActivationDate, dativationTime)>
<IATTLIST npProvide

orderNr CDATA #REQUIRED
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sequenceNr CDATA #REQUIRED
npServiceType (geog | non_geog) #REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
hasLLU (true | false) #IMPLIED
>
<IELEMENT recipientOperator (operatoriD)>
<IELEMENT preReject (cpsOperator, rejectionCod@atonDescription?, rejectionParameter*)>
<IATTLIST preReject
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT nplIDinfo (npID, splDout?, spIDin? ) >
<IELEMENT npID (#PCDATA) >
<IELEMENT splDout (#PCDATA) >
<IELEMENT spIDin (#PCDATA) >

<IELEMENT nplDattachment (attachment) >
<IELEMENT attachment (#PCDATA)>  <!-- base6dABiy -->

<IELEMENT nplDcheck (recipientOperator, losingOpera npIDnumber, directoryNumber)
>
<IATTLIST nplDcheckorderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT nplIDcheckResp (recipientOperator, losimg@ator , npIDnumber, directoryNumber,
nplDcorrect) >
<IATTLIST npIiDcheckResp orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>

<IELEMENT npIDnumber (#PCDATA) >

<IELEMENT nplIDcorrect (#PCDATA) >
<IATTLIST nplDcorrect resp (Y|N) #REQUIRED>

<IELEMENT cpsAccept (cpsOperator)>
<IATTLIST cpsAccept
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT npSubsequentPort (recipientOperator, doperator, losingOperator,
(directoryNumber | ddiRange))>
<IATTLIST npSubsequentPort
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT date (#PCDATA)>
<IELEMENT donorOperator (operatoriD)>
<IELEMENT ddiRangeEnd (#PCDATA)>
<IELEMENT refTimeSent (time)>
<IELEMENT billingperiod (#PCDATA)>
<IELEMENT preProvide (cpsOperator, cscCode, sefvggractOwner, installationAddress,
customerReferenceNumber, icoNumber?, callingLineID)
<IATTLIST preProvide
orderNr CDATA #REQUIRED
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sequenceNr CDATA #REQUIRED
cpsServiceType (nat | intl | both) #REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
invoice (true | false) #IMPLIED
>
<IELEMENT CeaseForReturnLine (lluOperator, looplD)>
<IATTLIST CeaseForReturnLine
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT PSDMask (#PCDATA)>
<IELEMENT lluLQM (lluOperator, callingLinelD, refQterNr, submitDate, submitTime)>
<IATTLIST lluLQM
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
IUCOS(A|B|C|D|E|F|G)#REQUIRED
loops CDATA #IMPLIED
>
<IELEMENT LLUvalidateFile (header, (lluReject)*)>
<IELEMENT MDFID (#PCDATA)>
<IELEMENT lluLQI (lluOperator, customerReferenceNbien, callingLinelD, submitDate,
submitTime)>
<IATTLIST lluLQlI
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
IUCOS(A|B|C|D|E|F|G)#REQUIRED
loops CDATA #IMPLIED
>
<IELEMENT lluChangeCOS (lluOperator, loopID)>
<IATTLIST lluChangeCOS
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
currentCOS (A|B|C|D|E|F|G)#REQUIRED
newCOS (A|B|C|D|E|F|G)#REQUIRED
>
<IELEMENT lluReturnLine (lluOperator, loopID)>
<IATTLIST lluReturnLine
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT lluAbort (lluOperator)>
<IATTLIST lluAbort
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT lluConvert (lluOperator, callingLinelDpbpID, convertDate, convertTime)>
<IATTLIST lluConvert
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
lluServiceType (PPV | PPVNP) #REQUIRED
IUCOS(A|B|C|D|E|F|G)#REQUIRED
>
<IELEMENT lluChange (lluOperator, orderActivationf@a orderActivationTime)>
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<IATTLIST lluChange
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT lluSlaChange (lluOperator, SLALevel, |day)>
<IATTLIST lluSlaChange
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT correlation (callingLinelD, MDFID?, rejéionCode?, rejectionDescription?)>
<IELEMENT lluComplete (lluOperator, loopID, loopl32looplD37?)>
<IATTLIST lluComplete
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT correlationsList (correlation+)>
<IELEMENT lluCancel (lluOperator)>
<IATTLIST lluCancel
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT lluAccept (lluOperator, PSDMask?, MDFID??)
<IATTLIST lluAccept
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT loops (#PCDATA)>
<IELEMENT convertTime (time)>
<IELEMENT loopID (#PCDATA)>
<IELEMENT loopID2 (#PCDATA)>
<IELEMENT loopID3 (#PCDATA)>
<IELEMENT LLUacknFile (header, (fileAccept | filefeet)*)>
<IELEMENT lluMDFQuery (lluOperator, CLIList)>
<IATTLIST lluMDFQuery
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT lluOrderFile (header, (lluProvide | lluBideB | lluconfirm | lluTransfer | lluConvert |
lluChangeCOS | lluReturnLine | lULQI | lULQM UMDFQuery | ceaseForTransfer |
CeaseForReturnLine |
lluSlaChange | lluChange | lluCancel | luComptgte)
<IELEMENT lluTransfer (recipientOperator, customef@&enceNumber, callingLinelD, loopID,
HDFPairNumber, MDFID, orderActivationDate, orderAettionTime)>
<IATTLIST lluTransfer
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
lluServiceType (PPV | PPVM | SPV | SPVM | PPVNIPYNPM) #REQUIRED
IUCOS(A|B|C|D|E|F|G)#REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
loops CDATA #IMPLIED
>
<IELEMENT convertDate (date)>
<IELEMENT llulnstallationComplete (lluOperator, IptD, looplD2?, looplD3?, HDFPairNumber,
HDFPairNumber2?, HDFPairNumber3?, MDFID, orderAatisnDate, orderActivationTime)>
<IATTLIST llulnstallationComplete
orderNr CDATA #REQUIRED
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sequenceNr CDATA #REQUIRED
RefSequenceNr CDATA #REQUIRED
>
<IELEMENT LLUresultFile (header, (lluAccept | lluRet | lluAbort | luMDFResponse |
llulnstallationComplete | lluinformation | lludaitee | lluSlaActivated)*)>
<IELEMENT HDFPairNumber (#PCDATA)>
<IELEMENT HDFPairNumber2 (#PCDATA)>
<IELEMENT HDFPairNumber3 (#PCDATA)>
<IELEMENT CLI (callingLinelD, customerReferenceNugmip>
<IELEMENT CLIList (CLI+)>
<IELEMENT lluMDFResponse (lluOperator, correlatibist)>
<IATTLIST lluMDFResponse
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT lluReject (lluOperator, MDFID, rejectioride, rejectionDescription,
rejectionParameter)>
<IATTLIST lluReject
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<IELEMENT orderActivationTime (time)>
<IELEMENT lluOperator (operatoriD)>
<IELEMENT submitTime (time)>
<IELEMENT lluProvide (lluOperator, customerRefereidumber, callingLinelD+, HDFPairNumber,
HDFPairNumber2?, HDFPairNumber3?, MDFID, SLALevafjerActivationDate,
orderActivationTime)>
<IATTLIST lluProvide
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
complexOrder (yes | no | Yes | No) #REQUIRED
lluServiceType (PPV | PPVM | SPV | PPVNPM | PPVHEREQUIRED
IUCOS(A|B|C|D|E|F|G)#REQUIRED
IuLQMOrderNr CDATA #IMPLIED
loops CDATA #IMPLIED
>
<IELEMENT lluProvideB ( lluOperator, billingaccounhtminspeed?, SLALevel?,
servicelnstallationOwner, installationAddress,
expectedActivationDate, estgdActivationTime ) >
<IATTLIST lluProvideB lluCOS (A |B | C | D | E ||FG) #REQUIRED >
<IATTLIST lluProvideB lluServiceType (PPV | PPVNEPV | SPVM | PPVNP | PPVNPM | PPVB)
#REQUIRED >
<IATTLIST lluProvideB orderNr CDATA #REQUIRED >
<IATTLIST lluProvideB sequenceNr CDATA #REQUIRED >

<IELEMENT lluconfirm ( lluOperator, HDFPairNumbdv|DFID ) >
<IATTLIST lluconfirm orderNr NMTOKEN #REQUIRED >
<IATTLIST lluconfirm refSequenceNr NMTOKEN #REQUIRE>
<IATTLIST lluconfirm sequenceNr NMTOKEN #REQUIRED >

<IELEMENT lludatetime ( lluOperator, newActivatiorie, newActivationTime ) >
<IATTLIST lludatetime orderNr CDATA #REQUIRED >

<IATTLIST lludatetime refSequenceNr CDATA #REQUIRED

<IATTLIST lludatetime sequenceNr CDATA #REQUIRED >
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<IELEMENT lluinformation ( lluOperator, MDFID, speéccept ) >
<IATTLIST lluinformation orderNr CDATA #REQUIRED >
<IATTLIST lluinformation refSequenceNr CDATA #REQRED >
<IATTLIST lluinformation sequenceNr CDATA #REQUIRED

<IELEMENT lluSlaActivated ( lluOperator, SLALevdhopld) >
<IATTLIST lluSlaActivated orderNr CDATA #REQUIRED >
<IATTLIST lluSlaActivated refSequenceNr CDATA #REQRED >
<IATTLIST lluSlaActivated sequenceNr CDATA #REQUIRE>

<IELEMENT SLALevel (#PCDATA)>

<IELEMENT orderActivationDate (date)>
<IELEMENT submitDate (date)>
<IELEMENT ceaseForTransfer (losingOperator, loogUD)FID, PSDMask)>
<IATTLIST ceaseForTransfer
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<IELEMENT refOrderNr (#PCDATA)>

<IELEMENT wiIrProvide (wlrOperator, customerRefereMumber, callingLinelD,
serviceContractOwner, installationAddress, icoNuribtariff, ProductList)>
<IATTLIST wirProvide
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<!I--zrizeni WLR-->
<IELEMENT wirModify (wlrOperator, customerRefereridember, callingLinelD,
serviceContractOwner, installationAddress, icoNurbtariff, ProductList)>
<IATTLIST wirModify
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<l--zmena WLR-->
<IELEMENT wirTerminate (wlrOperator, customerRefeceNumber, callingLinelD,
serviceContractOwner, installationAddress, icoNurippe
<IATTLIST wirTerminate
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
>
<!--zruseni WLR-->
<IELEMENT wirReject (wlrOperator, rejectionCodejaetionDescription?)>
<IATTLIST wirReject
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<!--Odmitnuti WLR-->
<IELEMENT wirAccept (wlrOperator)>
<IATTLIST wirAccept
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<I--Accept WLR-->
<IELEMENT wirComplete (wirOperator, CompleteDateyrplete Time)>
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<IATTLIST wirComplete
orderNr CDATA #REQUIRED
sequenceNr CDATA #REQUIRED
refSequenceNr CDATA #REQUIRED
>
<!--Dokonceni WLR-->
<IELEMENT ProductList (Product+)>
<!--Seznam produktu-->
<IELEMENT Product (ProductCode, Attribut_name, Attt _value)>
<!--Vlastnosti produktu-->
<IELEMENT wirOperator (operatoriD)>
<I--Operator WLR-->
<IELEMENT CompleteDate ( date ) >
<!--datum ukonceni WLR-->
<IELEMENT CompleteTime ( time ) >
<l--cas ukonceni WLR-->
<IELEMENT tariff (#PCDATA) >
<!--tarif WLR-->
<IELEMENT ProductCode ( #PCDATA) >
<!--produktovy kod WLR-->
<IELEMENT Attribut_name ( #PCDATA ) >
<!--jmeno atributu produktu WLR-->
<IELEMENT Attribut_value ( #PCDATA ) >
<!--hodnota atributu produktu WLR-->
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12 APPENDIX I: XML FILE EXAMPLES

12.1 ORDR

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE orderFile PUBLIC " "np_cps.dtd">
<orderFile>
<header>
<toOperator>
<operatorlD>202</operator|D>
</toOperator>
<fromOperator>
<operatorlD>212</operator|D>
</fromOperator>
<fileType>ORDR</fileType>
<messageCount>0006</messageCount>
<timeSent>
<time>16:30:01</time>
</timeSent>
<dateSent>
<date>2006-09-01</date>
</dateSent>
</header>
<npChange orderNr="000000003" sequenceNr="2">
<recipientOperator>
<operatorlD>212</operator|D>
</recipientOperator>
<losingOperator>
<operatorlD>202</operator|D>
</losingOperator>
<newPortDate>
<date>2003-05-09</date>
</newPortDate>
<newPortTime>
<time>11:30:00</time>
</newPortTime>
</npChange>
<cpsProvide orderNr="000000012" sequenceNr="1" cpsServiceType="both" complexOrder="no" pre="true">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<cscCode>1012</cscCode>
<serviceContractOwner>
<ownerSurname>Peter</ownerSurname>
<ownerFirstName>Bondra</ownerFirstName>
</serviceContractOwner>
<installationAddress>
<housenumberA>12</housenumberA>
<housenumberB/>
<streetName>Keplerova</streetName>
<city>Praha</city>
<citySection/>
<district>Praha 6</district>
<postCode>118 00</postCode>
</installationAddress>
<customerReferenceNumber>0123456789</customerReferenceNumber>
<callingLinelD>123123123</callingLinelD>
</cpsProvide>
<npProvide orderNr="000000013" sequenceNr="1" npServiceType="geog" complexOrder="yes" hasLLU="true">
<recipientOperator>
<operatorlD>212</operator|D>
</recipientOperator>
<losingOperator>
<operatorID>202</operator|D>
</losingOperator>
<serviceContractOwner>
<ownerCompanyName>ABC Consult</ownerCompanyName>
</serviceContractOwner>
<installationAddress>
<housenumberA/>
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<housenumberB>3</housenumberB>

<streetName>Sokolovska</streetName>

<city>Praha</city>

<district>Praha 2</district>
</installationAddress>
<customerReferenceNumber>0121212122</customerReferenceNumber>
<directoryNumber>123123124</directoryNumber>
<directoryNumber>123123125</directoryNumber>
<directoryNumber>123123126</directoryNumber>
<portActivationDate>

<date>2003-05-09</date>
</portActivationDate>
<portActivationTime>

<time>10:00:00</time>
</portActivationTime>

</npProvide>
<cpsProvide orderNr="000000014" sequenceNr="1" cpsServiceType="both" complexOrder="yes">

<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<cscCode>1012</cscCode>
<serviceContractOwner>
<ownerSurname>Peter</ownerSurname>
<ownerFirstName>Bondra</ownerFirstName>
</serviceContractOwner>
<installationAddress>
<housenumberA>12</housenumberA>
<housenumberB>100</housenumberB>
<streetName>Keplerova</streetName>
<city>Praha</city>
<citySection>Pohorelec</citySection>
<district>Praha 6</district>
<postCode>118 00</postCode>
</installationAddress>
<customerReferenceNumber>0123456789</customerReferenceNumber>
<callingLinelD>1231233</callingLinelD>

</cpsProvide>
<npReturnNumber orderNr="000000019" sequenceNr="1">

<recipientOperator>
<operatorlD>212</operator|D>
</recipientOperator>
<donorOperator>
<operatorlD>202</operator|D>
</donorOperator>
<directoryNumber>222111222</directoryNumber>
<serviceDisconnectionDate>
<date>2003-04-17</date>
</serviceDisconnectionDate>
<serviceDisconnectionTime>
<time>10:00:00</time>
</serviceDisconnectionTime>

</npReturnNumber>
<preProvide orderNr="000000015" sequenceNr="1" cpsServiceType="both" complexOrder="yes">

<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<cscCode>1012</cscCode>
<serviceContractOwner>
<ownerSurname>Peter</ownerSurname>
<ownerFirstName>Bondra</ownerFirstName>
</serviceContractOwner>
<installationAddress>
<housenumberA>12</housenumberA>
<housenumberB>100</housenumberB>
<streetName>Keplerova</streetName>
<city>Praha</city>
<citySection>Pohorelec</citySection>
<district>Praha 6</district>
<postCode>118 00</postCode>
</installationAddress>
<customerReferenceNumber>0123456789</customerReferenceNumber>
<callingLinelD>1231233</callingLinelD>

</preProvide>
</orderFile>
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12.2 RSLT

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE resultFile PUBLIC "" "np_cps.dtd">
<resultFile>
<header>
<toOperator>
<operatorlD>212</operator|D>
</toOperator>
<fromOperator>
<operatorID>202</operator|D>
</fromOperator>
<fileType>RSLT</fileType>
<messageCount>0007</messageCount>
<timeSent>
<time>16:45:01</time>
</timeSent>
<dateSent>
<date>2006-09-05</date>
</dateSent>
</header>
<npReject orderNr="000000003" sequenceNr="2" refSequenceNr="2">
<recipientOperator>
<operatorlD>212</operator|D>
</recipientOperator>
<losingOperator>
<operatorID>202</operator|D>
</losingOperator>
<rejectionCode>L007</rejectionCode>
<rejectionDescription>npChange received too late</rejectionDescription>
</npReject>
<npAbort orderNr="000000003" sequenceNr="3">
<recipientOperator>
<operatorlD>212</operator|D>
</recipientOperator>
<losingOperator>
<operatorID>202</operator|D>
</losingOperator>
</npAbort>
<cpsAccept orderNr="000000012" sequenceNr="1" refSequenceNr="1">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
</cpsAccept>
<cpsReject orderNr="000000013" sequenceNr="1" refSequenceNr="1">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<rejectionCode>C003</rejectionCode>
<rejectionDescription>Number not subjected to CPS</rejectionDescription>
</cpsReject>
<preReject orderNr="000000015" sequenceNr="1" refSequenceNr="1">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<rejectionCode>C003</rejectionCode>
<rejectionDescription>Number not subjected to CPS</rejectionDescription>
</preReject>
<cpsActivated orderNr="000000016" sequenceNr="2">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<callingLinelD>582396118</callingLinelD>
</cpsActivated>
<preActivated orderNr="000000017" sequenceNr="1">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<callingLinelD>582396118</callingLinelD>
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</preActivated>
<[resultFile>

12.3 VLDT

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE validateFile SYSTEM "np_cps.dtd">
<validateFile>
<header>
<toOperator>
<operatorlD>202</operator|D>
</toOperator>
<fromOperator>
<operatorID>255</operator|D>
</fromOperator>
<fileType>VLDT</fileType>
<messageCount>0002</messageCount>
<timeSent>
<time>08:47:11</time>
</timeSent>
<dateSent>
<date>2003-04-18</date>
</dateSent>
</header>
<npReject orderNr="000000007" sequenceNr="1" refSequenceNr="1">
<recipientOperator>
<operatorlD>202</operator|D>
</recipientOperator>
<losingOperator>
<operatorlD>255</operator|D>
</losingOperator>
<rejectionCode>F001</rejectionCode>
<rejectionDescription>Mandatory field missing</rejectionDescription>
<rejectionParameter>npProvide/directoryNumber</rejectionParameter>
</npReject>
<preReject orderNr="000000015" sequenceNr="1" refSequenceNr="1">
<cpsOperator>
<operatorlD>212</operator|D>
</cpsOperator>
<rejectionCode>C003</rejectionCode>
<rejectionDescription>Number not subjected to CPS</rejectionDescription>
</preReject>
</validateFile>

12.4 FLAC

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE acknFile SYSTEM "np_cps.dtd">
<acknFile>
<header>
<toOperator>
<operatorlD>255</operator|D>
</toOperator>
<fromOperator>
<operatorID>202</operator|D>
</fromOperator>
<fileType>FLAC</fileType>
<messageCount>0002</messageCount>
<timeSent>
<time>08:45:00</time>
</timeSent>
<dateSent>
<date>2003-04-18</date>
</dateSent>
</header>
<fileAccept refType="ORDR">
<refTimeSent>
<time>16:31:34</time>
<[/refTimeSent>
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<refDateSent>
<date>2003-04-17</date>
</refDateSent>
</fileAccept>
<fileReject refType="RSLT">
<refTimeSent>
<time>16:31:39</time>
</refTimeSent>
<refDateSent>
<date>2003-04-17</date>
</refDateSent>
<rejectionCode>X001</rejectionCode>
<rejectionDescription>XML not well formed or DTD error</rejectionDescription>
<[fileReject>
</acknFile>

12.5 FILE SAMPLES

<> <>

sample_ORDR.xml sample_RSLT.xml
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13 APPENDIX J: SOAP Message

13.1 Request

<?xml version="1.0" encoding="UTF-8'?>
<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/'
xmIns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/'
xmins:xsi="http://www.w3.0rg/1999/XMLSchema-instance' xmins:xsd="http://www.w3.0rg/1999/XMLSchema'>
<SOAP-ENV:Body>
<ns0:send
xmlIns:nsO="urn:ReceiveMessaging'
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/>
<ns0:arg0 xsi:type='xsd:string'>
[XML file content]
</ns0:arg0>
<ns0:argl xsi:type='xsd:string'>ORDR</ns0:arg1>
</nsO:send>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

13.2 Response

<?xml version="1.0" encoding="UTF-8'?>
<SOAP-ENV:Envelope
xmIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/'
xmIns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/'
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance' xmins:xsd="http://www.w3.0rg/1999/XMLSchema'>
<SOAP-ENV:Body>
<ns0:sendResponse
xmins:nsO="urn:local'
SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/>
<nsO:return xsi:type="xsd:string'>0</ns0:return>
</ns0:sendResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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14 Appendix K: WSDL

<definitions
targetNamespace="[target namespace URI]"
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsi="http://www.w3.0rg/1999/XMLSchema-instance"
xmlns:tns="[tns namespace URI]"
xmlns:xsd="http://www.w3.0rg/1999/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/">
<types>
<schema
targetNamespace="[target namespace URI]'
xmlns="http://www.w3.0rg/1999/XMLSchema'>
</schema>
</types>
<message name="sendRequest">
<part name="arg0" type="xsd:string" />
<part name="argl" type="xsd:string" />
</message>
<message name="sendResponse">
<part name="return" type="xsd:string" />
</message>
<portType name="ReceiveMessagingPortType">
<operation name="send">
<input message="tns:sendRequest"/>
<output message="tns:sendResponse"/>
</operation>
</portType>
<binding name="ReceiveMessagingBinding" type="tns:ReceiveMessagingPortType">
<soap:binding style="rpc" transport="http://schemas.xmlsoap.org/soap/http"/>
<operation name="send">
<soap:operation soapAction="urn:send"/>

<input>
<soap:body
use="encoded"
namespace="'urn:ReceiveMessaging'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
</input>
<output>
<soap:body
use="encoded"
namespace="urn:ReceiveMessaging'
encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>
</output>
</operation>
</binding>

<service name="ReceiveMessaging">
<documentation>todo</documentation>
<port name="ReceiveMessagingPort" binding="tns:ReceiveMessagingBinding">
<soap:address location="[Web service URL]"/>
</port>
</service>
</definitions>
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15 APPENDIX L: General description of communication between
OLOs

Terms and definitions
Web Serviceis a web application page where client POSTseahaest.
Client connects to server usihtip over SSL. - all data are encrypted during transfer.

OLO file sender OLO file receiver

ht t ps. Post (user nane, password,
. SOAP regest)
HTTPS Client -——____ D Web Service
Connection http over SSL

General description of communication

Client sends to the server username, password in http header. Authentication is
performed on http level and authentication type is basic. These authentication data are
sent together with SOAP request in one POST request. Because of security reasons the

client must know authentication realm name on server side.

If authentication is successful, the SOAP Requeebanded over and processed. SOAP Response is
created by server and returned to the client. €spanse contains Response code (string). The values
of this response are as follows:

0-OK

1 The message type does not match the documentation
2 - Out of business hours (see deadline rules)

3 - error while processing a message

4 - Bad user or password

5 - The message content xml is not well formed

6 - Combination of OLO_ID and login name is noiidia

Deadline rules:

» files that transfer will batarted till defined deadline (18.00) will be processedirsiness
day of receiving file. ,Master” time is time on tkerver side not on the client.
» files that transfer will baetarted after defined deadline (18.00) will be rejected
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